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Foreword

What skills set the database administrator (DBA) apart from other technologists? Of the
many responsibilities laid upon a DBA, which cannot be performed by someone else? Adding
database accounts? Creating tables and indexes? Installing and configuring databases? Opti-
mizing the database and the applications that access and manipulate it?

All of these tasks are regularly performed by people who do not consider themselves data-
base administrators. They consider themselves to be programmers/analysts, to be application
developers, or to be managers and directors, and they do all these things just to be able to
move forward with their own jobs. Most application developers know how to run the Oracle
Universal Installer—it’s just another graphical application, and accepting all the default
choices is a perfectly valid way to get the job done these days. Adding database accounts?
That'’s easy! Granting database privileges? Just give ’em dba or sysdba and no more problems!
Creating tables and indexes? C’'mon, that’s more of a developer’s job than the DBA’ job, isn’t it?
Tuning Oracle databases is mostly about crafting efficient SQL statements, and although this
job often falls to DBAs, it is best handled by the developers and programmers who write the
SQL in the first place.

Although many of these duties are correctly assigned to a DBA, they are not a hallmark of
the job.

Think about the people flying airliners. With the degree of automation in aircraft cockpits
now, it can be argued (with a lot of merit) that the planes can fly themselves, from take-off
through navigated flight to touchdown. So, what are the pilots for?

If something goes wrong with the plane, you want the best pilots at the controls of that
plane. That’s because when things go wrong, they go wrong in a hurry, and it takes somebody
who knows exactly what all that PlayStation gadgetry is really controlling in that cockpit, and it
takes somebody who can intelligently take control and land the thing safely when dozens of
lights are flashing and dozens of alarms are buzzing. It’s not too hard to justify the presence of
pilots on airplanes in the end.

Likewise, 50 years ago, at the dawn of the American space program, a debate was under-
way then, as there is now: should space flights be manned or unmanned? There were good
arguments in favor of the latter. The first astronauts weren't human—they were dogs and
chimps. When humans were finally included, the spacecraft engineers assured them they
were redundant; they were just “spam in a can” went the gallows humor.

But it didn't take long to prove those people wrong. The presence of a well-trained and
comprehensively knowledgeable pilot in the spacecraft has proven its worth, time and time
again. A classic example is the final two minutes of the historic Apollo 11 moon landing, when
Neil Armstrong looked out the window of the Eagle lunar module and realized that their auto-
mated descent, controlled from Houston via computer, was dropping them into a boulder
field. Only a few hundred meters from the lunar surface, Armstrong flipped the controls
to manual and pushed the lunar module higher, seeking a more viable landing site. While
Houston nervously and repeatedly queried for status, Armstrong calmly replied, “Hold,
Houston,” until, with only 30 seconds of fuel remaining, he set the lunar module down
and declared that the Eagle had landed. xvii
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That why we have human astronauts. This is what sets “spam in a can” apart from a pilot.
This is why airliners, although heavily automated, have highly trained pilots at the controls.

And that brings us back to database administrators...I hope!

What sets a DBA apart from an ambitious programmer or a developer doing what needs
to be done to move forward?

It is the ability to prepare for trouble and recover from it. Database recovery in the event
of failure or mishap is the most vital skill in a DBA’s toolkit.

The Oracle RDBMS has been around now for about 30 years. The internal mechanisms for
backup and recovery have changed very little in the past 20 years. Of course there have been
enhancements, but the mechanism for basic “hot” or online backups has changed very little.

However, it is the mechanism for restore and recovery that took a great leap forward
10 years ago, when Oracle Recovery Manager (RMAN) was introduced with Oracle 8. In a
world where misnomers abound, Recovery Manager is quite aptly named. The focus of the
product is not on automating backups, but rather on automating the steps of restore and
recovery as much as possible. Much of the early reluctance to adopt RMAN came about not
from any failings in the product, but rather from disappointment that the product did not
make the job of performing backups any easier. Since backups are the operation that DBAs
see most often, what RMAN does for recovery operations was not fully appreciated.

As I teach people how to use RMAN, I attempt to stress the mind-set that RMAN is not
just about performing backups. Rather, it is about “feeding” the RMAN recovery catalog.
Backups are not ends in themselves but simply entries in the recovery catalog used by RMAN
during restore and recovery operations. If a DBA considers it their duty to feed the recovery
catalog with backup operations and other maintenance such as cross-checks, then you have
someone who is truly preparing for the eventuality, not just the remote possibility, of restore
and recovery. Someone understands the tool and is not just applying a different tool to bang in
nails the same old way.

The knowledge and capability to recover a database from catastrophic failure is what
separates a real DBA from someone who found the installer or who knows how to do the
clickety-clickety thing in Oracle Enterprise Manager—and not just once, by luck, but knows
how to use RMAN to its full advantage in order to work around those confusing and mislead-
ing error messages and to verify backups and maintain and protect the recovery catalog(s) so
as to virtually guarantee recoverability, each and every time.

It is this protective mind-set, liberally seasoned with caution and pessimism, that sepa-
rates DBAs from other technologists. Systems administrators and network administrators
have much the same tendencies, but only databases administrators are made responsible for
never losing data. Systems and networks can be made redundant, and if they fail, it is only a
matter of bringing them back to service, but data loss is forever and is never forgiven.

Years ago,  worked with a very no-nonsense vice president. She didn’t want to know the
details of my job and rightly so. She simply stated, very clearly, “Failures happen, but don't ever
tell me that you could not recover my data.” Message received.

This book was written by seasoned professionals who have been using RMAN since
its inception. They have recognized that RMAN can be confusing, and they think everyone
should not have to go through the same learning curve in order to arrive at the same conclu-
sions. So they have gathered together their best practices and tried-and-true procedures and
compiled them into this wonderful book.

If you are an Oracle database administrator, this could very well be the most important
book you read. Technology books are famous for becoming shelfware, pristine and unopened
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books adorning shelves everywhere. This book will be the exception—the book that is dog-eared
and worn, the cover falling off and pages smudged, found more often opened face down on a
desk than perched serenely on a shelf. The information within this book is the very essence of
the job of the Oracle DBA, the most important facet of the job, and I am grateful to Darl, Sam,
and Arup for sharing.

Tim Gorman
Evergreen, Colorado
July 2007
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Introduction

Every company relies on data to efficiently operate. Protecting corporate data is a critical
task. One major responsibility of a DBA is to ensure that information stored in corporate
databases is safe and available. This is what makes a database administrator valuable.

Oracle is a leading vendor of database technology. Many companies use Oracle databases
to store mission-critical data. Recovery Manager (RMAN) is Oracle’s flagship database backup
and recovery solution. A DBA’s job security depends on being able to back up and safely
recover databases. Therefore, RMAN is a tool that every Oracle DBA must be proficient with.

RMAN can be used out of the box for simple backup and recovery needs or can be
configured to meet the most sophisticated requirements. When implementing RMAN back-
ups, sometimes it can be difficult to find clear examples of how to accomplish a specific task.
Or worse, you find yourself in a stressful recovery situation, and you can’t quickly find a solu-
tion to get your mission-critical database restored and available.

In those hectic circumstances, you don't want to wade through pages of architectural
discussions or complex syntax diagrams. Rather, you require a solution right then and there.
You want a quick step-by-step cookbook example that is easy to read and to the point.

This book provides you with task-oriented, ready-made solutions to both common and
not so common backup and recovery scenarios. You do not need to read this book cover to
cover. You can pick and choose whatever topic requires your attention. Whether you just need
to brush up on an old backup and recovery subject or whether you want to implement an
RMAN feature that is new in Oracle Database 11g, this book allows you to focus on a topic and
its corresponding solution.

Audience

This book is for any DBA who quickly wants to find accurate solutions to their RMAN backup
and recovery operations. Any database administrator from rookie to expert can leverage the
recipes in this book to implement RMAN’s features and resolve troublesome issues.

This book is also for system administrators. System administrators are responsible for
keeping the overall system backed up and available. The delineation line between system
administration tasks and database administration tasks is often nebulous. This is especially
true when troubleshooting and tuning disk, tape, hardware, and network issues. System
administrators and database administrators must work together to ensure that the database
servers are backed up, scalable, and highly available.

Using This Book

Problem

You often find yourself thinking “Gosh darn it, I just want to see a good example and explana-
tion of how to implement this RMAN feature....”
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Solution

Use this book to locate a recipe that matches your scenario, and then use the corresponding
example solution to solve your problem.

How It Works

RMAN Recipes for Oracle Database 11g is a cookbook of solutions for a wide variety of backup
and recovery scenarios. The recipe titles act as an index to the task you need help with. You
should be able to search for the recipe that fits your scenario and then find a concise answer
that you can use to solve the issue you face. Each recipe starts with a description of the prob-
lem, followed by a to-the-point solution, and then a thorough explanation of how it works.

What This Book Covers

This book covers the gamut of RMAN backup and recovery subject matter. Major topics
included are as follows:

* Backing up your database

» Performing complete and incomplete recovery

* Using flashback database technology

e Implementing a media management layer

e Troubleshooting and tuning RMAN

 Differences between Unix and Windows environments

* Using Enterprise Manager with RMAN

* Using new RMAN features in Oracle Database 11g

Where appropriate, we highlight the differences between RMAN in Oracle Database 11g
and older versions (these recipes go to 11). There have been significant improvements to
RMAN with each new release of Oracle. Where relevant, we point out in what version the
particular RMAN feature was introduced.

Conventions Used in This Book

The following typographical conventions are used in this book:

e [talics is used to highlight a new concept or word.

* Monospaced font is used for code examples and to denote utility names.

* Code that is bold is used to highlight the statements being discussed.

e UPPERCASE indicates view names, column names, and column values.

* < >isused where you need to provide input, such as a filename or password.
e C:\>isused to denote the DOS command-line prompt.

¢ $isused to denote the Unix command-line prompt.
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Comments and Questions

We value your input. We'd like to know what you like about the book and what you don't like
about it. You can send us comments via email to feedback@apress.com. When providing feed-
back, please make sure you include the title of the book in your note to us.

We've tried to make this book as error free as possible. However, mistakes happen. If you
find any type of an error in this book, whether it be a typo or an erroneous command, please
let us know about it. Please email the problem to support@apress.com. Your information will
be validated and posted on the errata page to be used in subsequent editions of the book. The
corrigendum can be viewed on the book’s web page at http://www.apress.com.

Contacting the Authors

You can contact the authors directly at the following email addresses:

Darl Kuhn: darl.kuhn@gmail.com
Sam Alapati: salapati@netbsa.org

Arup Nanda: arup@proligence.com
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CHAPTER 1

Backup and Recovery 101

Oracle backup and recovery refers to the theory and practice of protecting a real-life Oracle
database against data loss and recovering data after a loss. You can lose data either because
of a technical problem such as media failure (such as a disk drive breaking down) or because
of errors made by the users (such as a wrong update or an overeager sysadmin or DBA delet-
ing the wrong file). Oracle backup is the set of concepts, strategies, and steps to make copies
of a database so you can use them to recover from a failure/error situation. Backups in this
sense refer to physical backups of database files, control files, and archived redo log files. Ora-
cle recovery is the set of concepts, strategies, and steps to actually recover from a system/user
error or a potential data loss due to media-related problems such as the loss of a disk drive.
Ideally, we all like to never have any data loss or downtime because of a database failure.
However, the constraints of both humans and machinery such as disk drive technology means
that there’s bound to be some type of failure during the course of your life as a practicing DBA,
since you're the one in charge of maintaining and tuning databases that support the business.
Here is your more realistic set of goals then:

* Protect the database from as many types of failure as possible.
¢ Increase the mean time between failures.

* Decrease the mean time to recover.

e Minimize the loss of data when there is a database failure.

Recovery Manager (RMAN) is Oracle’s main backup and recovery tool and is a built-in
component of the Oracle server. You don’t have to pay additional licensing fees to use RMAN,
as is the case when you use other Oracle products such as the Enterprise Manager Grid Con-
trol, for example. Since its introduction as part of the Oracle 8 release, RMAN has improved
considerably to the point where it has become the most powerful tool to back up and recover
Oracle databases, with its wide array of sophisticated and powerful capabilities. You can still
use traditional user-managed backup and recovery techniques, but the powerful backup and
recovery features offered by RMAN mean you won't be taking full advantage of your Oracle
server software if you don’t use RMAN. This book provides comprehensive coverage of
RMAN'’s backup and recovery capabilities.
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Before starting our discussion of how to perform backup and recovery tasks with RMAN,
it’s important to get an overview of key backup- and recovery-related concepts. We discuss the
following topics in this chapter before turning to a detailed discussion of RMAN backup and
recovery techniques starting in Chapter 2:

 Types of database failures

¢ Oracle backup and recovery concepts
e Backup types

¢ Recovery types

* Anintroduction to RMAN

e Backup and recovery best practices

We use the Oracle Database 11g release throughout this book, thus providing you with
cutting-edge RMAN backup and recovery solutions. Most of what we say, however, applies
equally to Oracle Database 10g. We specifically mention whenever we're discussing a feature
not available in Oracle Database 10g.

Types of Database Failures

Since database backups are made to protect against a database failure, let’s quickly review

the types of database failures that can occur. A database can fail, either entirely or partially,
because of various reasons. You can recover from some types of database failure with scarcely
any effort on your part, because the Oracle database can recover automatically from some
types of failures. The more critical types of failures require you to go in and “recover” the data-
base by using your backups. You can divide database failures into the categories covered in the
following sections.

Statement Failure

A typical example of a statement failure is when a program attempts to enter invalid data into
an Oracle table. The statement will fail because of the checks built into the data insertion
process. The solution here is to clean up the data by validating or correcting it. Sometimes, a
program may fail to complete successfully because of programmatic logical errors. You must
then refer the problem to the development group for corrections.

It is fairly common for a long data insertion job or a data import job to fail midway
because there is no more room to put the data in. If you haven't already invoked the resumable
space allocation feature, you must add space to the tablespace that contains the table that ran
out of space. Another common cause of a statement failure is not having the proper privileges
to perform a task. Your task as a DBA is to simply grant the appropriate privileges for the user
who invoked the failed SQL statement.

User Process Failure

Sometimes, a user process may be terminated abruptly because of, say, the user performing
an abnormal disconnect or performing a terminal program error and losing the session con-
nection. As a DBA, there is not much you need to do here: the Oracle background processes
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will roll back any uncommitted changes to the data and release the locks that were held by
the abnormally disconnected user session. The user will have to reconnect after the abrupt
termination.

Network Failure

A network failure can also cause a database failure. Network failures can occur because the
Oracle Net listener, the network interface card (NIC), or the network connection has failed.
The DBA must configure multiple network cards and a backup network connection and
backup listener to protect against these errors. In addition, you can use the connect-time
failover feature to protect against a network failure.

Instance Failure

You experience an Oracle instance failure when your database instance comes down because
of an event such as a hardware failure, a power failure, or an emergency shutdown procedure.
You may also experience an instance shutdown when the key Oracle background process such
as pmon shuts down because of an error condition.

Following an instance failure, first you check the alert log and trace files for any potential
hints about the cause of the instance failure. Following this, you can just restart the database
instance by using the Oracle command startup from the SQL*Plus command line.

Since the database wasn't cleanly shut down and the database files aren’t synchronized,
Oracle will perform an automatic instance or crash recovery at this point. Oracle will automat-
ically perform a rollback of the uncommitted transactions by using data from the undo
segments and will roll forward the committed changes it finds in the online redo log files.

You don'’t need to use any sort of backup when restarting the database instance following an
instance failure. Once the uncommitted changes are backed out and the committed changes
are rolled forward, the datafiles are in sync again and will contain only committed data.

User Error

Inadvertently dropping a table is every DBA’s nightmare. In addition to accidentally dropping
a table, users can also wrongly modify or delete data from a table. You can use techniques
such as the flashback table feature to restore a table to a previous point in time. You can use
the flashback drop feature to recover an accidentally dropped table. Of course, if the transac-
tion isn't committed yet, you can simply roll back the unwanted changes. Oracle’s LogMiner
tool also comes in handy in situations like this.

Media Failure

Media failure occurs when you lose a disk or a disk controller fails, hindering access to your
database. A head crash, file corruption, and the overwriting or deletion of a datafile are all
examples of a media failure. In general, any failure to read from or write to a disk constitutes a
media failure. Although the first four types of failures don’t require you to resort to a backup,
media failure in most cases would require performing a media recovery with the help of back-
ups of the datafiles and archived redo logs.

Each type of media failure may have a different solution as far as recovery is concerned.
For example, if a control file copy is accidentally deleted, you won't have to go to your back-
ups. On the other hand, deleting a datafile most likely requires you to restore the datafile from
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a backup as well as use the archived redo logs to bring the database up-to-date. If only a few
blocks in a datafile are corrupt, you may use RMAN'’s block media recovery feature instead of
restoring datafiles and performing media recovery.

In this book, we are mostly concerned with problems caused by media failures and how
to recover from them. For this reason, let’s analyze how database failures can occur because of
media problems. Once your Oracle database instance is running in open mode, it could crash
because of the loss of several types of files. For example, the database will crash if any of the
following are true:

* Any of the multiplexed control files are deleted or lost because of a disk failure. You
must restore the missing control file by copying from an existing control file and
restarting the instance.

* Any datafile belonging to the system or the undo tablespace is deleted or lost because
of a disk failure. If you lose one of these files, the instance may or may not shut down
immediately. If the instance is still running, shut it down with the shutdown abort state-
ment. You then start up the database in mount state, restore the lost datafile, and
recover it before opening the database for public access.

* An entire redo log group is lost. If you have at least one member of the redo log group,
your database instance can continue to operate normally. Restore the missing log file
by copying one of the other members of the same group.

The database won't crash if any of the following are true:

* Any nonsystem or undo tablespace datafile is lost. If you lose a nonsystem or undo
tablespace file, also known as a noncritical datafile from the point of view of the Oracle
server, you must first restore and then recover that datafile. The database instance can
continue operating in the meanwhile.

e Atleast a single member of each redo log group is available, although you might have
lost other members of one or more groups.

Oracle Backup and Recovery Concepts

Before you jump into Oracle backup and recovery concepts, it’s a good idea to review the basic
Oracle backup and recovery architecture. Oracle uses several background processes that are
part of the Oracle instance, and some of these background processes play a vital role in
backup and recovery tasks. For a quick understanding of the Oracle background processes
involved in backup and recovery, please see Figure 11-1 (in Chapter 11). Oracle also has sev-
eral physical structures that are crucial components of backup and recovery, which we discuss
in the following sections.

Backup and Recovery Instance Architecture

The Oracle instance consists of the system global area (SGA), which is the memory allocated
to the Oracle instance, and a set of Oracle processes called the background processes. The Ora-
cle processes start when you start the instance and keep running as long as the instance is
alive. Each of the Oracle background processes is in charge of a specific activity, such as writ-
ing changed data to the datafiles, cleaning up after disconnected user sessions, and so on.
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We'll briefly review the key Oracle background processes that perform critical backup and
recovery-related tasks, which are the checkpoint process, the log writer process, and the
archiver process.

The Checkpoint Process

The checkpoint process does three things:
e It signals the database write process (DBWn) at each checkpoint.
e It updates the datafile headers with the checkpoint information.

¢ It updates the control files with the checkpoint information.

The Log Writer Process

Oracle’s online redo log files record all changes made to the database. Oracle uses a “write-
ahead” protocol, meaning the logs are written to before the datafiles are. Therefore, it is
critical to always protect the online logs against loss by ensuring they are multiplexed. Any
changes made to the database are first recorded in the redo log buffer, which is part of the
SGA.

Redo log files come into play when a database instance fails or crashes. Upon restart, the
instance will read the redo log files looking for any committed changes that need to be applied
to the datafiles. Remember, when you commit, Oracle ensures that what you are committing
has first been written to the redo log files before these changes are recorded in the actual
datafiles. The redo log is the ultimate source of truth for all changes to the data in an Oracle
database, since an instance failure before the changes are written to the datafiles means that
the changes are only in the redo log files but not in the datafiles.

The log writer (LGWR) process is responsible for transferring the contents of the redo log
buffer to the online redo log files. The log writer writes to the online redo files under the fol-
lowing circumstances:

e At each commit
» Every three seconds
e When the redo log buffer is one-third full

The important thing to remember here is that the log writer process writes before the
database writer does, because of the write-ahead protocol. Data changes aren’t necessarily
written to datafiles when you commit a transaction, but they are always written to the
redo log.

Note In fact, some esoteric features in the Oracle database allow you to make changes without generat-
ing redo log entries. Such features are helpful, for example, when loading large amounts of data. However,
their benefits do not come without additional risk. The important point to take away from this section is that
unless you are specifically using a feature that disables logging, any changes you commit are first written to
the redo log files, and it is the log writer process that does the writing.
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The Archiver Process

The archiver (ARCn) is an optional background process and is in charge of archiving the filled
online redo log files, before they can be overwritten by new data. The archiver background
process is used only if you're running your database in archivelog mode.

Physical Database Structures Used in Recovering Data

You need to deal with four major physical database structures during a database recovery:
 Datafiles
¢ Redo logs (archived and online)
* Control files
e Undo records

In a basic database recovery situation, you'd need to first restore datafiles by using back-
ups (from a past period, of course). Once the restoration of the datafiles is completed, you
issue the recover command, which results in the database rolling forward all committed data
and thus bringing the database up-to-date. The database also rolls back any uncommitted
data that’s recorded in the undo segments that are part of the undo tablespace. The database
server automatically performs the rollback of uncommitted data by using undo records in the
undo tablespace to undo all uncommitted changes that were applied to the datafiles from the
redo logs during the recovery process. This rolling back of uncommitted data takes place by
using the information about all the changes made since the last database start-up. Oracle
records all changes made to the database in files called the online redo log files. Since Oracle
uses a round-robin method of writing the online redo log members, it is critical that you save
the filled online redo logs before they are written. The process of saving the filled redo log files
is called archiving, and the saved redo log files are termed archived redo log files. A media
recovery process uses both the archived redo log files and the online redo log files.

The control file is essential for the Oracle instance to function, because it contains critical
information concerning tablespace and datafile records, checkpoints, redo log threads in the
current online redo log, log sequence numbers, and so on.

RMAN lets you back up all the files you need for a database recovery, including datafiles,
control files, and archived redo logs. RMAN also lets you make image copies of both datafiles
and control files, in addition to the standard RMAN-formatted backup pieces. You should
never back up online redo log files; instead, always duplex these files to protect against the
loss of an online redo log.

Archivelog and Noarchivelog Mode of Operation

You can operate your Oracle database in either archivelog mode or noarchivelog mode. In
noarchivelog mode, Oracle will overwrite the filled online redo logs, instead of archiving (sav-
ing) the online redo logs. In this mode, you're protected only from instance failures, such as
those caused by a power failure, for example, but not from a media failure. Thus, if there is a
media failure, such as a damaged disk drive, the changes that were overwritten are gone for-
ever, and the database won't be able to access those data modifications to recover the
database up to the current point in time. The transactions made since the last backup are
lost forever, and you can restore the database only to the point of the last backup you made.
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If you are running your database in noarchivelog mode and you happen to lose a datafile,
for example, you follow these steps to get back to work again:

1. If the instance isn’t already shut down, first shut it down.
2. Restore the entire database (datafiles and control files) from the backups.
3. Restart the database by using the startup (open mode) command.

4, Users lose any data that was changed or newly entered in the database since you took
the backup that was just restored. You can enter the data if you have a source, or you're
going to have a data loss situation.

If you are running a production database—or if you want to make sure that all the data
changes made to any database, for that matter, are always protected—you must operate your
database in archivelog mode. Only a database running in archivelog mode can recover from
both instance and media failures. You can’'t perform a media recovery on a database running
in noarchivelog mode.

If you're running the database in noarchivelog mode, remember that you can make a
whole-database backup only after first shutting the database down. You can’'t make any online
tablespace backups in such a database. A database in noarchivelog mode also can't use the
tablespace point-in-time recovery technique. Make sure you take frequent whole-database
backups if an important database is running in noarchivelog mode for some reason.

Flashback Technology

Traditionally, restoring backed-up datafiles and recovering the database with the help of
archived redo logs was the only way you could rewind the database to a previous point in time
or view older data. Oracle’s flashback technology offers new techniques that let you recover
from several types of errors without ever having to restore backup files. The key idea behind
the flashback technology is to improve database availability while you're fixing logical data
errors. While you're correcting the logical data errors in one or more errors, all the other data-
base objects continue to be available to the users unhindered. Flashback technology actually
consists of a half dozen specific features, most but not all of which rely on the use of undo data
to undo the effect of logical errors:

Oracle flashback query (uses undo data): This feature lets you view results from a past
period in time. You can choose to use this query to retrieve lost or wrongly deleted data.

Oracle flashback version query (uses undo data): This feature lets you view all versions of a
table’s rows during a specific interval. You can use this feature for retrieving old data as
well as for auditing purposes.

Oracle flashback transaction query (uses undo data): This feature enables you to view all
the changes made by one or more transactions during a specified period of time.

Oracle flashback transaction backout (uses undo data): This new Oracle Database 11g
feature lets you back out unwanted transactions by using compensating transactions.

The Oracle flashback table (uses undo data): This feature lets you recover a table (online)
to a previous point in time. You can recover a table or a set of tables to a past point in time
by using the contents of the undo tablespace. The database can remain online during this
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time, thus enhancing its availability. All of a table’s constraints, triggers, and indexes are
restored during the recovery, while the database remains online. You don't have to restore
from a backup when you perform a flashback table operation. Since you're using undo
data to restore the table instead of media recovery, you'll get done faster, and with less
effort to boot.

Oracle flashback drop feature (uses the recycle bin): This relies on the concept of a recycle
bin and lets you restore a dropped table. When you accidentally drop a table with the drop
table statement, information about the purged table is saved in the recycle bin (which is
actually a data dictionary table) under a system-assigned name. Actually, the table’s con-
tents remain intact and in place, but the data dictionary marks the table as having been
dropped. You can then “undrop” the table at a later time by using the flashback table

. to before drop statement, which recovers the dropped object from the recycle bin.
The flashback table feature relies entirely on the recycle bin concept.

A new feature of the Oracle Database 11g release, the flashback data archive lets you use
the previously described flashback features to access data from a period of time that’s as old as
you want. By using a flashback data archive, you overcome the limitation of a short undo
retention time in the undo tablespace.

The Oracle flashback database feature serves as an alternative to traditional database
point-in-time recovery. You use this feature to undo changes made by logical data corruption
or by user errors. The essential point to understand here is that the opposite of flashback is to
recover. In normal database recovery, you update the backups by applying logs forward. In
flashback, you rewind the database by applying flashback logs backward. Thus, in most cases,
a flashback database operation will take much less time than the time it takes to restore and
recover during the traditional alternative, which is a database point-in-time recovery. The
flashback database feature takes the database back in time, essentially rewinding it to a past
point in time by undoing all changes made to the database since that time. Unlike traditional
point-in-time recovery, you don't have to perform a media recovery by restoring backups. You
simply use the new flashback logs (stored in the flash recovery area) to access older versions of
the changed data blocks. In addition, the database makes use of the archived redo logs as well.

Note The flashback database feature is useless in dealing with cases of lost datafiles or damaged media.
You can use this feature to undo the changes made to an Oracle database’s datafiles only by reverting the
contents of the datafiles to a previous point in time.

When you enable flashback logging so that you can use the flashback database feature,
you may not always be able to return to a specific point in time, if the flashback logs for that
period aren’t available. Oracle’s guaranteed restore points feature lets you specify an system
change number (SCN) to which you can always restore the database. That is, the database will
ensure that the flashback logs from the specific SCN on are saved, no matter what. Thus, guar-
anteed restore points, which are an adjunct to the flashback database feature, let you ensure
that you'll be at least able to recover until the specified SCN, even if you aren’t necessarily able
to recover up to the current SCN.
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Backup Types

When we talk about a database backup, your first thought might be that it is simply a copy of
all the database physical files. However, an Oracle database offers several types of backups. We
summarize the main types of backups in the following sections.

Physical and Logical Backups

When you make a copy of a database file using an operating system utility such as cp, for
example, you are making an actual physical copy of the database file. You can use this file to
restore the database contents if you happen to lose the disk containing that file. Physical back-
ups are simply physical copies of the files used by the database, such as datafiles, redo logs,
and control files. However, making exact physical copies of the database file isn’t the only way
to copy the contents of an Oracle database. You can also make a logical backup by using Ora-
cle’s Data Pump Export tool wherein you copy the definitions and contents of all of the
database’s logical components such as tables and so on. You can use Oracle’s Data Pump
Import utility to later import the logical data into the same or another Oracle database. Logi-
cal backups are, however, not a complete backup and recovery solution; they serve as a
secondary means of backing up key tablespaces or tables in some situations.

Whole and Partial Backups

A whole-backup of a database is the backup of the entire database; this is the most commonly
made type of Oracle database backup. A whole-database backup includes all the datafiles plus
the control files. A partial backup refers to backups of a tablespace or datafile in a database. A
datafile backup will include only a single operating system file. A tablespace backup includes
all the datafiles that are part of that tablespace. You can also back up the control file just by
itself by making either a text or a binary copy of it. The control file is a crucial part of the recov-
ery process, since it contains key information about various recovery-related structures.

Online and Offline Backups

RMAN supports both offline and online backups. An offline backup, also called a cold backup,
is one made after shutting down the database using the shutdown command or the shutdown
command with the immediate or transactional clause. An offline backup, provided you make
one after the database is shut down gracefully, is always consistent, whether you're operating
in archivelog or noarchivelog mode. When making an offline backup with RMAN, you must,
however, start the database you want to back up in the mount mode.

An online backup, also called a hot or warm backup, is one made while the database
instance is still open. By definition, an online backup is always inconsistent. During a recov-
ery, the application of the necessary archived redo logs will make the backup consistent. Thus,
you can make online backups of any database you're operating, and the resulting inconsistent
backups can be made consistent with the application of archived redo logs. However, for data-
bases running in noarchivelog mode, open inconsistent backups aren't recommended.

Full and Incremental Backups

A full backup of a database will contain complete backups of all the datafiles. Incremental
backups contain only the changed data blocks in the datafiles. Obviously, then, incremental
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backups can potentially take a much shorter time than full backups. You can make incremen-
tal backups only with the help of RMAN—you can’'t make incremental backups using
user-managed backup techniques.

Consistent and Inconsistent Backups

To understand the crucial difference between consistent and inconsistent backups, you must
first understand the concept of the system change number (SCN). The SCN is an Oracle
server—assigned number that indicates a committed version of the database. It’s quite possible
that different datafiles in the database might have a different SCN at any given point in time. If
the SCNs across all the datafiles are synchronized, it means that the data across the datafiles
comes from a single point of time and, thus, is consistent.

During each checkpoint, the server makes all database file SCNs consistent with respect
to an identical SCN. In addition, it updates the control file with that SCN information. This
synchronization of the SCNs gives you a consistent backup of your database. Not only does
each of the datafiles in the database have the same SCN, it must also not contain any database
changes beyond that common SCN.

If you back up your database while it’s running, you may end up with backups of the
various datafiles at various time points and different SCNs. This means your backups are
inconsistent, since the SCNs aren't identical across all the datafiles.

If you're operating the database in noarchivelog mode, you can use only consistent
backups to restore your database. If you're operating in archivelog mode, however, you can
use consistent or inconsistent backups to restore the database. If you're using a consistent
backup, you can open a whole-database backup without recovery and without using the open
resetlogs command. If you're using inconsistent backups, however, you must use archived
redo logs to make the data current and synchronize the SCNs across the datafiles.

The key fact here is that the recovery process will make your inconsistent backups consis-
tent again by using the data from the archived redo logs and the online redo log files to apply
all the necessary changes across the datafiles to make them all consistent with reference to a
single SCN.

If you're running the database in noarchivelog mode, the recommended approach to
backing up the database is to shut down the database cleanly first and then to back up all the
datafiles. If you're using RMAN to perform an offline backup, the database must be mounted
before you can actually perform the RMAN backup. This is because RMAN needs to update
the target database control file.

When you follow the approach suggested in the previous paragraph, you'll be backing up
a consistent database. It's not recommended that you back up an inconsistent database
resulting from an abrupt shutdown using the shutdown abort command, for example.

If you're running the database in archivelog mode, you can back up a whole database in
any of the following ways:

¢ Closed and consistent
¢ Closed and inconsistent
¢ Open and inconsistent

The ability to back up a database while it is open and in use is a key benefit of running a
database in archivelog mode.
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Recovery Types

There are several methods of recovering data, and the particular recovery strategy you adopt
will depend on your backup strategy to a large extent. For example, if you are operating in
noarchivelog mode, then in most cases you can't go perform a complete recovery. You can
restore only the latest backup and will lose all the data that was entered since the time of the
backup. In the following sections, we’ll briefly describe the major recovery techniques you can
use. Similarly, the flashback database technique offers a much faster means of restoring a
database to a previous point in time than traditional media recovery, but of course, you can't
avail yourself of this wonderful feature if you haven’t configured and used a flashback recovery
area (to store the flashback logs).

Database Recovery and Consistent vs. Inconsistent Backups

If you shut down your database using either shutdown normal (same as the shutdown com-
mand), shutdown immediate, or shutdown transactional, you'll have a consistent database. A
shutdown following each of the previously mentioned variations of the shutdown command
will result in the following actions:

e All uncommitted changes are rolled back first.
¢ The contents of the database buffer cache are written to the datafiles on disk.
¢ All resources such as locks and latches are released.

Since the database was cleanly shut down, when you restart the database, there is no
need for an instance recovery, which is the main implication of performing and using a con-
sistent backup.

If you shut down your database using either the shutdown abort or shutdown force
command or if there is an instance failure, you'll end up with an inconsistent database,
wherein the database is said to be in a “dirty” state. Once the shutdown command is issued or
the instance is terminated abruptly because of some reason, the following things will be true:

¢ Any committed changes are not rolled back automatically.
¢ Changes made to the database buffers aren’t written to the datafiles on disk.
¢ All resources such as locks and latches are still held and aren’t released.

In other words, there is simply no time to perform a graceful and tidy closure of the
database. Your database instance is simple terminated, even though it may be in the middle
of processing user transactions and hasn’t properly recorded all the modified data to the
datafiles. Upon restarting your database, the Oracle database instance will do the following
things first:

e Use the information in the online redo logs to reapply changes.
* Use the undo tablespace contents to roll back the uncommitted changes to data.

¢ Release the resources held.

11
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The work that the Oracle database performs upon a restart following an inconsistent shut-
down is known as instance recovery. Instance recovery is thus mandatory and entirely automatic,
with the database itself performing all the work without any intervention by the DBA.

Crash Recovery and Media Recovery

As noted in the previous section about instance or crash recovery, if your Oracle instance
crashes, because of a power failure, for example, you don’t have to perform a media recovery
of the database, which requires that you restore backups of the database and bring them up-
to-date with the help of the archived redo logs. The Oracle server will perform an automatic
crash recovery when you restart the instance. However, if you lose a disk drive, for example, or
you can't access the disk’s contents because of some kind of media failure, you may have to
restore your backups and bring them up-to-date using the archived redo logs.

Crash Recovery

Crash recovery or instance recovery is the automatic recovery of the database by the Oracle
server, without any intervention by the DBA. For example, if a power outage brings down your
database instance, when the power supply resumes, you only need to restart the database
instance. You don’t have to perform any restore or recovery tasks, because the server will use
the information in the undo tablespace to perform automatic instance recovery by rolling
back uncommitted transactions in the database. The server uses the online redo logs to record
in the datafiles the changes that were committed before the outage but couldn’t be written to
the database files before the occurrence of the failure.

The Oracle server automatically performs crash recovery whenever you open a database
whose files were not cleanly synchronized before shutting down. Since an abrupt shutdown
doesn’t provide a chance to synchronize the datafiles, it is a given that, in most cases, an
instance recovery will be performed by the Oracle server when you restart the Oracle instance.
The Oracle server will use the information saved in the online redo log files to synchronize the
datafiles. Instance recovery involves the following two key operations:

Rolling forward: During this operation, the Oracle server will update all datafiles with the
information from the redo log files. The online redo log files are always written to before
the data is recorded in the datafiles. Thus, an instance recovery may usually leave the
online log files “ahead” of the datafiles.

Rolling back: During this operation, uncommitted changes that were added to the
datafiles during the rollforward operation are rolled back. Oracle does this by using the
undo tablespace contents to return uncommitted changes to their original states. At the
end of the rollback stage, only committed data at the time of the instance failure is
retained in the datafiles.

During instance recovery, in the first rollforward operation, the database server must apply
all transactions between the last checkpoint and the end of the redo log to the datafiles. Thus, in
order to tune instance recovery, you control the gap between the checkpoint position and the
end of the redo log. You use the Oracle initialization parameter fast_start mttr target to spec-
ify the number of seconds you want the crash recovery to take. Oracle will try to recover the
instance as close as possible to the time that you specify for the fast_start mttr target param-
eter. The maximum value of this parameter is 3,600 seconds (1 hour).



CHAPTER 1 " BACKUP AND RECOVERY 101

Media Recovery

When a disk drive fails and you can't access the contents of an Oracle datafile, you're looking
at a potentially much more serious situation than a crash recovery, since the server won't be
able to automatically recover from such a catastrophe. You must provide the lost datafiles
from backup. Since it’s likely that data has changed in the meanwhile, you must provide the
changes stored both in the archived redo log files and in the online redo log files. When the
Oracle database issues an error indicating media problems, you must first find which files you
must recover by querying the VS RECOVER_FILE view, which lists all files that need media
recovery.

RMAN completely automates the process of media recovery. You use two basic com-
mands—restore and recover—to perform media recovery. The restore command restores
the necessary datafiles from RMAN'’s backup sets or image copies to the same or an alternative
location on disk. The recover command performs the recovery process by applying necessary
archived redo logs or incremental backups to the restored datafiles. You must do the following
as part of a media recovery operation:

* Restore the necessary datafiles from backup, either to the old or to an alternative location.
e Rename the datafiles, if necessary, so the database will know about their new location.

* Recover the datafiles (bring them up to date), if necessary, by applying redo informa-
tion to them.

To open the database after a successful restore and recovery, the following must be true:
* You must have synchronized copies of all the control files.

* You must have synchronized online datafiles.

* You must have at least one member of each redo log group.

If all these are true, you can open the recovered database.

Complete and Point-in-Time Recovery

You perform a complete recovery when you bring a database, a tablespace, or a datafile up-to-
date with the most current point in time possible. It’s important to emphasize that complete
recovery isn't synonymous with recovering the complete database. Rather, completeness here
alludes to the completeness of the entire database or part of it (tablespace or datafile) with
reference to the time element. If you update the database tablespace or datafile completely
by applying all changes from the archived redo logs to the backup files, you're performing a
complete backup. In other words, complete recovery will ensure that you haven'’t lost any
transactions. Note that when using RMAN, you may also use incremental backups as well, in
addition to archived redo logs, during the recovery process.

When you perform media recovery, it isn’t always the case that you can or should bring
the database up-to-date to the latest possible point in time. Sometimes you may not want to
recover the database to the current point in time. Following a loss of a disk or some other
problem, the complete recovery of a database will make the database current by bringing all
of its contents up to the present. A point-in-time recovery, also known as incomplete recovery,
brings the database to a specified time in the past. A point-in-time recovery implies that
changes made to the database after the specified point may be missing. On the face of it, a
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point-in-time recovery may seem strange. After all, why would you recover your database only
to a past period in time and not bring it up-to-date? Well, there may be situations where a
point-in-time recovery is your best bet, as in the following examples:

* You lose some of the archived redo logs or incremental backups necessary for a com-
plete recovery following a media failure.

¢ The DBA or the users delete data by mistake or make wrong updates to a table.
* Abatch job that's making updates fails to complete.

In all of these situations, you can use either point-in-time recovery or Oracle’s flashback
technology to get the database back to a previous point in time. Prior to the introduction of
the flashback technology, a database point-in-time recovery (DBPITR) and a tablespace point-
in-time recovery (TSPITR) were the automatic solutions when confronted by situations such
as an erroneous data entry or wrong updates. Flashback technology offers you the capability
to perform point-in-time recovery much quicker than the traditional point-in-time recovery
techniques that rely on media recovery. The flashback database feature is the alternative to
traditional database point-in-time recovery, while the flashback table feature lets you avoid
having to perform a media recovery in most cases.

Deciding on the Appropriate Recovery Technique

Fortunately for the Oracle database administrators, several recovery techniques are available,
such as media recovery, Oracle flashback, and so on, each geared toward recovering from a
certain type of problem. Here’s a summary of when to use the various types of recovery tech-
niques:

¢ Use media recovery if you're confronted with damaged, missing, or inaccessible
datafiles.

e If a user drops a table or commits a major data entry error, you can perform a point-in-
time media recovery, but the best option is to use the flashback drop feature. You can
also import the affected table using the Data Pump Import utility or have users reenter
data in some situations.

e Ifyou run into logical errors, perform a TSPITR or consider using an appropriate flash-
back technique to make a point-in-time recovery.

 Ifyou have data corruption in a few blocks in a datafile or a set of datafiles, use block
media recovery. Again, there’s no need to perform a media recovery and make the rest
of the database inaccessible.

e If a user error affects a large set of tables or the entire database, use the flashback data-
base feature to revert the database to a previous “good” time by undoing all the changes
since that point in time.

» Use the flashback table feature to revert to a previous state of a table in order to undo
unwanted changes.
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RMAN Architecture

You can start performing backups with RMAN without installing or configuring a thing.
Simply invoke the RMAN client by using the RMAN executable (named rman) from the
$ORACLE_HOME/bin directory, and you're ready to go. Just specify the target database you
want to work with at the command line, and that’s it. You can perform backup and recovery
actions with RMAN through the RMAN client or through the Enterprise Manager GUL

In addition to the RMAN client, you may use additional optional components to make
your backup and recovery strategy robust and easy:

The recovery catalog: The target database control file will always store the RMAN reposi-
tory, which is the set of RMAN-related backup and recovery information. This data is also
referred to as RMAN’s metadata. However, it's smarter to use a dedicated database to store
the RMAN repository. You can then create a special schema called the recovery catalogin
this dedicated database and have RMAN store its repository in it, thus avoiding the risk of
the critical metadata being overwritten when the control file runs out of space. As you'll
see in Chapter 6, using a recovery catalog, which is optional, has several other advantages.

The flash recovery area: This is a location on disk where the database will store the backup
and recovery-related files. This is also optional but highly recommended. See Chapter 3
for a detailed discussion of the flash recovery area.

Media management layer: As mentioned earlier, RMAN can directly interact only with
disk drives. If you want to use tape drives to store your backups, you'll need a media man-
agement layer in addition to RMAN, since RMAN can't directly interact with the tape
drives. You can use any of several Oracle-certified third-party media management layers.
Oracle also provides Oracle Secure Backup, which it claims is the “most well-integrated
media management layer for RMAN backups.” Together, RMAN and Oracle Secure
Backup provide a complete end-to-end backup solution for all Oracle environments.
Chapter 18 deals with the media management layer.

An RMAN session in Unix/Linux systems consists of the following processes:
e The RMAN client process.
¢ A default channel, which is the connection to the target database.

¢ Additional channels you allocate and the corresponding target connection to each of
the target databases.

e Ifyou're using the recovery catalog, there will be a catalog connection to the recovery
catalog database.

* During database duplication or TSPITR operations, there will be an auxiliary connec-
tion to the auxiliary instance.

* By default, RMAN makes one polling connection to each of the target databases to help
monitor the execution of RMAN commands on the different allocated channels.
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Benefits of Using RMAN

You can perform basic backup and recovery tasks using operating system utilities and
standard SQL commands. However, there are several drawbacks to using these so-called
user-managed backup and recovery techniques. For example, you can'’t perform incremental
backups using user-managed techniques. In general, user-managed backup and recovery
techniques require you to manually keep track of your backup files, their status, and their
availability. You must write your own SQL and operating system scripts to manage the backup
and recovery operations. In addition, you must provide the necessary datafiles and archived
log files during a database recovery operation. If the database is operating during your back-
ups (online or hot backups), you must place the database files in the backup mode before
performing the actual file backups.

Oracle explicitly states that you can use user-managed techniques to perform backup/
recovery activities. Oracle actually states that both user-managed techniques and RMAN are
alternative ways of performing backup and recovery tasks. However, Oracle strongly recom-
mends using RMAN to make your backups and perform database recovery, because of the
tool’s strengths and powerful features. Although you can perform a basic backup and recovery
task with user-managed techniques without ever having to even start the RMAN interface, you
should make RMAN your main backup and recovery tool for several reasons. Several impor-
tant backup and recovery features are available to you only through RMAN.

Here’s a brief description of the important benefits of using RMAN instead of user-
managed backup and recovery techniques:

* You can take advantage of the powerful Data Recovery Advisor feature, which enables
you to easily diagnose and repair data failures and corruption (Chapter 20 discusses the
Data Recovery Advisor).

e There are simpler backup and recovery commands.
* It automatically manages the backup files without DBA intervention.

e [t automatically deletes unnecessary backup datafiles and archived redo log files both
from disk and tape.

e It provides you with detailed reporting of backup actions.

e It provides considerable help in duplicating a database or creating a standby database.
e Itlets you test whether you can recover your database, without actually restoring data.
e Itlets you verify that available backups are usable for recovery.

* Itlets you make incremental backups, which isn’t possible by any other means of
backup.

e Itlets you perform database duplication without backups by using the network-
enabled database duplication feature, also known as active duplication.

¢ It automatically detects corrupt data blocks during backups, with the corruption rele-
vant information recorded in the VEDATABASE_BLOCK_CORRUPTION view.

* When only a few data blocks are corrupted, you can recover at the data block level,
instead of recovering an entire datafile.
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¢ You can take advantage of the unused block compression feature, wherein RMAN skips
unused data blocks during a backup.

¢ Only RMAN provides the ability to perform encrypted backups.
¢ You can use RMAN with a variety of third-party storage systems.

* You can use a powerful yet easy-to-use scripting language, which lets you write custom
backup and recovery scripts quickly.

Backup and Recovery Best Practices

To successfully recover from unforeseen database mishaps, you must of course be fully con-
versant with the Oracle recovery techniques and concepts. In addition, you must ensure you
are following certain basic steps to make sure you can successfully carry out the database
recovery when you're pressured for time.

In addition, you must always document your backup and recovery procedures. You must
have a detailed recovery plan for each type of failure you anticipate. If possible, you must write
scripts to automate the execution of the recovery plan during a crisis. You must also update
the written backup and recovery procedures on a regular basis and communicate these
changes to all the personnel involved in the backup and recovery process in your organiza-
tion. The following is a summary of basic Oracle backup and recovery best practices that will
ensure that your database recovery efforts are successful.

Configure a Flash Recovery Area

It's common for backed-up datafiles and archived redo logs to be archived to tape storage.
However, the problem is that when you're recovering a database, tape drives are rather slow
media to copy to disk. Oracle strongly supports automatic disk-based backup and recovery,
wherein all the necessary backup files are stored on disk itself. You make the initial copy of the
necessary datafiles and archived redo log files to the flash recovery area and, from here, copy
them to tape so you can store them off-site in a secure location.

Oracle recommends using the flash recovery area to store the entire set of backup and
recovery-related files. The flash recovery area is simply a location on a server where you
decide to store backup and recovery-related files such as RMAN’s backup pieces, copies of
control files and the online redo log files, and so on. At the minimum, Oracle recommends
that you size the flash recovery area large enough to hold all archived redo logs that have not
yet been copied to tape. It’s easy to maintain the flash recovery area—all you have to do is
specify the size of the area and the retention policy, which dictates when RMAN will discard
unnecessary files from the flash recovery area. It's RMAN'’s job to keep the maximum number
of backups possible in the flash recovery area, while discarding both obsolete backups and the
backup files already copied to tape.

Oracle recommends that you size the flash recovery area large enough so it equals the
sum of the size of the database plus the size of the archived redo logs not yet copied to tape
and the size of any incremental backups.

Although the flash recovery area is by no means mandatory, Oracle recommends that you
use one. You must have activated a flash recovery area in order to avail of the flashback data-
base or the guaranteed restore point feature. In addition, using a flash recovery area means
you're reducing your recovery time, since necessary backups and archived redo logs can be
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kept on disk instead of having to recover from tape backups. Since obsolete backups are auto-
matically deleted when space is needed for fresh files, you won’t be running the risk of
accidentally deleting necessary files.

Make and Protect a Database Redundancy Set

You may have to perform a database recovery when you lose or can't access (because of a
media problem) any of these three types of Oracle database files: datafiles, online redo log
files, and control files. Oracle recommends that you maintain a database redundancy set,
which is a set of files that’ll help you recover any of the three key types of Oracle files when
they become unavailable to the database. This essential set of recovery-related files, called the
redundancy set, will enable you to recover your database from any contingency. Here are the
components of the redundancy set:

¢ Most recent backups of all datafiles plus the control file
 All archived redo logs made after the last backup
e Current control files and online redo file copies

* Oracle database-related configuration file copies (spfile, password file, tnsnames.ora
and listener.ora files, for example)

To maintain the database redundancy set described here, you must duplex the control file
as well as the online redo log files at the database level. That is, although a mirrored disk setup
means that a copy of the redo log files and the control file will be automatically made at the
operating system level, that doesn’t provide you with complete safety.

Although you can mirror the online redo files at the operating system level, Oracle advises
against this. Follow these Oracle best practices for protecting your database files:

e Multiplex the online redo log file at the database level. If you're using the flash recovery
area, make this the destination for the duplexed copies of the online redo log file.

* Ensure that you use hardware or software (OS) mirroring to duplex the control file. This
way, the database will always continue to operate following the loss of one control file.

» Mirror the datafiles in the database so you don’t have to perform media recovery for
simple disk failures.

* Keep more than one set of backups so you can withstand a database corruption issue.

* Consider making more than one copy of the redundancy set on tape if you aren’t going
to be using a disk-based recovery plan.

Oracle recommends that you use at least two disk drives on all production systems (one
for the redundancy set and the other for the datafiles) and completely separate them by using
different volumes, file systems, disk controllers, and RAID devices to hold the two sets of files:
database files and the files in the redundancy set. One way to do this is to simply use the Ora-
cle recommended flash recovery area. In fact, Oracle recommends the flash recovery area as a
logical candidate to keep a copy of all the files belonging to the redundancy set (which
includes the most recent database backup) on disk.
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Create Powerful Backup Strategies

The strength of your backup strategy determines the strength of your recovery strategy. No
backups, no recovery! Your backup strategies are derived entirely from your recovery strate-
gies. Ideally, you must plan your recovery strategy based on the potential types of database
failures you might encounter. The more types of database failures you want to guard against,
the more complex your backup strategy will be.

Schedule Regular Backups

Schedule your backups on a regular basis, thus reducing your exposure to media failures.
You, of course, can recover any database from a backup made at any remote time in the past,
provided you have all the archived redo logs from that point forward. But can you imagine
applying all those archived redo logs to the backups and suffering a horrendous downtime?

Create Regular Backups of the Control File

Back up a database’s control file after any structural change to your database, such as creating
anew tablespace or adding or renaming a datafile or an online redo log member. The best way
to do this is to issue the RMAN command configure controlfile autobackup on. By default,
the automatic backup of the control file is turned off. By turning control file autobackups on,
you make sure that at the end of every RMAN backup command, RMAN automatically backs
up the control file. When you make some changes via SQL*Plus, even though you're outside
the purview of RMAN, the control file is automatically backed up, if you set the control file
autobackup feature on. Using the control file autobackup, you can restore RMAN'’s backup
and recovery information (called RMAN'’s repository), when you lose all your control files and
aren’t using the optional recovery catalog.

Run the Database in Archivelog Mode

To be able to restore a database completely (that is, bring them up-to-date with all the
changes ever made to that database), you must run the database in archivelog mode. Only
development and test databases where data loss isn't an issue should be run in noarchivelog
mode.

Multiplex the Control File

Since the control file is absolutely necessary during a recovery, use the following guidelines to
safeguard the control file:

¢ Keep the Oracle-recommended three copies of the control file.
e Put each copy of the control file on a separate disk.

¢ Place at least one of the three copies on a separate disk controller.

Multiplex the Redo Log Groups

If you lose your online redo logs, you may not be able to recover all committed changes to
your database following a media failure and subsequent recovery. You must always duplex the
online redo logs, using the following guidelines:
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e Have a minimum of two members in each redo log group.
¢ Place each member on a separate disk drive.

¢ Place each redo log member on a separate disk controller.

Adopt the Right Backup Storage Strategy

Where you store your backups is quite critical to your recovery strategy, since different storage
strategies have different implications for recovery time. If you use a flash recovery area, of
course, the backups are all on disk, and consequently, you can recover with the least amount
of elapsed time. If you store your backups only on tape or you store them off-site, it means you
have to endure a longer interval to restore and recover your database.

Plan Your Backup Retention Duration

One of the key questions every backup strategy must address is how long you want to keep a
backup. Although you can specify that a backup be kept forever without becoming obsolete,
it's not common to follow such a strategy, unless you're doing it for a special reason. Instead,
backups become obsolete according to the retention policy you adopt. You can select the
retention duration of backups when using RMAN in two ways. In the first method, you can
specify backup retention based on a recovery window. That is, all backups necessary to per-
form a point-in-time recovery to a specified past point of time will be retained by RMAN. If a
backup is older than the point of time you chose, that backup will become obsolete according
to the backup retention rules. The second way to specify the retention duration is to use a
redundancy-based retention policy, under which you specify the number of backups of a file
that must be kept on disk. Any backups of a datafile greater than that number will be consid-
ered obsolete.

You can set a default retention policy for all files that RMAN backs up. Once you do this,
you can choose to delete any files that are obsolete under that retention policy using simple
RMAN commands. The files you delete may be on disk or on tape storage. When you delete
the obsolete files using RMAN commands, RMAN will remove the relevant information from
its metadata. If, however, you're using the flash recovery area to store your backups, RMAN
will automatically delete all obsolete files as and when it needs space for accommodating
newer datafile backups or archived redo logs in the flash recovery area.

Plan Your Backup Schedules

Determining a backup schedule means how often you use RMAN to back up your database
files, as well as what files you back up. Do you perform nightly or weekly backups, or do you
back up different files at different intervals? How frequently you create a backup will, of
course, depend on how fast the data in your database is changing. If your database performs a
very large number of DML operations on a daily basis, you must back it up on a daily basis
rather than a weekly basis, for example. If, on the other hand, a database is being mostly used
for lookup purposes, with minimal DML changes, you can back up at a more infrequent inter-
val, say on a weekly basis. An incremental backup strategy may be especially apt in a case such
as this, because of the small amount of changes.
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Validate Your Recovery Strategy

A key part of a backup and recovery strategy is the validation of your backups. Merely backing
up the database regularly doesn't guarantee that you can recover your database successfully
with those backups. You must choose a method to regularly validate the backups you take with
RMAN. Since the only goal in creating database backups is to use them in a recovery situation,
you must make sure you regularly validate your backups and test your data recovery strategy.
RMAN provides commands that let you validate the database files you're planning to back up
by reading those files without actually backing them up.

Conduct Regular Trial Recoveries

Another key part of a solid backup and recovery strategy is to schedule regular trial recoveries
using your current recovery plan and the latest backups for various simulated scenarios. In
addition to verifying that your backups are being made correctly, you'll also get plenty of prac-
tice with the recovery techniques and commands. Aside from that, it is only during the test
restore/recovery that you'll know the duration of a restore/recovery and, therefore, how fast
you can perform the actual restore/recovery.

It's much better to get acquainted with the recovery techniques this way rather than to try
them for the first time after a production database runs into problems and you're under the
gun to recover it fast.

Note You can configure the nls_date format environment variable to include the date and time format,
such as DD-MON-RRRR HH24:MI:SS (in the Korn shell, use the command export nls date format=
YYYY-MM-DD:HH24 :MI : SS) because by default only the data is displayed in the RMAN log. This is helpful
when troubleshooting, because most often you want to know the exact date and time a specific problem or
error occurred. Furthermore, this will also display the date/time of the RMAN backup completion and datafile
checkpoints.

Record Accurate Software and Hardware Configuration

Always keep handy vital information that you might have to send to the Oracle Support
personnel, such as the following:

 Server model and make

e Operating system version and patch number

¢ Oracle database version number and patch release
* Database identifier (DBID)

* Names and location of all your datafiles

* Version of the recovery catalog database and the recovery catalog schema, if you're
using one

* Version of the media management software you are using
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Of course, it’s always a good idea to keep the complete RMAN log file generated during
the RMAN backup (even though this is already captured in the VS RMAN_OUTPUT), which is
useful when you lose the control file or recovery catalog that has information about the RMAN
backups you want to restore from.

In this introductory chapter, we have provided a quick review of the essentials of Oracle
backup and recovery concepts and have defined key terms. We also introduced the Recovery
Manager tool and explained its basic architecture and an overview of its important features.
Later chapters, of course, delve into the intricacies of using RMAN to perform backup and
recovery.



CHAPTER 2

Jump-Starting RMAN

This chapter is for those who are fairly new to Oracle and RMAN. The purpose of this chapter
is to show you how simple it can be—even for a novice—to back up, restore, and recover a
database using RMAN. You'll see that it’s possible to use RMAN with little or no training. This
chapter will walk you through critical tasks such as how to connect to your database, start it,
enable archiving, and then perform basic backup and recovery tasks.

If you're a seasoned Oracle DBA and are already somewhat familiar with RMAN, then this
chapter is not for you. As an experienced DBA, the recipes that come after this chapter contain
the information you need.

This chapter starts with simple SQL*Plus examples of how to connect to your database,
how to start/stop it, and how to enable archiving. Once your database is in archivelog mode,
then you can use RMAN to start, stop, back up, and recover your target database.

Note This chapter does not cover how to install the Oracle binaries. You should already have Oracle
installed on your server and should have already created a database.

2-1. Connecting to Your Database
Problem

You're new to Oracle and wonder how to connect to your database via SQL*Plus so that you
can perform basic commands such as starting and stopping your database and enabling
archivelog mode.

Solution

Before you connect to an Oracle database, you need to establish the following:
* Operating system (OS) environment variables
* Access to a privileged OS account or schema with sysdba privileges

The OS environment variables are usually set when you log on to your database server.
Minimally, you need to set ORACLE_SID to the name of your target database and
ORACLE_HOME to the directory where you installed the Oracle RDBMS software (binaries).
Your PATH variable should also include ORACLE_HOME/bin. In a Unix environment, Oracle
provides an oraenv script for the Korn and Bourne shells and coraenv for the C shell to set the
required OS variables.
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In aWindows environment, ORACLE_SID and ORACLE_HOME are set as variables in the
Windows registry. These variables are set for you as part of the installation of the Oracle soft-
ware on your computer. Normally you don’t need to modify these variables after you install
Oracle. If the need arises, you can override these settings by establishing OS environment
variables from the command line.

Note See Oracle’s installation guide for the 0S you are using. The 0S installation guide will have instruc-
tions on how the OS variables should be configured for your environment.

After you've established your operating system variables, you now need to connect to the
database with either sysdba or sysoper privileges. You can do this one of two ways.

Using OS Authentication

If your Unix account is a member of either the dba or oinstall group (your installation might
use different group names, but those are the most common), then you can connect to your
database via SQL*Plus by virtue of being logged into your Unix account. On Windows, the

OS user must be part of either the ora_dba group or the ora_oper group. This example uses OS
authentication to connect to your database as the user sys:

$ sqlplus / as sysdba

The slash (without a schema/password) tells SQL*Plus to use operating system authenti-
cation.

Tip Starting with Oracle Database 10g, you no longer need to enclose the 0S-authenticated connect
string in double quotes.

You can verify that you have connected as sys by issuing the following:
SQL> show user
USER is "SYS"

Using a Password File

The alternative is to authenticate to your database by giving a username and password. When
you provide a username/password and attempt to connect with sysdba privileges, this type of
authentication uses a password file. A password file allows you to do the following from
SQL*Plus or RMAN:

* Connect to your database with sysdba/sysoper privileges as a non-sys user
* Connect to your database via Oracle Net
This example shows the syntax for using a password file:

$ sqlplus <username>/<password>@<database connection string> as sysdba
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Here you connect to sys with a password of hathi with a database connection string of
BRDSTN:

$ sqlplus sys/hathi@BRDSTN as sysdba

How It Works

Before you can connect to Oracle, you need to have the proper OS variables set and also have
access to either a privileged OS account or a privileged schema. Connecting as a privileged
user (either sysdba or sysoper) allows you to perform administrative tasks such as starting,
stopping, and creating databases. You can use either OS authentication or a password file to
connect to your database as a privileged user.

The concept of a privileged user is important also to RMAN backup and recovery. Like
SQL*Plus, RMAN uses OS authentication and password files to allow privileged users to con-
nect to the rman utility. Only a privileged account is allowed to back up, restore, and recover a
database.

Explaining OS Authentication

OS authentication means that if you can log on to an authorized OS account, then you are
allowed to connect to your database without the requirement of an additional password. OS
authentication is administered by assigning special groups to OS accounts.

When you install the Oracle binaries in a Unix environment, you are required to specify
at installation time the names of the OS groups (usually named oinstall or dba) that are
assigned the database privileges of sysdba and sysoper. In a Windows environment, an OS
group is automatically created (typically named ora_dba) and assigned to the OS user who
installs the Oracle software.

The sysdba and sysoper privileges allow you to perform administration tasks such as
starting and stopping your database. The sysoper privilege contains a subset of the sysdba’s
privileges. Table 2-1 details which privileges sysdba and sysoper contain.

Table 2-1. Privileges of sysdba and sysoper

System Privilege Authorized Operations

sysdba (all privileges of the sys schema)  Start up and shut down, alter database, create and drop
database, toggle archivelog mode, recover database

sysoper Start up and shut down, alter database, toggle
archivelog mode, recover database

Any OS account assigned to the authorized OS groups can connect to the database with-
out a password and perform administration operations. In Unix, it's common to create an
oracle OS account and assign its primary group to be either oinstall or dba. Here’s an exam-
ple of displaying the user and group ID information with the Unix id command and then
connecting to the database using OS authentication:
$ id
uuid=100(oracle) gid=101(oinstall)
$ sqlplus / as sysdba
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In Windows environments, you can verify which OS users belong to the ora_dba group as
follows: select Start » Control Panel » Administrative Tools » Computer Management » Local
Users and Groups » Groups. You should see a group named something like ora_dba. You can
click that group and view which OS users are assigned to it.

Additionally, for OS authentication to work in Windows environments, you must have the
following entry in your sqlnet.ora file:

SQLNET.AUTHENTICATION SERVICES=(NTS)

Explaining Password File Authentication

You can also use a password file to authenticate users connecting to the database as sysdba or
sysoper. To implement a password file, you need to perform the following steps:

1. Create the password file with the orapwd utility.
2. Set the initialization parameter remote_password_file to EXCLUSIVE.
In a Unix environment, you can use the orapwd utility to create a password file as follows:

$ cd $ORACLE_HOME/dbs
$ orapwd file=orapw<ORACLE_SID> password=<sys password>

In a Unix environment, the password file is usually stored in ORACLE_HOME/dbs, and
in Windows, it’s typically placed in the ORACLE_HOME\database directory. The format of
the filename that you specify in the previous command may vary by OS. For example, on
Windows the format is PWD<ORACLE_SID>.ora. The following shows the syntax in a Windows
environment:

c:\> cd %ORACLE_HOME%\database
c:\> orapwd file=PWD<ORACLE SID>.ora password=<sys password>

To enable the use of the password file, set the initialization parameter remote_login_
passwordfile to EXCLUSIVE. Setting this value to EXCLUSIVE instructs Oracle to allow only
one instance to connect to the database and also specifies that the password file can contain
schemas other than sys. Table 2-2 details the meanings of the possible values for remote
login_password.

Table 2-2. Values for remote_login passwordfile

Value Meaning

EXCLUSIVE One instance can connect to the database. Users other than sys can be in the
password file.

SHARED Multiple databases can share a password file; sys is the only user allowed in

the password file. Oracle will throw an ORA-01999 if you attempt to grant
sysdba to a user when the value is set to SHARED.

NONE Oracle ignores the password file. Only local privileged accounts can connect
as sysdba.
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Once the password file is created and enabled, you can then log into SQL*Plus as sys as
follows:

$ sqlplus sys/<sys password> as sysdba

One potential issue with the previous example is that in Unix environments you can see
the password by inspecting the process description via the ps command as follows:
$ ps -ef | grep sqlplus

To prevent people from viewing the password in the process description, you can alterna-

tively connect to sys after you've started SQL*Plus as follows:

$ sqlplus /nolog
SOL> connect sys/<sys password> as sysdba

You can add users to the password file via the grant sysdba command. The following
example grants the sysdba privilege and adds the user heera to the password file:

SOL> grant sysdba to heera;
Grant succeeded.

Enabling a password file also allows you to connect to your database remotely with sysdba
privileges via an Oracle Net connection. This allows you to do remote maintenance that would
otherwise require you to physically log on to the database server.

Tip You can query the VSPWFILE_USERS view to display users granted sysdba and sysoper privileges.

2-2. Starting and Stopping Your Database
Problem

You want to start or stop your Oracle database.

Solution

Connect to the database with a privileged user account, and issue the startup and shutdown
statements. If you're not sure which account you should use, refer to recipe 1-2 for details on
connecting to your database. The following example uses OS authentication to connect to the
database:

$ sqlplus / as sysdba

After you are connected as a privileged account, you can now start up your database as
follows:

SOL> startup;
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However, if the parameter file (pfile or spfile) is not located in ORACLE_HOME/dbs for
Unix or in ORACLE_HOME\database for Windows, then you have to include the pfile clause
as follows:

SQL> startup pfile=C:\temp\initORCL.ora

You should then see messages from Oracle indicating that the system global area (SGA)
has been allocated and the database is mounted and then opened:

ORACLE instance started.
Total System Global Area 289406976 bytes

Fixed Size 11235813 bytes
Variable Size 31415926 bytes
Database Buffers 192937984 bytes
Redo Buffers 1235711 bytes

Database mounted.
Database opened.

You can use the shutdown immediate statement to stop a database. The immediate parame-
ter instructs Oracle to halt database activity and roll back any open transactions:

SQL> shutdown immediate;
Database closed.

Database dismounted.
ORACLE instance shut down.

For a detailed definition of the parameters available with the shutdown statement, refer to
Table 2-3. In most cases, shutdown immediate is an acceptable method of shutting down your
database.

Table 2-3. Parameters Available with the shutdown Command

Parameter Meaning

NORMAL Wait for users to log out of active sessions before shutting down.

TRANSACTIONAL  Wait for transactions to finish and then terminate the session.

IMMEDIATE Immediately terminate active sessions; open transactions are rolled back.

ABORT Instance terminates immediately; transactions are terminated and are not
rolled back.

How It Works

Starting and stopping your database is a fairly simple process. If the environment is set up cor-
rectly, you should be able to connect to your database and issue the appropriate startup and
shutdown statements. You should rarely need to use the shutdown abort statement. Usually
shutdown abort is required only when you can’t shut down your database with one of the other
options.
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Note Stopping and restarting your database in quick succession is known colloquially in the DBA world
as bouncing your database.

2-3.Toggling Archivelog Mode
Problem

You attempted to use RMAN to back up your database and received this error message:

RMAN-03009: failure of backup command on ORA DISK 1 channel
ORA-19602: cannot backup or copy active file in NOARCHIVELOG mode

This message indicates that before you can create an RMAN online backup, you need to
place your database into archivelog mode.

Solution

To place your database in archivelog mode, perform the following steps:
1. Connect as sysdba.
2. Shut down your database.

3. Start up in mount mode.
4. Alter the database into archivelog mode.
5. Open your database for use.

If you want to disable archivelog mode, then you would execute all the previous steps,
with one change; in step 4, you will need to use the noarchivelog parameter (instead of
archivelog mode).

Enabling Archivelog Mode

You first need to connect to your database with a schema that has sysdba privileges (usually
the sys schema). The following example connects as sys and then issues the commands to
enable archivelog mode:

SOL> connect sys/chaya as sysdba
SQL> shutdown immediate;

SQL> startup mount;

SOL> alter database archivelog;
SOL> alter database open;

Disabling Archivelog Mode

If for some reason you want to disable archiving, issue these commands:

SQL> connect sys/chaya as sysdba
SQL> shutdown immediate;
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SQL> startup mount;
SOL> alter database noarchivelog;
SOL> alter database open;

Note If you have enabled the flashback database feature, you must first disable it before you can disable
archivelog mode.

Displaying Archive Information

After you have changed the archivelog mode of your database, you might want to verify that
the mode has been set properly. To display the status of archiving, you can query V$DATABASE
as follows:

SOL> select log mode from v$database;
LOG_MODE

ARCHIVELOG

The SQL*Plus archive log list command displays a useful summary of the archiving
configuration of your database. As shown in the following output, it includes information such
as the archivelog mode, automatic archiving, archive destination, and log sequence numbers.

SOL> archive log list;

Database log mode Archive Mode
Automatic archival Enabled
Archive destination /ora_archive/smtst3

Oldest online log sequence 87950
Next log sequence to archive 87952
Current log sequence 87952

Enabling archivelog mode is a prerequisite for online backups. The previous commands
give you a quick way to verify the archivelog mode status of your database.

How It Works

Your database is required to be in archivelog mode for online backups. This is because RMAN
will return an error if you attempt to take an online backup when your database isn't in
archivelog mode.

Archivelog mode is the mechanism that allows you to recover all committed transactions.
This mode protects your database from disk failure because your transaction information can
be restored and recovered from the archived redo log files. Archivelog mode ensures that after
every online redo log switch that the contents of the logs are successfully copied to archived
redo log files.

When in archivelog mode, Oracle will not allow an online redo log file to be overwritten
until it is copied to an archived redo log file. If Oracle cannot copy an online redo log file to an
archived redo log file, then your database will stop processing and hang. Therefore, it’s critical
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that you have a strategy to manage the available free space where the archived redo log files
are being stored.

Prior to Oracle Database 10g, you were also required to enable automatic archiving. Auto-
matic archiving tells Oracle to automatically create an archived redo log file when the online
redo log file becomes full. With Oracle Database 10g and newer, it is no longer necessary to
enable automatic archiving via setting the archive log start parameter. The archive log
start parameter has been deprecated, and automatic archiving in Oracle Database 10g is
enabled by default.

Tip Enabling archivelog mode is like making an immutable rule that the commode must be flushed before
it can be used again. Enabling automatic archiving is like putting in place the flushing mechanism and auto-
matically having the commode flush after it has been filled.

2-4. Connecting to RMAN
Problem

You want to connect to RMAN and prepare to perform backup and recovery tasks.

Solution
To connect to RMAN, you need to establish the following:

¢ OS environment variables
* Access to a privileged operating system (OS) account or schema with sysdba privileges

These are the same conditions that need to be in place before connecting to your data-
base and that are described in recipe 2-1. If you haven't already done so, review recipe 2-1 and
ensure that you have the proper OS variables set and that you have access to a privileged
account.

You can connect to RMAN either through the operating system command-line interface or
through Enterprise Manager (EM). Using EM for backup and recovery is covered in Chapter 19
of this book. This chapter uses the command-line interface for its examples.

Tip Even if you use the EM GUI, it's useful to understand the RMAN commands used for backup and
recovery operations. This knowledge can be particularly useful when debugging and troubleshooting
problems.

The following example assumes you have logged on to a Unix server using the oracle
account. You can then invoke RMAN and connect to the target database as follows:

$ rman target /
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You should see output that is similar to the following:

Recovery Manager: Release 11.1.0.4.0 - Beta on Fri May 11 15:24:55 2007
Copyright (c) 1982, 2005, Oracle. All rights reserved.
connected to target database: ORCL (DBID=1109210542)

If you're using a password file, then you might need to specify the username and password:
$ rman target sys/<sys password>

If you're accessing your target database remotely via Oracle Net, then you will need to
specify a connection string as follows:

$ rman target sys/<sys password>@<database connection string>

You can also invoke RMAN and then connect to your target database as a second step,
from the RMAN prompt:

$ rman
RMAN> connect target /

Note When connecting to RMAN, you do not have to specify the as sysdba clause. This is because
RMAN always requires that you connect as a user with sysdba privileges. Therefore, you must connect to
RMAN with either a user that is 0S authenticated or a username/password that is in the password file. This
is unlike SQL*Plus, where you have the option of connecting as a nonprivileged user. In SQL*Plus, if you want
to connect as a user with sysdba privileges, you are required to specify the as sysdba clause.

While connected as RMAN, you can start up and shut down your target database:

RMAN> startup
RMAN> shutdown immediate

To exit RMAN, enter the exit command as follows:

RMAN> exit

How It Works

Before you can connect to RMAN, you need to ensure that you have the proper OS variables
set and that you have access to an account with sysdba privileges. Once those are in place,
then you can start RMAN and connect to your target database via the rman command-line
utility.

You can also issue commands to start up and shut down your database directly from
RMAN. This saves you the inconvenience of having to jump back and forth between SQL*Plus
and RMAN. You'll see in other recipes throughout the book that many SQL*Plus commands
can be run directly from within RMAN.
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2-5. Backing Up Your Database
Problem

You're new to RMAN, and you want to back up your database. You just need to get a backup
created, and you want to take the simplest possible approach.

Solution

Start the rman utility, connect to your target database, and use the backup command to back up
your entire database:

$ rman target /
RMAN> backup database;

You should now see a list of RMAN messages displaying information about which files are
being backed up and to which file and location. Here’s an abbreviated portion of that output:

Starting backup at 19-0CT-06

using target database control file instead of recovery catalog
allocated channel: ORA DISK 1

channel ORA DISK 1: sid=152 devtype=DISK

channel ORA DISK 1: starting full datafile backupset

channel ORA DISK 1: specifying datafile(s) in backupset

To display information about your backup, use the 1ist backup command as follows:
RMAN> list backup;
Here’s a partial snippet of the output that you can expect to see:

List of Backup Sets

391 Full 106.04M DISK 00:00:49 19-0CT-06
BP Key: 392  Status: AVAILABLE Compressed: NO Tag: TAG20070311T19474

Tip By default RMAN displays the date information only. To include the time information in the RMAN out-
put, we recommend that you set the NLS _DATE_FORMAT=DD-MON-RRRR HH24:MI:SS at the OS level prior to
running RMAN. This is useful especially when checking the exact RMAN backup completion date and time as
generated in the RMAN log.

How It Works

Backing up a database with RMAN was designed to be simple. All the required configuration
settings are automatically set to sensible defaults. Therefore, you can perform basic backup
and recovery tasks without any configuration of your RMAN environment.
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By default RMAN will allocate a channel and backup to a default location on disk. The
default location is operating system dependent. The 1ist backup command will show you
where the backup files are located.

If you want to specify a location for your backup pieces, you can specify this either by
enabling a flash recovery area as described in recipe 3-1 or by specifically setting the backup
location through the format command described in recipe 5-13.

2-6. Simulating a Failure
Problem

You want to simulate a failure as a prelude to testing RMAN'’s restore and recovery capabilities.

Solution

To simulate a failure, perform the following steps:
1. Ensure you have a backup.

2. Determine the location and name of a datafile to rename. You will simulate failure by
renaming a datafile so that it appears to have been lost.

3. Stop the database.
4. Rename a datafile at the OS level (simulates media failure).
5. Attempt to start the database.

Before simulating a media failure, ensure that you're in a noncritical test database envi-
ronment and that you have a good RMAN backup of your database. Run the following
command in your target database, and ensure that you have a good backup:

RMAN> connect target /
RMAN> list backup;

Caution If no backup information is listed, then stop here. You need to ensure that you have a good
backup of your database before you simulate media failure.

Determine the location of a target database datafile so that you can rename it to simulate
media failure:

RMAN> report schema;

Shown next is an abbreviated portion of the output of the previous command. This shows
the name of the file that you're going to rename.

File Size(MB) Tablespace RB segs Datafile Name

4 22 USERS rokk C:\ORAO1\BRDSTN\USERSO1.DBF
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Note the location and name of a datafile in your target database for which you want to
simulate media failure. Next, shut down your target database, and rename the datafile.

RMAN> shutdown immediate;
RMAN> exit

This example uses the Windows move command to rename the users01.dbf datafile:
C:\> move c:\ora01\BRDSTN\userso1.dbf c:\ora01\BRDSTN\userso1.bk

If you were in a Unix environment, you would use the Unix mv command to rename the
datafile as follows:

$ mv /ora01/BRDSTN/usersOl.dbf /ora01/BRDSTN/users.bk
Once the datafile has been renamed, attempt to start your database as follows:

RMAN> connect target /
RMAN> startup

You should see a message similar to the following:

RMAN-03002: failure of startup command at 10/19/2006 16:13:07
ORA-01157: cannot identify/lock data file 4 - see DBWR trace file
ORA-01110: data file 4: 'C:\ORAO1\BRDSTN\USERSO1.DBF'

How It Works

To simulate media failure, you can rename a datafile at the OS level on your target database
server. After the datafile has been renamed, when Oracle starts up, it reads the control file and
compares the information to all the datafile headers. If Oracle can’t find a datafile, it will dis-
play a message indicating that it can’t find the file. You won't be able to open your target
database until you restore and recover your database.

2-7.Restoring and Recovering Your Database
Problem

You've experienced a failure and want to use RMAN to restore and recover your database. You
have a current and good backup in the default location, and all needed control files, archived
redo log files, and online redo log files are available.

Solution

Connect to RMAN, and use the following commands to restore and recover your database. In
this recipe you'll perform the following steps:

1. Connect to the target database.

. Mount the database.

2

3. Restore the database.
4. Recover the database.
5

. Open the database.
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To keep this example as simple as possible, we’ll show how to restore and recover the
entire database.

RMAN> connect target /
RMAN> startup mount;
RMAN> restore database;

You'll see several lines of output as RMAN tells you what it is restoring. It should look
something like the following:

Starting restore at 19-0CT-06

allocated channel: ORA DISK 1

channel ORA DISK 1: sid=156 devtype=DISK

channel ORA DISK 1: specifying datafile(s) to restore from backup set
restoring datafile 00001 to C:\ORAO1\BRDSTN\SYSTEMO1.DBF

restoring datafile 00002 to C:\ORAO1\BRDSTN\UNDOTBSO1.DBF

restoring datafile 00003 to C:\ORAO1\BRDSTN\SYSAUXO1.DBF

restoring datafile 00004 to C:\ORAO1\BRDSTN\USERSO1.DBF

Next recover your database as follows:
RMAN> recover database;
You should see a message similar to this:

Starting recover at 19-0CT-06

using channel ORA DISK 1

starting media recovery

media recovery complete, elapsed time: 00:00:07
Finished recover at 19-0CT-06

You can now open your database for use with the alter database open command:

RMAN> alter database open;
database opened

How It Works

If you have a good backup of your database, it’s fairly simple to use RMAN to restore and
recover your database. RMAN uses information stored in the control file to determine where
to retrieve backups and which files to restore and recover.

Restore and recovery are two separate steps. Restore is the process of copying back
datafiles from the backup files. Recovery is the process of applying transaction information to
the datafiles to recover them to the state they were in just before the failure occurred.
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Tip Restore and recovery are analogous to the healing process when you break a bone. Restoring is simi-
lar to the process of setting the broken bone back to its original position. This is like restoring the datafiles
from a backup and placing them in their original locations. Recovering a datafile is similar to the healing
process that recovers the bone back to its state before it was broken. When you recover your datafiles, you
apply transactions (stored in the redo files) to get the datafiles back to the state they were in before the
media failure took place.

RMAN ships with practical default values that allow you to use it immediately to back up,
restore, and recover your database. Although these default settings are reasonable, you’ll want
to read the subsequent chapters in this book for best practices on how to configure RMAN for
an industrial-strength backup and recovery strategy.
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CHAPTER 3

Using the Flash Recovery Area

In Chapter 2 you learned how to take an RMAN backup to a storage location on the disk.
Disk-based backup offers significant benefits over backing up to tape, such as a considerably
faster backup (and an even faster recovery), the ability to merge backups to make the recovery
quicker, the constant validation of incremental backups, and so on. In subsequent chapters,
you will learn more about those operations.

One of the important considerations in the process of setting up a disk-based backup is
the location of the backup. You can choose any location, such as a filesystem, a directory on a
filesystem or an ASM disk group, or a directory under a disk group. The only requirement is
that the location must be visible to and writable by the instance performing the backup.

Another important consideration is the management of the space inside the disk-based
backup location. You, as the DBA, must ensure that the location has enough free space to hold
all the backups required—backups of datafiles, archivelogs, and so on. When new backups
require more space, it’s your responsibility to make sure the space is available, which you can
archive by either adding space or deleting redundant backups. If you choose the latter, you
must decide which files are redundant.

What if Oracle Database did all the work for you? It can, if you let it know the location to use.
In Oracle Database 10g Release 1 and newer, you can define a special area on disk called the
flash recovery area (FRA) that is used by the database as a backup location. By default, RMAN
creates backups of all types—regular backup sets, image copies, and archivelogs—in that area.
Since RMAN knows about the existence of this area, it automatically deletes unneeded backups
(based on redundancy and retention periods) to make room for new backups.

In addition to backups, the flash recovery area can also store online redo log files,
archived redo log files, and control files. Again, these are optional; you can always define the
location of those files to be anywhere, not necessarily inside the flash recovery area. Since the
flash recovery area is generally used for backup files, you should consider creating it on disks
different from your main database disks. Doing so helps protect you from losing both your
main database and your backup files from a single failure. You can further take advantage of
this probability by putting one member of the redo log group or one control file on the flash
recovery area. This reduces the possibility of all members of a redo log group or all control
files getting damaged at the same time.
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3-1. Creating the Flash Recovery Area
Problem

You want to create the flash recovery area for your database.

Solution

Before creating the flash recovery area, you should decide the following:
* Where you want the FRA to be created
¢ How much space should be allocated to the FRA

Having the answers to these questions in mind, you can then use the following process to
create the flash recovery area:

1. Disable the parameters log archive dest and log archive duplex dest, if they are set
in the database. You can do that by issuing the following commands:

alter system set log archive duplex dest = '';

alter system set log archive dest = '';

2. Logon as a user with the sysdba role (such as the user sys) in preparation to create the
flash recovery area:

sqlplus / as sysdba (if logged in as the Oracle software owner)
sqlplus sys/<PasswordOfUserSys> as sysdba

3. Issue the following commands to size and create the flash recovery area:

alter system set db_recovery size = 4G;
alter system set db recovery dest = '/home/oracle/flasharea’;

The sequence of these commands is important; you have to issue them in that order,
not the reverse. However, do replace the size and path name with the values you have
chosen for your system.

That'’s it; the flash recovery area is ready for operation.

How It Works

The issues of location and size are key to creating a flash recovery area. The location issue is
straightforward if you use a single-instance database. Any location, as long as it’s a directory
(or a filesystem) should be acceptable as the FRA. If you use ASM, you can use a disk group as
the FRA as well. You can also use the same disk group you use for the database files. However,
you cannot use a raw device.

To decide the size of the FRA, use the detailed analysis shown in recipe 3-16.

As a best practice, you should avoid putting the flash recovery area and the database files
on the same mount point (if a filesystem) or disk group (if on ASM). This way a failure in the
underlying physical disks will not affect both the database files and the FRA files at the same
time. You thus ensure your ability to quickly recover from a failure by again pointing the
damaged datafile to the copy in the flash recovery area.
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Remember, you can always define a different location for archived redo logs. If you use a
different location, then you can’t just erase the values of the parameters log_archive dest and
log archive duplex dest, as suggested in the earlier solution:

alter system set log archive duplex_dest = '';

alter system set log archive dest = '';

To place your log files elsewhere than the flash recovery area, you should use a different
parameter to specify the archived redo log location; use log_archive dest 1 instead of
log_archive_dest. Suppose log_archive_dest used to be /dbarch. You can use
log archive_dest_1 to specify the same location for archived redo logs.

First, check the value of the parameter log _archive dest:

SOL>show parameter log archive dest

log_archive dest string /dbarch

The current setting of the archived redo log destination is /dbarch. Next, set the
log archive dest 1 parameter to that location:

SOL> alter system set log archive dest 1 = 'location=/dbarch’;

Note the different syntax for this parameter; it has a location clause. Now, set
log_archive dest to NULL:

SQL> alter system set log archive dest = '';

If you have set the two parameters—log archive dest and log archive duplex dest—in
the initialization parameter file, you should edit the file to remove these two parameters com-
pletely. Remember to recycle the database after editing the file for the changes to take effect.

3-2.Writing Regular RMAN Backups to the FRA
Problem

Now that you have configured a flash recovery area, you want RMAN to use it when creating
disk-based backups.

Solution

You can easily make RMAN store backups in the flash recovery area. Here are the steps to follow:
1. Start RMAN:

$ rman
Recovery Manager: Release 10.2.0.1.0 - Production on Fri Sep 29 01:20:19 2006

Copyright (c) 1982, 2005, Oracle. All rights reserved.

RMAN>
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2. Connect to the target database:

RMAN> connect target /
connected to target database: PRODB2 (DBID=524826567)

3. Now, initiate a backup without specifying a format option:

RMAN> backup database;

Starting backup at 09-0CT-06

starting full resync of recovery catalog

full resync complete

allocated channel: ORA DISK 1

channel ORA DISK 1: sid=134 devtype=DISK

channel ORA DISK 1: starting full datafile backupset

channel ORA DISK 1: specifying datafile(s) in backupset

input datafile fno=00001 name=/home/oracle/oradata/PRODB2/SYSTEM.dbf
input datafile fno=00003 name=/home/oracle/oradata/PRODB2/SYSAUX.dbf
input datafile fno=00005 name=/home/oracle/oradata/PRODB2/EXAMPLE.dbf
input datafile fno=00002 name=/home/oracle/oradata/PRODB2/UNDOTBS1.dbf
input datafile fno=00004 name=/home/oracle/oradata/PRODB2/USERS.dbf
channel ORA DISK 1: starting piece 1 at 09-0CT-06

channel ORA DISK 1: finished piece 1 at 09-0CT-06

piece handle=/home/oracle/flasharea/PRODB2/backupset/2006 10 09/=

ol mf nnndf TAG20061009T200113_2lorpcgq_.bkp tag=TAG=
20061009T200113 comment=NONE

channel ORA DISK 1: backup set complete, elapsed time: 00:01:57
Finished backup at 09-0CT-06

Starting Control File Autobackup at 09-0CT-06
piece handle=/home/oracle/flasharea/PRODB2/autobackup/2006 10 09/=
ol mf_n_603403392_2lortiin_.bkp comment=NONE
Finished Control File Autobackup at 09-0CT-06

RMAN>

Note the command in step 3 carefully; you issued just the backup database command.
You specified nothing else—no channel creation, no format, nothing. Since you have defined
a flash recovery area, the backups go in there by default. Of course, you can issue a format
command and use channels to redirect the backup to a different location, but the flash recov-
ery area provides greater control if you choose to place the backups there.
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How It Works

The solution in this recipe creates backup sets under the directory specified as the flash recov-
ery area. Note the output carefully and, more specifically, the following line:

handle=/home/oracle/flasharea/PRODB2/backupset/2006 10 09/01 mf nnndf w
TAG20061009T200113 2lorpcgq .bkp tag=TAG20061009T200113

This line of output shows the file created by the RMAN backup process. The file is named
ol_mf nnndf TAG20061009T200113_2lorpcgq_.bkp, which is a pretty strange name in any
language. This is what is known as an Oracle managed file. Ordinarily, you don’t need to worry
about the name since Oracle manages the file on your behalf—it creates the file with a unique
name, deletes the file when not needed, and so on. Since you don'’t deal with it, the daunting
name does not sound so daunting after all.

Also note the directory in which the backup file was stored. Remember, you set the flash
recovery area in recipe 3-1 to /home/oracle/flasharea. The RMAN backup process created a
subdirectory called PRODB2, the same name as the database you are backing up. This way,
you can use the same flash recovery area for as many databases as you want. Under the direc-
tory corresponding to a database name, Oracle creates several other directories:

backupset: This subdirectory is for RMAN regular backups.
datafile: This subdirectory is for RMAN image copies.
autobackup: This subdirectory is for control file autobackups.

flashback: 1f your database runs in flashback mode, you will see flashback logs in this
subdirectory.

archivelog: Archived redo logs can optionally be stored in the FRA (recipe 3-6). If so, they
go in this subdirectory.

controlfile: The control file, if configured to go to the flash recovery area (recipe 3-8), goes
in this subdirectory.

onlinelog: Online redo logs can also be made to go to the flash recovery area (recipe 3-9).
In that case, they go in this subdirectory.

Under each of the directory’s backupset, autobackup, and archivelog, Oracle also creates
a subdirectory named per the date of the backup in the format YYYY_MM_DD (2006_10_06, in
this case indicating October 6, 2006). So on another day, the backup goes into a different
directory. Oracle creates all these directories and subdirectories automatically.

Note Even if you see that the flash recovery area is filled up close to the size you specified in the initial-
ization parameter db_recovery file dest_size (4GB in this case), never delete files manually to make
room. Oracle automatically removes any files unnecessary for a subsequent recovery operation. Later in this
chapter you will learn how to see the contents of the flash recovery area.
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3-3. Freeing FRA Space in an Emergency
Problem

The flashback recovery area has run out of space. You see a message in the alert log similar to
the following:

Can not open flashback thread because there is no more space in flash recovery area

If the database has aborted earlier because of any flashback errors and you attempt to
start it, you get the following error:

SOL> alter database open;

alter database open

*

ERROR at line 1:

ORA-38760: This database instance failed to turn on flashback database

You want to correct the problem, or at least shut the flashback down so that the normal
database operations can continue.

There are three solutions. Which to choose depends upon the nature of the emergency
and the resources you have at your disposal.

Solution 1: Increase Space

You can increase the size of the flashback area dynamically. To increase it to, say, 10GB, you
would issue the following:

SOL> alter system set db_recovery file dest size = 10G;

By the way, the converse is also possible; you can reduce the FRA size using this command,
although that will not solve the problem addressed in this recipe.

Solution 2: Remove Restore Points

The alternative to increasing the size of the flashback area is to remove some of the older
restore points that you no longer need. The following is a query to list the restore points you
currently have:

SQL> col name format a25
SOL> select name, storage size
2* from v$restore point;

NAME STORAGE_SIZE
RPO 207028224
RP1 0
RP2 915701760
PRE_TEST1 0
POST TEST1 0
GOOD_ONE 0
QA GOLD 0
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BRANCH_1 0
AFTER_BRANCH 2 0
AFTER_BRANCH 3 0

10 rows selected.

These results show that restore points RP0 and RP2 have storage associated with them.
This is because they are guaranteed restore points (see “How It Works” for an explanation of
what that means). You should remove them to make some room in the flash recovery area. To
remove a restore point, issue a drop restore point command:

SQL> drop restore point rp2;
Restore point dropped.
SQL> drop restore point rpo;

Restore point dropped.

Dropping restore point should clear up space, and you may be able to start the database.

Solution 3: Disable Flashback

If solutions 1 and 2 fail or are not applicable, you may want to disable flashback in the data-
base temporarily. First shut down the database (if not down already):

SQL> shutdown immediate
Database closed.

Database dismounted.
ORACLE instance shut down.

Then start the database in mount mode:

SQL> startup mount
ORACLE instance started.

Total System Global Area 167772160 bytes

Fixed Size 1218316 bytes
Variable Size 67111156 bytes
Database Buffers 96468992 bytes
Redo Buffers 2973696 bytes

Database mounted.
Then disable flashback in the database:

SQL> alter database flashback off;
Database altered.

This will stop the flashback operations and will stop generating flashback logs. This
should reduce the space requirement on the flash recovery area. To free up some space, you
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may want to delete some more files such as archived redo logs, unneeded backups, and so on.
In RMAN, delete these:

$ rman target=/
Recovery Manager: Release 10.2.0.1.0 - Production on Mon Oct 2 09:46:55 2006

Copyright (c) 1982, 2005, Oracle. All rights reserved.

connected to target database: DBA102 (DBID=950528201, not open)
RMAN> delete noprompt archivelog all;

allocated channel: ORA_DISK 1

channel ORA DISK 1: sid=41 devtype=DISK

List of Archived Log Copies

Key Thrd Seq S Low Time Name

75 1 10 A 08-AUG-06 +USERDG3/dba102/archivelog/=

2006_10 02/thread 1 seq 10.536.602760807

74 1 11 A 09-AUG-06 +USERDG3/dba102/archivelog/=

2006_10 02/thread 1 seq 11.504.602760809

. and so on ..

deleted archive log

archive log
filename=+USERDG3/dba102/archivelog/2006 10 02/thread 1 seq_10.536.60276w=
0807 recid=75 stamp=602760817

deleted archive log

archive log
filename=+USERDG3/dba102/archivelog/2006 10 02/thread 1 seq_11.504.60276w=
0809 recid=74 stamp=602760813

. and so on ..

Similarly, you may want to delete copies of the database and backup sets:

RMAN> delete noprompt backup of database;
RMAN> delete noprompt copy of database;

Now, open the database. Logging in as sys in SQL*Plus, issue the following:

SOL> alter database open;
Database altered.
SQL> exit

The database is now fully functional, but without the flashback ability. If you want to
reenable flashback later, you can do so. Because you've cleared unneeded files, the flash recov-
ery area is fully usable whenever you choose to again enable flashback. Until then, you can
always back up the database using RMAN without a flashback recovery area.
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How It Works

The first solution is easy to understand. It merely increased the flash recovery area’s size to
accommodate the new contents.

In the second solution, you removed restore points. Restore points are created by execut-
ing SQL statements such as the following:

SOL> create restore point rpi;

This statement creates a named point in time to which you can flash back the database,
through the SQL statement (provided, of course, that you have turned on the flashback for the
database). Once you have a restore point, you can rewind or flash back to that point in time
using a statement such as this:

SQL> flashback database to rp1;

There are two types of restore points—normal and guaranteed. The preceding example of
creating a restore point creates a normal one. You may be able to flash back to that point, pro-
vided enough flashback logs are available. If the flashback logs are not available (perhaps
because the space in the flashback recovery area ran out and Oracle had to delete some flash-
back logs to make room for the newer occupants), then your flashback operation will fail. The
solution—a guaranteed restore point. To create a guaranteed restore point, you will have to
specifically ask for the guarantee:

SQL> create guaranteed restore point rpi;

A guaranteed restore point stores information needed to flash back in a special way. When
space pressures in the flash recovery area force the database to remove the unneeded files,
flashback logs are the first to go, unless these are for a guaranteed restore point. The flashback
logs of the guaranteed restore points are stored even when the flash recovery area runs out of
space. The only way to reclaim the space is to drop the guaranteed restore point. Dropping the
guaranteed restore points frees up that space.

Note Disabling flashback on the database does not remove the space occupied by the guaranteed
restore points. Once the damaging situation has been cleared, you will want to start the flashback option
again.

3-4. Checking Space Usage in the FRA
Problem

After setting up the flash recovery area, you want to check on the types of files that are present
inside, and you want to report on the space occupied by each type of file.
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Solution

The data dictionary view VSRECOVERY_FILE_DEST shows the sum of various types of files in
the flash recovery area in terms of percentages of the total space. It has only one row. Here is
an example of how you can use the view:

SOL>select * from v$recovery file dest;

/home/oracle/flasharea
2147483648 1359345152 7487488 50

To see space used by different types of files in the flash recovery area, you should check
the view VSFLASH_RECOVERY_AREA_USAGE. Here is an example of how you can see the con-
tents of the flash recovery area:

SOL> select * from v$flash recovery area usage;

FILE TYPE PERCENT_SPACE_USED PERCENT SPACE RECLAIMABLE NUMBER OF FILES

CONTROLFILE 0 0 0
ONLINELOG 0 0 0
ARCHIVELOG 6.07 0 6
BACKUPPIECE .7 .35 2
IMAGECOPY 48.58 0 5
FLASHBACKLOG 8.14 7.95 37

Note the number of files of each category. The sum of the total number of files (6 + 2 + 5 + 37)
equals 50, as shown in the previous example querying VSRECOVERY_FILE_DEST.

V$FLASH_RECOVERY_AREA_USAGE shows the percentages of the total space consumed,
not the space itself. You may want to join it to VS RECOVERY_FILE_DEST to see the total space
occupied by each type of file, as shown here:

select
file type,
space_used*percent_space used/100/1024/1024 used,
space_reclaimable*percent space reclaimable/100/1024/1024 reclaimable,
frau.number of files

from v$recovery file dest rfd, v$flash recovery area usage frau;

FILE_TYPE USED RECLAIMABLE NUMBER_OF FILES
CONTROLFILE .00 .00 0
ONLINELOG .00 .00 0

ARCHIVELOG 664.86 547.20 34
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BACKUPPIECE 573.23 520.73 16
IMAGECOPY .00 .00
FLASHBACKLOG 6.07 .00 1

The report generated by this example may prove to be a more useful display of the space
occupancy inside the flash recovery area compared to information in the view VSFLASH__
RECOVERY_AREA_USAGE. The key is to understand how much space is left as reclaimable. By
observing this view for a while, you should be able to figure out how much space is necessary
for a day’s backup. If that much space is not available as reclaimable, then you may run out of
space later. If you detect an impending shortage of space, you can mark some of the old back-
ups as expired, or you can extend the space in the flash recovery area.

How It Works

Table 3-1 and Table 3-2 describe the columns in the two V$ views used in the solution.

Both the views display useful information, but they are not useful individually. For instance,
the view VSFLASH_RECOVERY_AREA_USAGE displays information on the percentage of
space used, but not the value whose percentage is referred. That total value is found in
V$RECOVERY_FILE_DEST, in the column PERCENT_SPACE_USED. Joining the two views
yields more useful information than either does separately.

Table 3-1. Columns of the View VSRECOVERY_FILE_DEST

Column Name Contents

NAME This is the directory used as the flash recovery area. In case an ASM disk
group is used, then this is the name of the disk group.

SPACE_LIMIT This is the total space allocated to the flash recovery area.

SPACE_USED This is the total space used right now.

SPACE_RECLAIMABLE When all the space is consumed in the flash recovery area, Oracle must
remove the redundant files to make room for the newer backups. The
total space contained in these redundant files is shown here.

NUMBER_OF_FILES This is the total number of files present in the flash recovery area.

Table 3-2. Columns of the View VSFLASH_RECOVERY_AREA_USAGE

Column Name Contents

FILE_TYPE This is the type of the files, such as a control file.

PERCENT_SPACE_USED This is the total space occupied by that type of file as a
percentage of the total space allocated to the flash recovery
area.

PERCENT_SPACE_RECLAIMABLE Of the total space, this is how much (a percentage) is
reclaimable because of the redundant backups.

NUMBER_OF_FILES This is the total number of files of that type.

49



50

CHAPTER 3 " USING THE FLASH RECOVERY AREA

3-5. Expanding or Shrinking the FRA
Problem

From time to time you may need to expand your flash recovery area. Expansion may be
required because of a variety of reasons—the size of the database keeps increasing, or you
may want to increase the retention period, leaving more backups in the flash recovery area
and reducing the reclaimable space.

Solution

To increase space in the flash recovery area, just use the command shown in the following
example:

SOL> alter system set db_recovery file dest size = 2G;

System altered.

This example sets the maximum size of flash recovery area to 2GB. You can use the same
command to reduce space as well. For example:

alter system set db_recovery file dest size = 1G;

The flash recovery area size has now been reduced from 2GB to 1GB.

How It Works

The alter system set db_recovery file dest size command expands or shrinks the
allocated space in the flash recovery area. There is something important you have to know,
though: if you are shrinking the flash recovery area and if the total space occupied in the flash
recovery area is more than your new, lower target value, then the command to shrink suc-
ceeds; however, the files in the flash recovery area are not deleted, keeping the total space
occupied at more than the new target.

Returning to the example shown in this recipe’s solution, the following query illustrates
the shrinkage issue we've just described. Remember, flash recovery space has just been
reduced to 1GB:

SOL> select * from v$recovery file dest;

/home/oracle/flasharea
1073741824 1391670784 0 59

Note the column SPACE_USED is about 1.3GB, whereas the column SPACE_LIMIT is 1GB,
which is less than the space actually used. Also note that the column SPACE_RECLAIMABLE,
which shows the space that can be freed up should the new backups need space, is zero, indi-
cating that there is no room for any additional backup. At this time, if you decide to take any
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backup, however small, you will receive an error, as shown in the following attempt to get a
backup of the tablespace users:

RMAN> backup as copy tablespace users;

Starting backup at 10-0CT-06

allocated channel: ORA_DISK 1

channel ORA DISK 1: sid=146 devtype=DISK

channel ORA DISK 1: starting datafile copy

input datafile fno=00004 name=/home/oracle/oradata/PRODB2/USERS.dbf
RMAN-00571: ===========================================================
RMAN-00569: =============== ERROR MESSAGE STACK FOLLOWS ===============
RMAN-00571: ===========================================================
RMAN-03009: failure of backup command on ORA DISK 1 channel at 10/10/2006 00:08:53
ORA-19809: limit exceeded for recovery files

ORA-19804: cannot reclaim 5242880 bytes disk space from 1073741824 limit

Note the error ORA-19804: cannot reclaim 5242880 bytes disk space from 1073741824
limit. To reclaim space from the flash recovery area at this time, you have to delete the redun-
dant backups yourself. For example:

RMAN> report obsolete;

RMAN retention policy will be applied to the command

RMAN retention policy is set to redundancy 1

Report of obsolete backups and copies

Type Key Completion Time Filename/Handle

Archive Log 5442  08-0CT-06
/home/oracle/oracle/product/10.2.0/db_1/flash recovery area/PRODB2/archivelog/=
2006_10_08/01_mf_1_40_21mkv9mo_.arc

Datafile Copy 5461  27-SEP-06 /home/oracle/orabackup/Copy dataw=
D-PRODB2_I-3053038066 TS-SYSTEM FNO-1_Sehubk8h

Datafile Copy 5462  27-SEP-06 /home/oracle/orabackup/Copy dataw=
D-PRODB2_I-3053038066 TS-UNDOTBS1 FNO-2_5hhubkbs

Datafile Copy 5463  27-SEP-06 /home/oracle/orabackup/Copy dataw=
D-PRODB2_I-3053038066 TS-SYSAUX_FNO-3_5fhubkag

Datafile Copy 5464  27-SEP-06 /home/oracle/orabackup/Copy dataw=
_D-PRODB2_I-3053038066 TS-USERS FNO-4_5ihubkbv

Datafile Copy 5465  27-SEP-06 /home/oracle/orabackup/Copy dataw=

_D-PRODB2_I-3053038066_TS-EXAMPLE_FNO-5_Sghubkbc

To create even more space in the flash recovery area, you may want to remove the old
backups. The RMAN command delete obsolete does the trick:

RMAN> delete obsolete ;

RMAN retention policy will be applied to the command
RMAN retention policy is set to redundancy 1

using channel ORA DISK 1

51



CHAPTER 3 " USING THE FLASH RECOVERY AREA

Deleting the following obsolete backups and copies:

Type Key Completion Time Filename/Handle

Archive Log 5442  08-0CT-06 /home/oracle/oracle/product/=
10.2.0/db_1/flash _recovery area/PRODB2/archivelog/w

2006 10 08/01 mf 1 40 2Imkv9mo_.arc

Datafile Copy 5461  27-SEP-06 /home/oracle/orabackup/Copy dataw
D-PRODB2_I-3053038066_TS-SYSTEM_FNO-1_Sehubk8h

Datafile Copy 5462  27-SEP-06 /home/oracle/orabackup/Copy dataw

_D-PRODB2_I-3053038066_TS-UNDOTBS1_FNO-2_Shhubkbs

Datafile Copy 5463  27-SEP-06 /home/oracle/orabackup/Copy dataw
D-PRODB2_I-3053038066_TS-SYSAUX_FNO-3_5fhubkag

Datafile Copy 5464  27-SEP-06 /home/oracle/orabackup/Copy dataw

_D-PRODB2_I-3053038066_TS-USERS_FNO-4_Sihubkbv

_Datafile Copy 5465  27-SEP-06 /home/oracle/orabackup/Copy dataw

D-PRODB2_I-3053038066_TS-EXAMPLE_FNO-5_5ghubkbc
At this time, RMAN will display the following message:
Do you really want to delete the above objects (enter YES or NO)?
Answer YES at the prompt. RMAN will delete the files:

deleted archive log

archive log
filename=/home/oracle/oracle/product/10.2.0/db_1/flash _recovery area/PROw=
DB2/archivelog/2006_10_08/01 mf 1 40 21lmkv9mo_.arc recid=64 stamp=603330732
deleted datafile copy

datafile copy filename=/home/oracle/orabackup/Copy data D-PRODB2_I-305303w=
8066 TS-SYSTEM FNO-1_5ehubk8h recid=72 stamp=602266180

deleted datafile copy

datafile copy filename=/home/oracle/orabackup/Copy data D-PRODB2_I-305303w=
8066_TS-UNDOTBS1 FNO-2_ 5hhubkbs recid=73 stamp=602266180

deleted datafile copy

datafile copy filename=/home/oracle/orabackup/Copy data D-PRODB2_I-305303w=
8066_TS-SYSAUX_FNO-3 5fhubka9 recid=74 stamp=602266180

deleted datafile copy

datafile copy filename=/home/oracle/orabackup/Copy data D-PRODB2_I-305303w=
8066_TS-USERS_FNO-4 5ihubkbv recid=75 stamp=602266180

deleted datafile copy

datafile copy filename=/home/oracle/orabackup/Copy data D-PRODB2_I-305303w=
8066 TS-EXAMPLE_FNO-5_ 5ghubkbc recid=76 stamp=602266180

Deleted 6 objects

If you want to delete the files without being prompted, you can issue the following com-
mand:

delete noprompt obsolete;
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When you include the noprompt option, RMAN will delete the files without prompting
you. This might open up enough space inside the flash recovery area for future backups. If it
does not, then you have to add some more space to the flash recovery area (as shown at the
beginning of this recipe’s solution).

Caution As this recipe illustrates, reducing the size of the flash recovery area may not result in a reduc-
tion of the actual space consumed. When you reduce the size, Oracle tries to remove the nonessential
backups to reduce the space consumed; however, if the backups are considered essential, then they are not
removed, and the flash recovery area may consume more than what you had requested it to be shrunk to. As
a best practice, check the actual space consumed after a resize operation.

3-6. Configuring Archived Redo Logs to Go to FRA
Problem

You want to configure your database so that archived redo log files are written to the flash
recovery area.

Solution

When you run the database in archivelog mode, you have to configure a location to which the
archived redo logs are written when they are generated. The default location for archived redo
logs is SORACLE_HOME/dbs. Of course, you can always configure a specific location by exe-
cuting the command alter system set log archive dest 1.In this recipe, you will see how
to use the flash recovery area as the destination of the archived redo logs.

Here are the steps to follow to send archived redo logs to the flash recovery area:

1. Configure the flash recovery area with adequate space (recipe 3-1).

2. If the flash recovery area is already defined, then make sure you have enough space to
hold at least one archived log (recipe 3-4).

3. Logon to the database as a user with the sysdba privilege (such as sys), and issue the
following command:

alter system set log archive dest 1 = 'LOCATION=USE DB RECOVERY FILE DEST';

This command instructs the database to use the flash recovery area as the destination
for archived redo logs.

4. Make sure the archived redo log destination 1 is enabled. By default it’s enabled, but
someone may have disabled it. Issue the following SQL:

SOL>show parameter log archive dest state 1

log_archive dest state 1 string ENABLE

The presence of ENABLE confirms that the destination is enabled.
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5. If the destination is not enabled, enable it now by issuing this:

alter system set log archive dest state 1 = enable;

. Check the correct setting by issuing an archive log list command at the SQL

prompt:

SOL>archive log list

Database log mode Archive Mode

Automatic archival Enabled

Archive destination USE_DB_RECOVERY FILE DEST
Oldest online log sequence 47

Next log sequence to archive 49

Current log sequence 49

Note the line Archive destination USE_DB RECOVERY_ FILE DEST, which confirms that
the archived redo log destination is set to the flash recovery area.

. Check the operation by issuing a log switch that forces the generation of an archived

redo log:
alter system switch logfile;

Execution of this command should come back with the message “System altered.” If
you see any other message, then you will get a clue for your next action from the mes-
sage itself. For instance, a common message is as follows:

ORA-00257: archiver error. Connect internal only, until freed.

This message indicates that the location specified for archived redo logs is possibly
full, so you need to address that, as shown in recipe 3-5.

. Confirm that an archived redo log was created in the flash recovery area. Oracle will

automatically create a directory called archivelog in the FRA and also a subdirectory
under that named as the day’s date specified in the format YYYY-MM-DD. You can go
to that directory and check for the existence of a new, archived redo log file.

9. Alternatively, or in addition to checking for the physical presence of the file, you can

check the database for the existence of the archivelog:

SOL>select name from v$archived log
2 order by completion time;
NAME

/home/oracle/oracle/product/10.2.0/db_1/dbs/arch1002.arc

. and so on ..

/home/oracle/oracle/product/10.2.0/db_1/dbs/arch1002.arc
/home/oracle/flasharea/PRODB2/archivelog/2006 10 10/01 mf 1 49 21r2mhv8 .arc

This shows the last archived redo log was created in the flash recovery area as an
Oracle managed file (note the long name).
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10. Now the archived redo log destination is set to the flash recovery area.

How It Works

Before you start on this recipe, ask yourself whether you really want to direct the archived redo
logs to the flash recovery area. Let’s see the pros and cons of doing so.
The following are the benefits of directing archived redo logs to the flash recovery area:

* Doing so allows Oracle to back up the archived redo logs and to delete them when a
space shortage occurs.

* Using the single command backup recovery area (recipe 3-15), you can back up every-
thing, including archived redo logs, to tape at once.

* You have one location where the database recovery-related files are kept. You can make
this location very reliable through the use of RAID structures.

e You can monitor the space easily.
And the disadvantage is only one:

e Since all the recovery-related files are in one place, a disaster in that filesystem or ASM
disk group will make everything unavailable for recovery. This is a practical considera-
tion and can’t be ignored.

Caution As a best practice, we do not advise that you put the archived redo logs in the flash recovery
area. When a disaster makes the disks inoperable and you need to recover the datafiles, archived redo logs
are very important. If you miss an archived redo log, you can’t recover beyond that point. Sometimes you
can’t even perform an incomplete recovery when an archived redo log is missing, since that archived redo
log may contain some changes to the system tablespace. Even in the case when a datafile has no backup,
you can re-create it if you have all the archived redo logs generated since the creation of the datafile. There-
fore, archived redo logs are far more important than datafile backups. Also, they sometimes compensate for
each other’s absence. Because of this, you should place the archived redo logs and datafile backups in two
different locations so that at least one of them is available. We recommend keeping the datafile backups, but
not the archived redo logs, in the flash recovery area. Use the parameter log_archive dest 1tosetan
explicit location for the archived redo logs. You should, however, place backups of archived redo logs in the
flash recovery area.

3-7. Using the Same FRA for Two Databases with the Same Name
Problem

In the preceding recipes, you learned that the different files are placed inside the flash recov-
ery area in the following directory structure:

<Flash Recovery Area>/<Database Name>/<Type of File>/<Date>

55



56

CHAPTER 3 " USING THE FLASH RECOVERY AREA

For instance, the archived redo logs for database PRODB2 for November 10, 2006, are
stored here:

/home/oracle/flasharea/PRODB2/archivelog/2006 11 10

The structure allows several databases to share the same flash recovery area. However,
you may wonder, what happens when two databases with the same name want to share the
same flash recovery area? They can’t have two directories with the same name.

Solution

The solution is rather simple. The directory for <Database Name> does not refer to the database
name; rather, it refers to the unique name of the database. To check the unique name, use the
following query:

SOL> select db_unique name
2 from v$database;

DB_UNIQUE_NAME

PRODB2

By default, the unique name of a database is the same as the database name. If you want
to use the same flash recovery area for two databases, you must use different unique names.
Unfortunately, you can’t change this dynamically. You have to put the following parameter in
the initialization file and restart the database:

db_unique_name = <Unique Name of the Database>

Once done, the RMAN backups are automatically created in the appropriate directory.

How It Works

This solution has some caveats. This solution works fine in most cases but not all. For instance,
suppose you had a database called PRODB2 and the unique name was also PRODB2. The back-
ups go in the directory /home/oracle/flasharea/PRODDB2/backuppiece/2006_10_10. Later you
configure another database also called PRODB2 to share the same flash recovery area. Of course
you have to use a different unique name, but for which database? You have two choices:

e Change the unique name of the new database to PROD2, and let the old one keep the
unique name PRODB2.

* Change the unique name of the old database to PROD2, and let the new one have the
unique name PRODB2.

If you choose the former, then a new subdirectory, PROD2, will be created in /home/
oracle/flasharea, and all the backups of the new database will go there. This is the easiest and
the least intrusive option. We recommend this, if you have a choice. In most cases, this will be
possible.

However, sometimes it may not be possible to give a new unique name to the new data-
base. You may have to change the unique name of the old database. This will also create a new
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subdirectory—PROD2—in the flash recovery area. But here is the problem. Prior to renaming
the unique name, the backups of the old database were going to the following directory:

/home/oracle/flasharea/PRODB2/backuppiece/2006_11_10
After renaming, however, the backup pieces go in this directory instead:
/home/oracle/flasharea/PROD2/backuppiece/2006 11 10

However, the backup pieces taken earlier will be still in /home/oracle/flasharea/
PRODB2/backuppiece/2006_11_10, along with the backup pieces of the new database
PRODB2. This may cause some confusion. Therefore, instead of leaving the backup pieces
there, you may want to move them to the newly created directory—/home/oracle/flasharea/
PROD2/backuppiece/2006_11_10. You can do this by using the unix mv command. For ASM
files, you can either use dbms_file transfer package or use FTP (only on Oracle Database 10g
Release 2).

The RMAN repository will not be aware of the move, so it will continue to report the
existence of the backup pieces in the old directory. So, you have to make the repository know
that the location of the backup piece has changed. You can accomplish that by simply uncata-
loging and recataloging the backup pieces in their appropriate directories. Here are the steps:

1. First, check the backup pieces in the old location:

RMAN> list backup of database;

List of Backup Sets

BS Key Type LV Size Device Type Elapsed Time Completion Time
159 Full 796.63M DISK 00:01:57 10-NOV-06

BP Key: 153  Status: AVAILABLE Compressed: NO Tag:w
TAG20061110T175734

Piece Name: /home/oracle/flasharea/PRODB2/backupset/2006 11 10/w=
ol mf_nnndf TAG20061110T175734 20bOyzgp .bkp
List of Datafiles in backup set 159
File LV Type Ckp SCN Ckp Time Name
1 Full 3350546 10-NOV-06 /home/oracle/oradata/PRODB2/SYSTEM.dbf
2 Full 3350546 10-NOV-06 /home/oracle/oradata/PRODB2/UNDOTBS1.dbf
3 Full 3350546 10-NOV-06 /home/oracle/oradata/PRODB2/SYSAUX.dbf
4 Full 3350546 10-NOV-06 /home/oracle/oradata/PRODB2/USERS.dbf
5 Full 3350546 10-NOV-06 /home/oracle/oradata/PRODB2/EXAMPLE.dbf
6 Full 3350546 10-NOV-06 +DG2/accdata_01.dbf

BS Key Type LV Size Device Type Elapsed Time Completion Time

161 Full 796.65M DISK 00:01:45 10-NOV-06
BP Key: 155  Status: AVAILABLE Compressed: NO Tag:w

57



58 CHAPTER 3 " USING THE FLASH RECOVERY AREA

TAG20061110T180848
Piece Name: /home/oracle/flasharea/PROD2/backupset/2006 11 10/w=
ol mf nnndf TA
G200611107180848_20b1niol_.bkp
List of Datafiles in backup set 161
File LV Type Ckp SCN Ckp Time Name
1 Full 3353618 10-NOV-06 /home/oracle/oradata/PRODB2/SYSTEM.dbf
2 Full 3353618 10-NOV-06 /home/oracle/oradata/PRODB2/UNDOTBS1.dbf
3 Full 3353618 10-NOV-06 /home/oracle/oradata/PRODB2/SYSAUX.dbf
4 Full 3353618 10-NOV-06 /home/oracle/oradata/PRODB2/USERS.dbf
5 Full 3353618 10-NOV-06 /home/oracle/oradata/PRODB2/EXAMPLE.dbf
6 Full 3353618 10-NOV-06 +DG2/accdata_01.dbf

2. From the previous output, you can see that the backup piece with the name
/home/oracle/flasharea/PRODB2/backupset/2006_11_10/01_mf nnndf_
TAG20061110T175734_20b0yzgp_.bkp is in the old place. Using the usual mv
command, move it to the right directory:

mv ol mf_nnndf_TAG20061110T175734_20b0yzgp_.bkp /home/oracle/w=
flasharea/PROD2/backupset/2006_11 10

3. Now that the backup piece is in the right directory, you must tell RMAN. First you need
to remove the identity of the backup piece from the RMAN repository using a process
generally known as uncataloging:

RMAN> change backuppiece
' /home/oracle/flasharea/PRODB2/backupset/2006 11 10w=
/01_mf_nnndf_TAG20061110T175734_20bOyzgp .bkp" uncatalog;

uncataloged backuppiece

backup piece handle=/home/oracle/flasharea/PRODB2/backupset/2006 11 10/w=
ol mf_nnndf TA G20061110T175734_20b0Oyzgp .bkp recid=153 stamp=606160655
Uncataloged 1 objects

4. Then catalog the piece again with the correct file:

RMAN> catalog backuppiece
' /home/oracle/flasharea/PROD2/backupset/2006 11 10/01 mf nes
nndf_TA G20061110T175734_20b0Oyzgp .bkp';

cataloged backuppiece
backup piece handle=/home/oracle/flasharea/PROD2/backupset/2006 11 10/w=
ol mf_nnndf TA G20061110T175734 20b0Oyzgp .bkp recid=157 stamp=606163369
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5. Test whether RMAN knows this file is a backup piece of the database:

RMAN> list backup of database;

List of Backup Sets

BS Key Type LV Size

Device Type Elapsed Time Completion Time

159 Full 796.63M
BP Key: 157
TAG20061110T175734

DISK 00:01:57 10-NOV-06

Status: AVAILABLE Compressed: NO Tag:=

Piece Name: /home/oracle/flasharea/PROD2/backupset/w=

2006_11 10/01_mf nnndf TA G20061110T175734 20bOyzgp .bkp
List of Datafiles in backup set 159
File LV Type Ckp SCN

Full 3350546
Full 3350546
Full 3350546
Full 3350546
Full 3350546
Full 3350546

BS Key Type LV Size

Ckp Time Name

10-NOV-06 /home/oracle/oradata/PRODB2/SYSTEM.dbf
10-NOV-06 /home/oracle/oradata/PRODB2/UNDOTBS1.dbf
10-NOV-06 /home/oracle/oradata/PRODB2/SYSAUX.dbf
10-NOV-06 /home/oracle/oradata/PRODB2/USERS.dbf
10-NOV-06 /home/oracle/oradata/PRODB2/EXAMPLE.dbf
10-NOV-06 +DG2/accdata_01.dbf

Device Type Elapsed Time Completion Time

161 Full 796.65M
BP Key: 155
TAG20061110T7180848

DISK 00:01:45 10-NOV-06

Status: AVAILABLE Compressed: NO Tag:=

Piece Name: /home/oracle/flasharea/PROD2/backupset/2006 11 10/w

ol _mf_nnndf_TA G20061110T180848 20biniol_.bkp
List of Datafiles in backup set 161
File LV Type Ckp SCN

Full 3353618
Full 3353618
Full 3353618
Full 3353618
Full 3353618
Full 3353618

Ckp Time Name

10-NOV-06 /home/oracle/oradata/PRODB2/SYSTEM.dbf
10-NOV-06 /home/oracle/oradata/PRODB2/UNDOTBS1.dbf
10-NOV-06 /home/oracle/oradata/PRODB2/SYSAUX.dbf
10-NOV-06 /home/oracle/oradata/PRODB2/USERS.dbf
10-NOV-06 /home/oracle/oradata/PRODB2/EXAMPLE.dbf
10-NOV-06 +DG2/accdata_01.dbf
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Asyou can see, the backup piece is correctly displayed as /home/oracle/flasharea/
PROD2/backupset/2006_11_10/01_mf nnndf TAG20061110T175734_20b0yzgp_.bkp,
just the way you intended. Now all backup pieces are located properly and also
recorded accurately in the repository.

You can use this technique in cases where two databases share the same flash recovery
area and have the same name.

3-8. Placing a Control File in the FRA
Problem

You want to create a database and have one of the control file mirrors placed into the flash
recovery area, or you have an existing database and want to create a control file mirror in the
flash recovery area.

Solution

The control files are created only once—during the database creation. Later, the control files can
be re-created from either a backup or a script possibly produced by a control file trace. So, there
are only three occasions when the control files could be placed in the flash recovery area:

¢ When the database is created for the first time

* When the control file is re-created through a SQL script to recover from a failure, just
prior to restoring the backup

¢ When the control file is restored from a backup

During any one of these cases, you make the database create one of the control files in the
flash recovery area by making the required changes to the initialization parameter file. You
have two options:

* Place the control files parameter explicitly in the initialization parameter file, taking
care to place at least one control file in a location different from the flash recovery area.
For instance, if the flash recovery area is /home/oracle/flasharea, you put the following
entry in the initialization parameter file:

control files = ('/home/oracle/flasharea/PRODB2/controlfile/controlol.ctl’, w
' /home/oracle/oradata/controlo2.ctl")

* The second option is to let the database guess the control file location in the flash
recovery area:

a. Specify the flash recovery area location and size (recipe 3-1)

b. Put the following parameters in the initialization parameter file:
DB_CREATE_FILE DEST = '/home/oracle/oradata’

c¢. Check that these two parameters are not in the initialization parameter file:

db_create_online_log_dest 1
db_create_online log_dest 2
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If they exist, remove them.

In either option, one control file is created in the flash recovery area.

How It Works

While deciding where to place the control file, the database uses a decision plan, as shown
here. Essentially, the decision is based on which initialization parameters are set. Table 3-3
shows the location of the control files based on the settings of the various initialization param-
eters. The headings are the abbreviations of the initialization parameters.

DCOLI: db_create online log dest 1
DCOL2: db_create online log dest 2
DCFD: db_create_file dest

DRFD: db_recovery file_dest

Table 3-3. Decision for Location of the Control File

DCOLD1 DCOLD2 DCFD DRFD  Location of Control File(s)
Set Set Not Set Notset Two members created, one eachindb_create
online_log dest 1anddb create online
log dest 2.
Not set Not set Set Set Two members created, one each in db_create
file dest and the flash recovery area.
Not set Not set Set Notset Only one member is created in db_create file dest.
Not set Not set Not set Set Only one member is created in the flash recovery area.

As you can see, the only cases where control files are created in the flash recovery area is
the case where parameter db_recovery file destissetand db create online log dest 1
and 2 are not set. So, to make sure the control file is created there, you should specify the
flash recovery area (assumed true since we are talking about that in this whole chapter). Make
sure these parameters are not set by issuing the following SQL statement:

SOL> show parameter db _create online log dest

NAME TYPE VALUE
db_create online log dest 1 string
db_create online log dest 2 string

The output shows nothing as values of these parameters, which is what we expect. When
the conditions of these two parameters being NULL and the flash recovery area being set are
met, at least one control file will be created in the flash recovery area when the database is cre-
ated or the control file is re-created.

Before implementing this recipe, it's wise to consider the pros and cons of placing a con-
trol file in the flash recovery area.
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Advantages

The easiest advantage to understand is the visibility across all instances of a real application
cluster (RAC) database. Since the flash recovery area must be visible to all the nodes of the
RAC database (recipe 3-1), it makes a perfect location for a control file, which must be visible
to all the nodes as well. Only one control file should be placed there. The rest should be placed
in other locations.

It's the other advantage that is more significant, one that relates to availability. If their
primary database fails and you need to recover (or restore, whatever is appropriate), the flash
recovery area is used, which has the backups of the database. So, technically, you have posi-
tioned the flash recovery area on such areas of the storage that the placement reduces the
probability of failure at the same time as the failure of the primary database. For instance, you
may have put your database disks on a SAN different from where the flash recovery area disks
are. So, the chances of both disks (the database and the flash recovery area) going down at the
same time are substantially reduced. If the primary database files are down and you have
access to the most current online redo log files, you may avoid the possibility of an incomplete
recovery, since you have a control file and will not need to start a recovery using a backup con-
trol file. If you don’t have a control file on the flash recovery area, then there is a fair chance
you will have to resort to a backup control file during recovery, which means an incomplete
recovery, even if you have access to the current redo log files. So, there is a strong argument for
placing one control file in the flash recovery area.

Disadvantages

It’s not a slam-dunk argument; there is a significant disadvantage that you should consider. In
a more practical situation, you probably have limited resources (read: money to buy disks) and
want to maximize your investment for performance and reliability. So, you probably made the
storage location of the main database files on RAID level 0+1, have a more reliable SAN, and so
on. And, you may have placed the flash recovery area on a less reliable (and less expensive)
SAN, even on a NAS, and perhaps with RAID 5 or even no RAID at all. The latter is not advis-
able but is not unusual. So, the chance of failure in the flash recovery area is greater compared
to the main database disks. If the flash recovery area fails, then you lose one of the control
files. This, by itself, is not the end of the world. Let’s hope you have been prudent in putting
the other control files in other locations. So, when the database comes down after the control
file in the flash recovery area suddenly becomes inaccessible, all you have to do is to remove
that control file from the control file parameter in the initialization parameter file and restart
the database. There is no data loss; you will have an interruption of service, since the database
is unavailable from the time the flash recovery area is unavailable and the database is back up
after removing the control file from the initialization parameter.

Choice

Here comes the tough question: should you put a control file in the flash recovery area? If your
flash recovery area is in a storage location as reliable as the main database storage, then we
strongly urge you to put one control file there.

If that is not true (and most likely the case), decide how important complete recovery is to
you. If you must have a complete recovery after a failure regardless of other consequences
including a possible interruption in service, then put one control file in the flash recovery
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area. If the potential service interruptions in case of the flash recovery area failure are not
acceptable, do not use it as a location for even one control file.

Without knowing your exact circumstances, it’s not easy for us to recommend one solu-
tion over the other. In general, however, we find it safer not to put even one control file in the
flash recovery area. Under no circumstances should you put all your control files in the flash
recovery area.

3-9. Placing Online Redo Log Files in FRA
Problem

You want to create online redo logs in the flash recovery area.

Solution

Online log files are not created by default in the flash recovery area. It's possible to place them
there, however, and you can do so when creating the database or when adding a new logfile
group. Furthermore, when adding a new logfile group, you have two choices regarding the
placement of online redo logs in the flash recovery area:

e Creating both members of the group in the flash recovery area

 Creating only one member in the flash recovery area and creating the other member in
the regular datafile location

The following sections cover the two scenarios just described.

During Database Creation

During database creation, Oracle creates the online redo log files in the locations specified in
the initialization parameter file. The parameters that affect the placement are
db_create online log dest 1anddb create online log dest 2.

1. Put the following lines in the initialization parameter file:

db _create online log dest 1 = '/home/oracle/flasharea’
db _create online log dest 1 = '/home/oracle/flasharea’

When the database is created, Oracle will create two members of each online redo log
group and both members in the flash recovery area.

2. If the parameter db_create_file_dest is set in the initialization parameter file, either
remove it or setitto ' ' (null string), as shown here:

db_create file dest = "'

3. After the database is created, confirm the creation of online redo log files by selecting
the member names from the data dictionary view VSLOGFILE:

SQL> select member
2 from v$logfile
3 where group# = 1;
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MEMBER

/home/oracle/flasharea/PRODB2/onlinelog/o1 mf 1 2psd26ox_.log
/home/oracle/flasharea/PRODB2/onlinelog/o1 mf 1 21psd285q .log

Note how the online redo log files were created in the flash recovery area.

Adding a New Logfile Group: Both Members in the FRA

Follow these steps to place both members of an online redo log group in the flash recovery
area. We're assuming you have already defined the flash recovery area (recipe 3-1).

1. Make sure the flash recovery area is set:

SOL> show parameter db recovery file dest

db_recovery file dest string /home/oracle/flasharea

2. Also make sure that the parameters db_create file destand
db_create online log dest * are all set to NULL. For example:

SOL> show parameter db create online log dest

NAME TYPE VALUE
db_create online log dest 1 string
db_create online log dest 2 string
db_create online log dest 3 string
db_create online log dest 4 string
db_create online log dest 5 string

SOL> show parameter db create file dest

db_create file dest string

3. Now, add the logfile group with the appropriate number. For example, to add a logfile
group 4, do this:

SOL> alter database add logfile group 4;

Database altered.

The logfile group is created in the flash recovery area in the subdirectory onlinelog, in a
naming convention for Oracle managed files. The logfile created this way is 100MB.

4. Confirm placement of the new member in the flash recovery area by selecting the
member names from the data dictionary view VSLOGFILE:
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SQL> select member
2 from v$logfile
3 where group# = 4;

MEMBER

/home/oracle/flasharea/PRODB2/onlinelog/o1 mf 4 21rt26ox_.log

5. Optionally check for the member’s existence in the onlinelog directory at the flash
recovery area destination:

$ cd /home/oracle/flasharea/PRODB2/onlinelog

$1s -1

total 205016

-IW-T----- 1 oracle oinstall 104858112 Oct 10 23:43 ol _mf_4_21rt26ox_.log

This has a small problem, however. As you can see, there is only one log file member for
that group. Best practices suggest that there should be at least two members per group to
eliminate any single point of failure. You can accomplish this by specifying two additional
parameters for the online redo log creation, shown in the following steps:

1. Set the parameters db_create online log dest 1and db create online log dest 2to
the flash recovery area location:

SOL> alter system set db create online log dest 1 = '/home/oracle/flasharea’;
System altered.
SOL> alter system set db _create online log dest 2 = '/home/oracle/flasharea’;

System altered.
2. Now add the logfile group without mentioning any specific file or directory names:

SOL> alter database add logfile group 5;

Database altered.

3. Confirm the creation of online redo log files by selecting the member names from the
data dictionary view VSLOGFILE:

SQL> select member
2 from v$logfile
3 where group# = 5;

MEMBER

/home/oracle/flasharea/PRODB2/onlinelog/o1_mf 4 21rt26ox_.log
/home/oracle/flasharea/PRODB2/onlinelog/o1_mf 4 21rt285q_.log
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This confirms that two members were created for the logfile group, not one.

4. Optionally, you can also verify that these files were created in the flash recovery area
destination:

$ cd /home/oracle/flasharea/PRODB2/onlinelog

$1s -1

total 205016

-IW-T----- 1 oracle oinstall 104858112 Oct 10 23:43 ol mf 4 21rt260x_.log
-IW-T----- 1 oracle oinstall 104858112 Oct 10 23:43 ol mf 4 21rt285q .log

Using the following command, you can add a logfile group quickly without specifying
anything else, such as the group number:

alter database add logfile;

This will create a new logfile group at a sequence of one more than the last logfile group
sequence. So, if currently the group number of the last added logfile group is 6, the previous
command will add a group 7 with just one file in the Oracle managed file format. You can
check that through the following query:

SQL> select member
2 from v$logfile
3 where group# = 7;

MEMBER

/home/oracle/flasharea/PRODB2/onlinelog/o1 mf 6 21rvlthi .log

Adding a New Logfile Group: Only One Member in the FRA

If you want only one member of the group in the flash recovery area and the other one in the
regular database file location, you should define two parameters—the flash recovery area and
db_create file dest. This parameter determines where a datafile should be created if no
location is given.

1. Set the parameter where you want to create the first member of the online redo log
groups. To specify the location, such as the ASM disk group DG1, issue the following
SQL statement:

SOL> alter system set db _create file dest = '+DG1';

System altered.
2. Ensure that the parameter db_create file dest is set:

SOL> show parameter db create file dest

db_create file dest string +DG1
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Like the flash recovery area, the directory you specify as a location of the previously
mentioned parameter must already exist. Oracle will not create it for you.

3. Make sure the flash recovery area is set:

SOL> show parameter db recovery file dest

db_recovery file dest string /home/oracle/flasharea

With this configuration, if you decide to add a log file group, the group will be created
with two members, and they will be in the flash recovery area and the directory specified by
db_create file dest. Let’s see how that is done:

1. First add a logfile group:
SOL> alter database add logfile group 7;
2. Check how many members are created and where:

SQL> select member
2 from v$logfile
3 where group# = 7;

MEMBER
+DG1/prodb2/onlinelog/group_7.256.606165125
/home/oracle/flasharea/PRODB2/onlinelog/o1_mf 7_20b5bw2j_.log

3. In the physical flash recovery area location and in the view VSLOGFILE, verify the exis-
tence of the new redo logfiles.

How It Works

One of the lesser known features of Oracle database administration is the ability to create
datafiles, online redo log files, and so on, without specifying filenames and locations. You do
this by specifying some locations in the initialization parameter file as the location for these
files. These locations could be ASM disk groups or filesystems or directories under filesystems.
The location must be available to all instances in case of a Real Application Cluster (RAC)
database. Please note that the directory you specify as a location must already exist. Oracle
will not create it for you. If you have defined the flash recovery area, the redo logs will be cre-
ated there.

You must carefully decide whether you really want to create redo logs in the flash recovery
area. The arguments pro and con are the same as for the question of putting the control file in
the FRA (see recipe 3-8). Read up on those arguments, and arrive at your own conclusion.

Advantages of Putting Redo Log Members in the FRA

In summary, the argument for putting at least one member of a redo log group in the flash
recovery area hinges on the assumption that the flash recovery area and the main database
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disks are located in such a way that the probability of both going down at the same time is
very slim, almost to the point of being negligible. You attain that probability by putting the
flash recovery area disks on a SAN or NAS other than where the main database is located. Even
if the flash recovery area and main database are both on the same SAN (or NAS), if they do not
share the same physical disks, then it further reduces the probability of simultaneous failure.
The idea is to make sure that whatever causes the main database disks to go down will not
affect the flash recovery area disks. This way, should the main database disks get corrupted,
you can still access the backup of the database files in the flash recovery area.

With the assumption we've just described, the idea of putting one member of an online
redo log group on the flash recovery area ensures that at least one member of the group will
still be available in case the main database disks experience a failure. For instance, suppose
your database has three log groups, each with two members, and one member of each group
is on the flash recovery area, as shown in Figure 3-1.

The members in Figure 3-1 are named in the following form: g<group#>m<member#>.
Since the database is in archivelog mode, each logfile group can be in one of three states:

Current: The online redo log group is the current group. If the group fails, the database
immediately aborts with an error. If all the members of the group are damaged, then you
need to perform an incomplete recovery from previous backups.

Active: The group is not the current one, but it was earlier. Now it’s being archived, and
that operation is not completed yet. If the group fails, the database is not halted, but the
logfile will not have been archived, and any subsequent recovery operation will stop at
this group. When an active group fails, you should take a fresh backup of the database so
that you do not need to roll forward from a previous backup with archived redo logs. You
don’t want the rollforward operation to be dependent upon a failed group.

Inactive: The group is not current now, and it has already been archived. The loss of this
group does not affect database operations, and it doesn’t affect any recovery that you
might perform in the future.

Having these explanations in mind, now assume that the status of the online redo log
groups in Figure 3-1 is as follows:

Group I1: Current
Group 2: Active
Group 3: Inactive

With this information, suppose one member (or even both) of the online redo log group is
damaged. Let’s see the consequences. You can find a more detailed description of the redo log
failure in Chapter 14; we will look at only one scenario here. Member g3m1 of Group 3 gets
damaged. Since this member is INACTIVE, it has no impact on the database operation. But
when the current log group gets filled, Group 3 must be available, so we need to fix the damaged
member now. The solution is really simple. Since the other member of the group—g3m2—isin a
different part of our storage, in the flash recovery area, that is most likely intact. We can copy it
over the damaged file and be on our way:

$ cp g3m2 g3ml
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No other action is required. Had g3m2 been on the same storage area as g3m1, then the
probability of g3m2 being intact would have been much less because it would have been
prone to the same failure that affected g3m1. So, there is a strong reason to place redo log
group members on different storage areas, even if one of them is not the flash recovery area.
Since we are assuming in case of database failure that the flash recovery area might survive,
keeping one member of the redo log groups will reduce the chances of failure of both mem-
bers of the online redo log group.

S

gimi

W

g2m1

——

g3mi
v_/

Main Database Storage Flash Recovery Area

Figure 3-1. Ideal placement of redo log members if FRA is used as a location

Disadvantages of Placing One Member of the Online Redo Log Group in FRA

Putting members of the redo log groups in the flash recovery area is not a slam-dunk decision
either. Let’s revisit the scenario in Figure 3-1. Suppose that one member—glm1—of Group 1
fails. Since the group is now current, the failure of the member will cause a failure in the data-
base, and the database instance will abort.

You can correct the situation by copying the intact member of the online redo log group
to the damaged member and starting the database. Since we describe the process of recovery
in case of redo log failure in detail in Chapter 14, we will skip the details here. The important
point to understand is that the sole reason of success in re-creating the redo log member was
because we had an intact copy. Keeping one member of the logfile group in the flash recovery
area improves the odds of that, as shown in the previous section. However, on the flip side, the
failure of a current redo log member temporarily shuts the database down, even if you can
repair it and bring the database up quickly. This creates a denial-of-service situation and
should be avoided at all costs. Prevention of the loss is the key, not the repair afterward. The
flash recovery area is usually built on cheaper, less reliable disks and is more prone to failure
than the more reliable database disks. Therefore, putting even one member of the redo log
group there increases your chances of failure.

So, in summary, you should decide to place a member of the redo log group on the flash
recovery area with care. You can use the decision grid shown in Table 3-4 to support your
decision.
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Table 3-4. Decision Grid to Decide Placement of One Redo Log Member on the FRA

Reliability of the Disk Under Risk of Temporary Database Failure
the Flash Recovery Area

Acceptable  Not Acceptable
Low Yes No
High Maybe Yes

Caution We do not recommend creating all members of online redo logs in the flash recovery area. As a
best practice, we recommend keeping the redo logs out of the flash recovery area in general, unless the reli-
ability of the area is pretty close to the main database disks.

3-10. Sending Image Copies to the FRA
Problem

You have configured the flash recovery area, and you want to make sure image copies of the
datafiles go there.

Solution

There is no special command to specify the flash recovery area as the target of the image
copies. All you have to do is to make sure of the following:

 The flash recovery area is configured.
* The RMAN script does not have any format command in the channel configuration.

Once these two conditions are met, you can issue a simple backup as copy database, and
the image copies will go there. Here is a sample command and output:

RMAN> backup as copy database;

Starting backup at 11-NOV-06

using channel ORA DISK 1

channel ORA DISK 1: starting datafile copy

input datafile fno=00001 name=/home/oracle/oradata/PRODB2/SYSTEM.dbf
output filename=/home/oracle/flasharea/PRODB2/datafile/o1 mf_system =
2obvhdcc_.dbf tag=TAG20061111T013004 recid=131 stamp=606187848
channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:45
channel ORA DISK 1: starting datafile copy

input datafile fno=00003 name=/home/oracle/oradata/PRODB2/SYSAUX.dbf
output filename=/home/oracle/flasharea/PRODB2/datafile/o1 mf_sysaux =
20bvjskv_.dbf tag=TAG20061111T013004 recid=132 stamp=606187883
channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:35
channel ORA DISK 1: starting datafile copy
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input datafile fno=00005 name=/home/oracle/oradata/PRODB2/EXAMPLE.dbf
output filename=/home/oracle/flasharea/PRODB2/datafile/o1 mf_example =
20bvkx07_.dbf tag=TAG20061111T013004 recid=133 stamp=606187895

channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:15
channel ORA DISK 1: starting datafile copy

input datafile fno=00006 name=+DG2/accdata_01.dbf

output filename=/home/oracle/flasharea/PRODB2/datafile/o1 mf accdata =
20bvldsf_.dbf tag=TAG20061111T013004 recid=134 stamp=606187909

channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:15
channel ORA DISK 1: starting datafile copy

input datafile fno=00002 name=/home/oracle/oradata/PRODB2/UNDOTBS1.dbf
output filename=/home/oracle/flasharea/PRODB2/datafile/o1 mf undotbsi =
20bvlvh8 .dbf tag=TAG20061111T013004 recid=135 stamp=606187923

channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:15
channel ORA DISK 1: starting datafile copy

input datafile fno=00004 name=/home/oracle/oradata/PRODB2/USERS.dbf
output filename=/home/oracle/flasharea/PRODB2/datafile/o1 mf users =
20bvmbs6_.dbf tag=TAG20061111T013004 recid=136 stamp=606187931

channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:01
Finished backup at 11-NOV-06

As you can see in the resultant output, the image copies are now in the flash recovery
area.

How It Works

The solution should be self-explanatory. When the RMAN image copy command is given, the
database makes the copies and places them in the flash recovery area. The image copies are
placed in the directory /home/oracle/flasharea/PRODB2/datafile, that is, <flash recovery
area>/<DB Unique Name>/datafile. As we explained earlier, Oracle will now manage these
files—deleting redundant ones to make room for new ones, and so on.

3-11. Deleting Backup Sets from the FRA
Problem

Recall from the earlier discussion that one of the biggest appeals of using the flash recovery
area is that Oracle automatically deletes the unnecessary files from this location whenever
additional space is needed. So, you may not need to delete files manually. However, in some
rare occasions you may want to delete backup sets, such as cleaning up under space con-
straints, where you are forced to remove some nonredundant backup set.

Solution

Like archived redo logs, there is no special command to delete backup sets from the flash
recovery area. You delete a backup set in the same way as you would have deleted one while
not using a flash recovery area. Here’s the process to follow:
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1. First check the backup sets existing in the RMAN repository:

$ rman target=/

Recovery Manager: Release 10.2.0.1.0 - Production on Wed Nov 8 00:20:58 2006
Copyright (c) 1982, 2005, Oracle. All rights reserved.

connected to target database: PRODB2 (DBID=3053038066)

RMAN> list backupset;

using target database control file instead of recovery catalog

List of Backup Sets

BS Key Type LV Size Device Type Elapsed Time Completion Time
157 Full 7.14M DISK 00:00:01 14-0CT-06
BP Key: 151  Status: AVAILABLE Compressed: NO Tag:w
TAG20061014T233415
Piece Name: /home/oracle/flasharea/PRODB2/autobackup/2006 10 14/w=
ol _mf_n_6038
48055_2m3cirls_.bkp
Control File Included: Ckp SCN: 1909037 Ckp time: 14-0CT-06

. Now, to delete a backup set, let’s say number 157, issue a delete backupset command:

RMAN> delete backupset 157;

allocated channel: ORA DISK 1
channel ORA DISK 1: sid=144 devtype=DISK

List of Backup Pieces

BP Key BS Key Pc# Cp# Status Device Type Piece Name
151 157 1 1 AVAILABLE DISK
/home/oracle/flasharea/PRODB2w=
/autobackup/2006_10 14/01 mf_n_603848055_2m3clris_.bkp

Do you really want to delete the above objects (enter YES or NO)? yes

deleted backup piece

backup piece handle=/home/oracle/flasharea/PRODB2/autobackup/2006 10 14/w
ol mf n 6038

48055 2m3cirls_.bkp recid=151 stamp=603848056

Deleted 1 objects

The backup set is now removed.
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How It Works

This process is no different than deleting the backup sets from any other location. When you
give a delete backupset command, RMAN knows about all the available backup sets and
deletes the one specified by the user. However, please note that RMAN must know about the
existence of the backup set. If the backup set is removed from the catalog, then RMAN does
not know about it, and the delete operation will not work.

3-12. Deleting Archived Redo Logs from the FRA
Problem

You want to delete archived redo logs from the flash recovery area, possibly to free up space
quickly to avoid running out of room.

Solution

One strong motivation for using the flash recovery area as the archivelog destination is the
automated way redundant archivelogs are deleted by Oracle so you do not need to worry
about the redundant archivelogs. Therefore, you may not ever need to delete them manually,
and this recipe may not be required on a regular basis. In some rare circumstances, however,
you may want to delete the archived redo logs in the flash recovery area. One case could be
that you have taken the backup of the archived redo logs to a different location, which is not
yet cataloged in the RMAN repository, and you are running out of space in the flash recovery
area. To quickly make room, you may want to delete some archived redo logs, such as those
you've backed up somewhere else, from the flash recovery area. Here are the steps to follow:

1. First, find out the archived redo logs to delete. List all archived redo logs like so:
RMAN> list archivelog all;
Here is the output:

using target database control file instead of recovery catalog

List of Archived Log Copies
Key Thrd Seq S Low Time Name

70 1 46 A 09-0CT-06 /tmp/1_46 599877236.dbf

102 1 78 A 09-NOV-06 /home/oracle/flasharea/w
PROD2/archivelog/2006 11 10/01 mf 1 78 20bh633f .arc

103 1 79 A 10-NOV-06 /home/oracle/flasharea/PROD2/w=

archivelog/2006_11 12/
ol mf 1 79 2o0fdltnv_.arc

2. To delete the archived log sequences 78 and 79, you can use the following commands:
RMAN> delete archivelog from logseq=78 until logseq=79;
The output comes back as follows:

allocated channel: ORA DISK 1
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channel ORA DISK 1: sid=134 devtype=DISK

List of Archived Log Copies

Key Thrd Seq S Low Time Name

102 1 78 A 09-NOV-06
/home/oracle/flasharea/PROD2/archivelog/2006 11 10/w=
ol mf 1 78 20bh633f .arc

103 1 79 A 10-NOV-06
/home/oracle/flasharea/PROD2/archivelog/2006 11 12/w
ol mf 1 79 2o0fdltnv_.arc

Do you really want to delete the above objects (enter YES or NO)? yes
deleted archive log

archive log
filename=/home/oracle/flasharea/PROD2/archivelog/2006 11 10/01 mf 1 78 2w
obh633f_.arc recid=102 stamp=606175250

deleted archive log

archive log
filename=/home/oracle/flasharea/PROD2/archivelog/2006 11 12/01 mf 1 79 2w
ofdltnv_.arc recid=103 stamp=606270875

Deleted 2 objects

RMAN>

3. Verify in the directory that the archived redo logs got deleted. For instance, in Unix,
you can do this using the standard 1s command.

How It Works

Just like any other backups, the Oracle database knows where the archived redo logs are
stored. The delete archivelog command deletes the archived redo logs pretty much the same
way it would have done if the archived redo logs were stored in any other directory.

3-13. Reinstating a Damaged Datafile from an Image Copy

Problem

One of the database files has been damaged, and you have to repair the file quickly to bring
the associated tablespace back online. Instead of restoring the datafile from backup, you want
to use the image copy in the flash recovery area.
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Solution

When a database file fails and you need to repair the file, you can just reinstate the image copy
of the file from the flash recovery area instead of actually repairing it. This reduces the time to
operation significantly.

1. First check the files of the database:

RMAN> report schema;

using target database control file instead of recovery catalog
Report of database schema

List of Permanent Datafiles

File Size(MB) Tablespace RB segs Datafile Name

1 480 SYSTEM ok /home/oracle/oradata/PRODB2/SYSTEM. dbf
2 200 UNDOTBS1 ok /home/oracle/oradata/PRODB2/UNDOTBS1.dbf
3 280 SYSAUX ok /home/oracle/oradata/PRODB2/SUSAUX. dbf
4 7 USERS ok /home/oracle/oradata/PRODB2/USERS.dbf

5 70 EXAMPLE ok /home/oracle/oradata/PRODB2/EXAMPLE . dbf

File Size(MB) Tablespace Maxsize(MB) Tempfile Name

1 26 TEMP 32767 home/oracle/oradata/PRODB2/TEMP. dbf
Suppose file 5, /home/oracle/oradata/ PRODB2/EXAMPLE.dbf, has been damaged.
2. Check for the existence of image copies of the damaged datafile:

$ rman target=/

Recovery Manager: Release 10.2.0.1.0 - Production on Sun Nov 12 15:03:42 2006
Copyright (c) 1982, 2005, Oracle. All rights reserved.

connected to target database: PRODB2 (DBID=3053038066)

RMAN> list copy of datafile 5;
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List of Datafile Copies

Key File S Completion Time Ckp SCN Ckp Time Name

133 5 A 11-NOV-06 3374753 11-NOV-06 /home/oracle/w=
flasharea/PROD2/datafile/o1 mf example 2obvkx07_.dbf

As you can see from the output, there is an image copy of the damaged file in the flash
recovery area (o1_mf _example_2obvkx07_.dbf).

. Take the damaged datafile offline, if not offline already:

RMAN> sql 'alter database datafile 5 offline';

sql statement: alter database datafile 5 offline

. Now, instruct the database to make the copy of the file in the flash recovery area, the

production datafile:

RMAN> switch datafile 5 to copy;

datafile 5 switched to datafile copy "/home/oracle/flasharea/PROD2/datafile/w
ol mf example 20bvkx07_.dbf"

. Recover the copy to make it consistent with the current state of the database:

RMAN> recover datafile 5;

Starting recover at 12-NOV-06
using channel ORA DISK 1

starting media recovery
media recovery complete, elapsed time: 00:00:06

Finished recover at 12-NOV-06

. Bring the recovered datafile online:

RMAN> sql 'alter database datafile 5 online';

sql statement: alter database datafile 5 online

When you bring the datafile back online, the tablespace will be brought online as well.
The tablespace is now operational. Don’t leave the database using a file in the flash recovery
area, though, especially not for the long term. When you have some time, follow the steps in
recipe 3-14 to switch to the original datafile.



CHAPTER 3 " USING THE FLASH RECOVERY AREA

How It Works

It is important to contrast this recipe’s approach to recovery with the traditional Oracle data-
base recovery technique. If one of your database datafiles fails, the traditional solution is to
restore the datafile from your RMAN backup and then recover it. In summary, the steps are
roughly as follows:

1. Take the tablespace offline (if not already).

2. Restore the datafile from RMAN backup.

3. Apply the incremental backups.

4. Recover the datafile by applying archived redo logs.
5. Bring the tablespace online.

These steps will recover the datafile, but note the steps carefully. Steps 2 and 3 involve
actual data transfer from the RMAN backup to the original datafile location, and those trans-
fers will take a considerable amount of time, depending on the type of RMAN storage, the
speed of the connection, the other load on the SAN at the time, and so on. During these steps,
the tablespace remains offline, and data in the tablespace remains inaccessible.

Now consider the approach shown in this recipe. If you took datafile image copies in
RMAN, you can switch to using the copy of the damaged datafile instead of restoring from that
copy. The advantage here is that pointing to a different file is for all practical purposes an
instant operation—you save all the time you would normally spend copying from a backup.
Figure 3-2 should make the concept easier to understand. For simplicity, assume the database
has only three datafiles—Filel, File2, and File3. The RMAN backups are done as image copies,
which are made in the flash recovery area.

Database
[~ = - . =
File1 Copy of File1
File2 Copy of File2
File3 Copy of File3
¥/
Main Database Storage Flash Recovery Area

Figure 3-2. Presence of image copies in the flash recovery area
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Suppose now Filel gets damaged. Ordinarily, you would resort to restoring the file from
the image copy and recovering it. However, the image copy is actually a copy of the datafile
Filel, and it can be used as a substitute. Of course, the copy was taken at some point in the
past, so it’s not up-to-date, and it must be updated before being used. You do this update by
applying the archived redo logs to the image copy. Finally, after the image copy is current, you
used the switch command to make the datafile copy part of the database.

Now you are running the database with one file in the flash recovery area. Figure 3-3
depicts the datafiles being used now.

Damaged File1 Copy of File1
e e ——
File2 Copy of File2
e e —
File3 Copy of File3
¥/
Main Database Storage Flash Recovery Area

Figure 3-3. Use of image copy of datafile Filel

As an illustration, Table 3-5 compares the elapsed times under both approaches. The time
estimates are highly approximate and depend on your specific conditions such as hardware,
disk speed, and so on. It is shown as an illustration for the relative analysis, not for empirical
establishment of elapsed times.

Table 3-5. Comparison of Elapsed Times During Traditional and Image Copy Switch Approaches

Step Original Approach Switch Approach Time
1 Make datafile offline Make datafile offline 1 minute
2 Restore copy of datafile from the N/A 2 hours

backup location to the main data
file location

3 Apply incremental backup N/A 30 minutes
4 N/A Switch to copy 1 minute
5 Recover datafile Recover datafile 30 minutes
6 Make datafile online Make datafile online 1 minute
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As you can see from the comparison in Table 3-5, the switch approach eliminates steps 2
and 3, saving 2.5 hours (your time savings will vary). The switch approach takes about 33 min-
utes to get a tablespace back online, while the original approach takes more than 3 hours.
(Again, your timesavings may vary from this example.) If time to return to service is a priority,
then you should seriously consider this recipe’s approach as a recovery strategy.

3-14. Switching Back from an Image Copy
Problem

You've followed recipe 3-13 in order to quickly get back online after a datafile failure. You did
that by having your database switch to the image copy of the failed file in the flash recovery
area. Now you have some time, and you want to undo that switch.

Solution

Begin by creating a copy of the datafile at the main location. Then switch to using that copy.
Here are the steps to follow:

1. Check the datafiles once again:

RMAN> report schema;

using target database control file instead of recovery catalog
Report of database schema

List of Permanent Datafiles

File Size(MB) Tablespace RB segs Datafile Name

1 480 SYSTEM ok /home/oracle/oradata/PRODB2/SYSTEM. dbf
2 200 UNDOTBS1 Aok /home/oracle/oradata/PRODB2/UNDOTBS1.dbf
3 280 SYSAUX ok /home/oracle/oradata/PRODB2/SUSAUX.dbf
4 7 USERS ok /home/oracle/oradata/PRODB2/USERS.dbf

5 70 EXAMPLE ook /home/oracle/flasharea/PROD2/datafilews

/01 _mf_example 20bvkx07_.dbf
List of Temporary Files

File Size(MB) Tablespace Maxsize(MB) Tempfile Name

1 26 TEMP 32767 home/oracle/oradata/PRODB2/TEMP.dbf

Note how datafile 5 is in the flash recovery area. You want to move it to its original
location.

2. Remove the file at the OS level from the original location, if present. The file is unused,
so it can be removed without any effect on the database. This is an example in Unix:

$ rm /home/oracle/oradata/PRODB2/EXAMPLE.dbf
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3. Connect to RMAN:

$ rman target=/

. Create an image copy of the file, in this case file 5. Place that image copy in the file’s

original location:

RMAN> backup as copy datafile 5 format='/home/oracle/oradata/PRODB2/EXAMPLE.dbf";

Starting backup at 12-NOV-06

using channel ORA DISK 1

channel ORA DISK 1: starting datafile copy

input datafile fno=00005
name=/home/oracle/flasharea/PROD2/dataftile/o1_mf example 2obvkx07_.dbf
output filename=/home/oracle/oradata/PRODB2/EXAMPLE.dbf tag=ws
TAG20061112T181248 recid=142 stamp=606334379

channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:15
Finished backup at 12-NOV-06

Starting Control File Autobackup at 12-NOV-06

piece handle=/home/oracle/flasharea/PROD2/autobackup/2006 11 12/w=
1_mf_n_606334383_20hbnowd_.bkp comment=NONE

Finished Control File Autobackup at 12-NOV-06

. Take the datafile offline:

RMAN> sql 'alter database datafile 5 offline';

sql statement: alter database datafile 5 offline

. Switch the datafile to the copy you just placed in the original location:

RMAN> switch datafile 5 to copy;

datafile 5 switched to datafile copy "/home/oracle/oradata/PRODB2/EXAMPLE.dbf"

. Recover the datafile to bring it up-to-date with changes that occurred between step 4

and step 5:

RMAN> recover datafile 5;

Starting recover at 12-NOV-06
using channel ORA DISK 1

starting media recovery
media recovery complete, elapsed time: 00:00:03

Finished recover at 12-NOV-06
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8. Bring the datafile online:

RMAN> sql 'alter database datafile 5 online';
sql statement: alter database datafile 5 online

RMAN>
9. Check the location of the file once again:

RMAN> report schema;

using target database control file instead of recovery catalog
Report of database schema

List of Permanent Datafiles

File Size(MB) Tablespace RB segs Datafile Name

1 480 SYSTEM HoHK /home/oracle/oradata/PRODB2/SYSTEM. dbf

2 200 UNDOTBS1 HoHK /home/oracle/oradata/PRODB2/UNDOTBS1.dbf
3 280 SYSAUX HoHK /home/oracle/oradata/PRODB2/SUSAUX. dbf

4 7 USERS HoHK /home/oracle/oradata/PRODB2/USERS. dbf

5 70 EXAMPLE HoHK /home/oracle/oradata/PRODB2/EXAMPLE.dbf

List of Temporary Files

File Size(MB) Tablespace Maxsize(MB) Tempfile Name

The file is in the proper location now.

10. As a best practice, you should now create a fresh image copy of the file and place it in
the flash recovery area:

RMAN> backup as copy datafile 5;

Starting backup at 12-NOV-06

using channel ORA DISK 1

channel ORA DISK 1: starting datafile copy

input datafile fno=00005 name=/home/oracle/oradata/PRODB2/EXAMPLE.dbf
output filename=/home/oracle/flasharea/PROD2/datafile/o1 mf example =
2ohbslgx_.dbf tag=TAG20061112T181602 recid=144 stamp=606334572
channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:15
Finished backup at 12-NOV-06

This step creates a new image copy of the file in the flash recovery area. Now you are well
prepared for any future failure involving that same file.
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How It Works

Although a quick switch to an image copy in the flash recovery area can get you back up and
running with a minimal loss of time after a datafile failure, running with a datafile in the flash
recovery area offers its own problems. The flash recovery area, by definition, is for backups.
Many sites choose to put their flash recovery area on disks that are not as reliable as those
used for the main database files. Perhaps those disks are not mirrored or are slower. You may
not want to keep your now main datafiles there for long.

Even if your flash recovery area is on reliable disks, consider the implications of another
failure. By design, you have strived to separate the storage of the main database and the flash
recovery area to reduce the possibility of failure in both locations simultaneously. Keeping one
datafile in the flash recovery area violates that principle. You should move the datafile back to
the original location as soon as possible.

3-15. Backing Up the FRA to Tape
Problem

You want to back up the contents of the flash recovery area to tape to be shipped offsite and
reuse the storage in the flash recovery area.

Solution

The flash recovery area is, after all, a disk location. This location is prone to the same failures
as any other disk-based location. Again, because the Oracle Database 10g knows about the
special purpose of the flash recovery location, it knows how to back it up to tape using just
one command. Just define a channel to tape, and issue the special RMAN command backup
Tecovery area:

RMAN> run {

2> allocate channel c1 type sbt tape;
3> backup recovery area;

4> };

This run block backs up the entire flash recovery area to tape.

How It Works

This recipe first creates a channel based on tape. A lot of details have been omitted here on the
channel allocation for tape drive. These details rely heavily on the type of media management
library used. We discuss media management libraries used in tape backups in Chapter 18.

After the channel creation, the next command in the script backs the flash recovery area
to tape using a single command. RMAN knows the existence of the various types of files in the
flash recovery area. After the backup to tape, RMAN marks the backed-up files as redundant
and as candidates for deletion in the event that space needs to be freed. For instance, suppose
your retention policy is that only one version of a backup is to be retained, and the backup of
the files in the flash recovery area are themselves backed up to tape. Those backup files will be
made obsolete. If there is no room on the flash recovery area and new backups need space,
Oracle deletes those obsolete backup files since they are already available on the tape.
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3-16. Sizing the Flash Recovery Area
Problem

While setting up the flash recovery area, you have to specify its size. If you specify a very low
setting, backups will fail, and a high setting will waste space without adding a real value. How
can you determine the correct size?

Solution

Sizing the flash recovery area is a rather complex topic, and getting to a reasonable size will
require some analysis on your part. In this recipe, you will see how to use a worksheet to arrive
at the optimal size of the flash recovery area for your database.

Here are the different files you are concerned with:

* Copy of all datafiles

* Incremental backups, as used by your chosen backup strategy

 Flashback logs (if enabled)

e Online redo logs

¢ Archived redo logs not yet backed up to tape

 Control files

¢ Control file autobackups (which include copies of the control file and spfile)

Since flashback logs are created only when the database runs in flashback mode, we will
not include the space for those in this calculation. Decide how many versions to keep for each
type, and determine how big each version of each file will be. You can get the size of each ver-
sion by watching it for a few days. For instance, if the control file is 10MB, then you can
assume that the control file autobackup will also be 10MB per backup set. For image copies,
the size of the backups will be the same as the size of datafiles. For regular RMAN backups,
you should observe the backup sets for a few days to get an idea about their sizes.

Once you determine the size of each type of file and have decided how many versions you
should keep, you are ready for the next step. In this step, you decide what type of backup you
will use. Your choices are as follows:

Regular RMAN backups: You back up incrementally (Level 1) every day and create a full
backup (Level 0) at a longer frequency, say once a week. In this case, you will need to keep
at least the prior Level 0 backup and all the Level 1 backups until the next Level 0 backup.
However, you must keep the first Level 0 backup intact until the second Level 0 backup
successfully completes. If the second Level 0 backup fails, you will need the first one to
recover. For archived redo logs, you can back up and delete them after you create an
incremental Level 1 backup. So, here is the minimum number of files you should plan for:

* Two copies of Level 0 backup
» Six days of incremental Level 1 backups

* Two days of archived redo logs
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Of course, these are minimums. If you plan to have redundancy in the backups or you
plan to retain longer for the purpose of doing a point-in-time recovery, you will need
more space for more files, and you'll need to increase the numbers given here to values
appropriate for your plans.

RMAN image copies: The frequency is similar to the regular backup option. You'll take a
Level 0 backup every week and a Level 1 backup every day. Again, here are the minimum
files counts:

* Two copies of Level 0 backup
» Six days of incremental Level 1 backups
* Two days of archived redo logs

RMAN image copies with the merge backup option: Here you can take an incremental
backup every day but merge that with the Level 0 backup already present. This option
does not need the incremental backups to be kept, since they are merged with the Level 0
backup. You need space for only one incremental backup and only one Level 0 backup.
Here are the minimum quantities of files that you need to keep:

* One Level 0 image copy
*One incremental Level 1 backup
* Two days of archived redo logs

Once you decide the exact alternative to choose from the preceding list, figure out the size

of the following components:

RMAN regular backup set Level 0 backup: You can get the size of this component by
watching the space it takes from one RMAN run. Since RMAN regular backups skip the
unused blocks, the size will be less than the total database size, and you can determine
that by watching a Level 0 backup set. Assume it’s 2,500GB.

RMAN image copies: Getting the size of these files is simple. Just add up the size of all the
datafiles. The following query shows it:

SQL> select sum(bytes)/1024/1024
2 from dba_data files;

SUM(BYTES)/1024/1024

3188263.55

Now you know that each Level 0 image copy of the database takes about 3,188,263.55MB,
or 3TB.
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RMAN incremental Level 1 backup: This is something you have to determine by watching
how big each incremental Level 1 takes. Assume it's 200GB.

Archived redo logs for a day: You can get the total size of the archived redo logs generated
and the count by issuing the following query:

select count(1), avg(blocks*block size)/1024 MB
from v$archived log
where completion time between sysdate-1 and sysdate

Suppose the output comes back as follows:

COUNT(1) MB

10 103657472

From the output, you know every day the database generates about ten archived redo logs

of the total size 103,657,472KB, or about 100GB.

Size of the control file: Assume it to be 200MB for this example’s purposes.

Taking the numbers you've come up, you can use the worksheet shown in Table 3-6 to
arrive at the size of the flash recovery area.

Table 3-6. Worksheet to Calculate the Size of the FRA

Type

Size per File
or Set

Total per Cycle
(Week)

Total

Description

Full backup set

Image copies

Archived redo logs

Incremental copy

Put how many of the Level 0
backup sets are required and
the size of each.

If you use image copies
instead of backup sets, use
this instead.

Calculate how many archived
redo logs are needed. If you
take a daily incremental Level
1 or Level 0 backup, you need
about two days of archived
redo logs. Remember, this is
the archived redo log backups,
not the archived redo logs
themselves.

Size of incremental Level 1

of the datafiles RMAN backup.

Control file Put the size of the control file
autobackup autobackup.

Total space required Count the sum of the space

needed.
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How It Works

Sizing a flash recovery area is simple in concept. Decide on a backup strategy. Work through
each file type to determine how much flash recovery space each file type needs. Total every-
thing up. Allocate that amount of space. The key to success is to carefully think through the
details.

By the way, in this recipe we have assumed that the flash recovery area to be sized will be
used for only one database. If you have more than database to back up to the same area, cal-
culate the space for each database, and sum the resulting values to arrive at a size that will
suffice for a combined flash recovery area serving all the databases.

Tables 3-7 through 3-9 show several working examples of our sizing worksheet. There’s
one example for each of the three backup strategies that we listed earlier in the solution sec-
tion. Our file sizes and counts won't match yours of course, but you can see how the different
values in the worksheets ultimately lead to a size recommendation for the flash recovery area.

Table 3-7. Sizing the FRA for Regular RMAN Backup

Type Size per File  Total per Cycle Total Description

or Set (Week)

Full backup set 2,500 2 5,000 We need 2 Level 0 backups per
cycle, that is, a week.

Image copies 0 0 0 We take RMAN backup sets in
this option, so this is not
required.

Archived redo logs 100 2 200 Two days worth of archived
redo logs backup.

Incremental copy 200 6 600

of the datafiles

Control file autobackup 0.20 7 1.40

Total space required 5,801.40

Table 3-8. Sizing the FRA for RMAN Image Backup

Type Size per File  Total per Cycle Total Description
or Set (Week)

Full backup set 0 0 0 We use image copies, so this
is zero.

Image copies 3,000 2 6,000 We need 2 Level 0 backups per
cycle, that is, a week.

Archived redo logs 100 2 200 Two days worth of archived
redo logs backup.

Incremental copy 200 6 600

of the datafiles

Control file autobackup 0.20 7 1.40

Total space required 6,801.40
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Table 3-9. Sizing the FRA for RMAN Image Backup with Merge

USING THE FLASH RECOVERY AREA

Type Size per File

or Set

Total per Cycle  Total
(Week)

Description

Full backup set 0

Image copies 3,000

Archived redo logs 100

Incremental copy 200

Control file autobackup 0.20

Total space required

0 0

1 3,000

2 200

1 200

3,400.40

We use image copies, so this
is zero.

We need only one Level 0
backup per cycle, that is, a
week, which is updated
every day by merging the
incremental.

Two days worth of archived
redo logs backup.

Since we merge the Level 1
incremental backups with the
Level 0 one, we will not need
six of them; only one will be
present at any point.

There is no need to control file
backups since each day the
incremental is merged with
the Level 0.
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CHAPTER 4

Using RMAN

You can start using RMAN to back up and recover your databases with very little fanfare.
When you install the Oracle server software, you'll automatically install RMAN as well. You
only absolutely need two things to start using RMAN: the database you want to back up
(referred to as the target database) and the RMAN client, which is the interface you use to
interact with the RMAN server processes that perform the actual backup and recovery tasks.

When you use RMAN to back up and recover your database files and objects, you use the
RMAN client to interact with the database. The RMAN client interprets the RMAN commands
you issue and starts up the necessary server sessions to process those commands. The term
RMAN repository refers to the record of RMAN metadata about all backup and recovery
actions on the target database. RMAN relies on this metadata when it performs backup and
recovery operations.

By default, RMAN always stores a copy of the RMAN repository in the target database’s
control file. Optionally, you can also use a recovery catalog for long-term storage of the RMAN
repository. Whenever there is a change in the database structure, archived redo logs, or back-
ups, RMAN updates the recovery catalog with the new information from the target database
control file. This way, you have an alternate source for the all-important RMAN repository
data if you lose or can't access the control file of the target database. In addition, the recovery
catalog provides a long-term storage capacity for all RMAN backup and recovery information,
whereas such older data is liable to be overwritten in the control file. The recovery catalog
exists as a separate database schema, located ideally in a database separate from the target
database(s). You can simplify your RMAN administration by using a single recovery catalog for
all your Oracle databases.

You start up the RMAN client using the RMAN executable rman, which you'll find in the
$ORACLE_HOME/bin directory. In addition to the rman executable, RMAN also comes with
two other internal components: one a set of PL/SQL procedures in the target database and the
other a file named recover.bsq. RMAN turns the backup and recovery commands you issue
into PL/SQL procedure calls using the recover.bsq file to construct the calls. After you start the
RMAN client, you must log in using either operating system credentials or database authenti-
cation. After logging in, you can issue backup and recovery instructions either by entering
RMAN commands at the command line or by executing a script file that contains RMAN com-
mands. You can also issue several types of SQL commands from the RMAN command line.
After you finish your backup and recovery session, you exit the RMAN client.

In addition to the target database and the RMAN client, the RMAN environment can have
other optional elements. If you follow the Oracle’s backup and recovery recommendations
(see Chapter 1), you may also have a flash recovery area. In addition, you must have a media
management layer (MML) to interact with tape drives, since RMAN can’t work directly with
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the tape drives. RMAN can use either a third-party MML or Oracle’s own backup and recovery
offering, called Oracle Secure Backup. The MML accesses and controls the tape libraries and
manages the loading and unloading of tapes.

Finally, if you plan on working with several databases, it may be a smart idea to use an
RMAN catalog database, which is a separate Oracle database dedicated to storing the recovery
catalog. Although the recovery catalog isn’t mandatory, it provides two important advantages
over using the database control file to store the RMAN metadata relating to backup and recov-
ery activity: you can store vastly greater amounts of data in the recovery catalog as compared
to a control file, and you can store RMAN scripts inside the recovery catalog. By default, all
RMAN-related records in the target database’s control file are overwritten after seven days, but
you can control the length of retention by setting a higher value for the initialization parame-
ter control file record keep time.

One may argue that since the control file can record all of RMAN’s metadata, there is no
need to create and manage a separate recovery catalog database to store RMAN metadata.
However, consider a situation where you lose all your control file copies at once. You can, of
course, rebuild the control file quickly using the output of a recent alter database backup
controlfile to trace command. However, when you re-create the control file using the out-
put of that command, the one thing you do not get back is all the RMAN metadata that used to
be stored in the control file! This and the fact that Oracle may always overwrite even useful
RMAN metadata in the control file means you should seriously consider using the recovery
catalog. Oracle recommends using a recovery catalog in order to provide redundancy for your
RMAN metadata. Chapter 6 discusses the recovery catalog in detail.

4-1. Starting the RMAN Client

Problem
You want to start working with the RMAN tool and need to use the RMAN client.

Solution

Invoke the RMAN executable, which is named rman, in order to start the RMAN client. The
RMAN executable file is always in the SORACLE_HOME/bin directory. If you've set your
ORACLE_HOME environment variable, you'll be able to invoke RMAN from any directory
by simply entering the command rman at the command prompt:

$ rman
Recovery Manager: Release 11.1.0.1.0 - Beta on Mon Apr 2 06:31:11 2007
Copyright (c) 1982, 2005, Oracle. All rights reserved.

RMAN>

When the RMAN prompt is displayed, you aren’t connected to a target database or the
recovery catalog. You must of course connect to the target database, the recovery catalog, or
the auxiliary database (or sometimes all of them) to perform backup and recovery tasks. Once
you finish working with RMAN, you shut down the Recovery Manager by using the command
exit at the RMAN prompt:

RMAN> exit
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You can also use the quit command to terminate your RMAN session, as shown here:

RMAN> quit

How It Works

The command rman starts the RMAN client. Once the RMAN prompt is displayed, you can
choose to connect to the target database, the recovery catalog, or an auxiliary database. If you
issue any RMAN command at this stage, RMAN will use the RMAN repository in the default
nocatalog mode. You can't use the connect catalog command to connect to the recovery cata-
log after having issued RMAN commands in the nocatalog mode—you must first exit RMAN
before you can restart and make a connection to the recovery catalog.

Even if you've set the Oracle-specific operating system environment variables correctly,
you may find that absolutely nothing happens when you execute the rman command, as
shown in the previous example. If you have a problem with starting the client, simply specify
the complete path to the RMAN executable when you invoke RMAN:

$ $ORACLE_HOME/bin/rman

The reason you may need to specify the full path names is that in some operating sys-
tems, the command rman may be pointing not to the Recovery Manager executable but to
another executable on Linux with an identical name (rman). You can verify whether that’s the
case by issuing the which command in Linux (and Unix), which tells you which particular ver-
sion of an executable is being executed. For example, the following command will reveal the
exact RMAN executable that’s executed:

$ which rman
/usr/bin/X11/xrman
$

In this case, the executable being shown is in the /usr/bin/X11 directory, and it is a binary
that belongs to the XFree86 operating system. Since XFree86 has nothing to do with Oracle
RMAN, you must use the command $0RACLE_HOME/bin/rman to invoke Oracle’s RMAN client.
An even easier way to get around this problem would be to place the SORACLE_HOME/bin
location at the beginning of the PATH environmental variable.

4-2.Issuing RMAN Commands

Problem

You'd like to start working with RMAN and issue the various RMAN commands to back up
your database and to manage those backups.

Solution

RMAN uses a free-form command language. Each RMAN command statement starts with a
keyword, is followed by specific arguments, and ends with a semicolon. A command can be
one line or multiple lines. For example, the following single-line command initiates a backup
of the target database:

RMAN> backup database;
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If you enter a partial command and hit Enter, RMAN will prompt you to continue the
input and provides a line number as well. In the following example, the command requests
RMAN to back up the database along with its control file:

RMAN> backup database
2> include current
3> controlfile
4> ;

You can add comments to your RMAN commands, which makes it easy to follow the logic
of your RMAN commands when you use several of them inside a command file (we discuss
RMAN command files later in this chapter). Each comment must be preceded by the # sign.
Here’s an example of an RMAN command file that performs an incremental backup of the
database:

# this command will be run daily

backup incremental level 1

for recover of copy # uses incrementally updated backups
database;

How It Works

When you begin entering a command, RMAN buffers every line that you enter until you end a
line with a semicolon. Any text on a line following a # sign is considered commentary and is
ignored. When you enter the terminating semicolon, RMAN executes the command that
you've entered. Although you aren’t supposed to use reserved keywords as part of the argu-
ments you supply to RMAN commands, you can, if you want, use reserved keywords by simply
enclosing them within double quotes, as shown in the following example, which allocates an
RMAN channel named backup (which is an RMAN reserved word):

RMAN> allocate channel 'backup' device type disk;

In general, it’s probably best to avoid using RMAN keywords for things such as channel
names.

4-3. Saving RMAN Output to a Text File
Problem

You want to save the output of an RMAN session to a text file.

Solution

You can save RMAN output to a text file by issuing the spool command and specifying the
name of the log file. You don’t have to create the log file beforehand. Here’s an example show-
ing how to use the spool command:

spool log to '/tmp/rman/backuplog.f';
backup datafile 1;
spool log off;
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RMAN will create the log file if it doesn't already exist. If a file with the same name exists,
RMAN will overwrite the older file.

How It Works

The spool command works the same way as it does in SQL*Plus. If the file with the same name
you specify already exists, RMAN will overwrite the file, unless you specify the append option.
For example:

spool log to '/tmp/rman/backuplog.f' append.

The previous spool command will add the new contents to the end of the log file named
backuplog.

4-4. Logging Command-Line RMAN Output
Problem

You want to log the output of RMAN commands you issue in command-line mode.

Solution

If you want RMAN to log all its output when you use RMAN from the operating system com-
mand line, just add the keyword log to the command line, and supply the name of the log file
to use. For example:

$ rman target / cmdfile commandfilel.rcv log /u01/app/oracle/outfile.txt

In this case, RMAN will write the output of the RMAN commands in the command file
named commandfile.rcv to the log file outfile.txt. If you later want to run another set of RMAN
commands and want to append the log messages to the same log file, you can do this by using
the append option along with the log option. Here’s an example:

$ rman target / cmdfile commandfile2.rcv log /u01/app/oracle/outfile.txt append

The previous command will append the output from executing the command file com-
mandfile2.rcv to the text file outfile.txt.

How It Works

The command-line argument log causes RMAN to send all its output to the log file you spec-
ify. Failure to add the keyword append when referring to an already existing log file will result in
the overwriting of that older log file.

If you are running RMAN interactively and you want to see output on your terminal
screen as well as have it written to a log file, you can take advantage of the Unix/Linux tee
command. The tee command sends output both to a text file and to the terminal. Here’s how
you use the tee command:

$ rman | tee rman.log
RMAN>
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Allis not lost if you don't specify a log file to capture the RMAN output. The view
V$RMAN_OUTPUT returns detailed information about RMAN jobs in progress. For example,
if your media manager runs into a problem with a tape drive, RMAN records the associated
error messages in VSRMAN_OUTPUT and also outputs the message to the terminal or to a log
file. As with all dynamic performance views, the contents of the VERMAN_OUTPUT view are
refreshed when you restart the database. The VS RMAN_STATUS view contains information
about completed RMAN jobs as well as all RMAN jobs in progress.

4-5. Connecting to a Target Database from the RMAN Prompt
Problem

You want to connect to your target database from the RMAN prompt.

Solution

After you invoke the RMAN client, you can connect to a target database from the RMAN
prompt in order to perform backup and recovery tasks. A target database is the database
where you want to perform RMAN backup or recovery actions. You can connect only to a sin-
gle target database at a time. You can connect with operating system authentication, or you
can connect by validating your password against a password file. You must have the sysdba
privilege to connect to the target database. However, you do not use the as sysdba clause that
you have to use in SQL*Plus when connecting to a database with sysdba privileges. RMAN
automatically expects that you have the sysdba privilege and attempts the database connec-
tion with that privilege.

You can connect to a target database either by using an operating system authentication
method or by supplying the database credentials (provided you use a password file). Here’s an
example showing how to make a connection using operating system authentication (first
make sure you have set the correct ORACLE_SID variable):

$ rman

RMAN> connect target /

Connected to target database: NINA (DBID=922224687)
RMAN>

And here’s an example showing how to log in using a database username and password
that are authenticated against the password file:

$ rman
Recovery Manager: Release 11.1.0.1.0 - Beta on Mon Apr 2 08:31:11 2007
Copyright (c) 1982, 2005, Oracle. All rights reserved.

RMAN> connect target sys/sammyl@nina

This method of connection is also called the Oracle Net password file authentication
method.
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How It Works

To use operating system authentication rather than database authorization to connect to a
target database, you must first set your environment correctly so that the ORACLE_SID points
to the correct database. Having done that, you can specify target / to connect to the target
database. As long as you belong to the dba group in Unix/Linux or to the ora_dba group on
Windows, you can connect to the database without specifying a username and password.
When you're using password file authentication, the keyword target must specify a data-
base connection string, such as target sys/sammyyi@mydb. If you want to make a privileged
database connection from RMAN, you must have already created an Oracle password file. The
username and password that you give to RMAN must match those recorded in the password file.

Note See the sidebar “Creating an Oracle Password File” for help creating such a file.

CREATING AN ORACLE PASSWORD FILE

You can easily create an Oracle password file with the help of the orapwd utility. Just type orapwd at the
operating system command line to view the syntax of the command:

$ orapwd
Usage: orapwd file=<fname> password=<password> entries=<users> force=<y/n>
ignorecase=<y/n> nosysdba=<y/n>

where
file - name of password file (required),
password - password for SYS (required),
entries - maximum number of distinct DBA (required),
force - whether to overwrite existing file (optional),
ignorecase - passwords are case-insensitive (optional),
nosysdba - whether to shut out the SYSDBA logon (optional Database Vault only).

There must be no spaces around the equal-to (=) character.
5

Of the six options for the orapwd utility, the file, password, and entries options are mandatory.
You can create a simple Oracle password file using the following syntax:

$ orapwd file=mydb pwd password=sammyyl entries=20

This command will create an Oracle password file. The default location for the password file is the
$ORACLE_HOME/dbs directory. Once you create the password file, edit your init.ora file or your spfile in the
following manner:

remote login passwordfile = 'EXCLUSIVE'

Once your restart your database after this, you’ll be able to log in as the sys user.
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4-6. Connecting to a Target Database from the Operating
System Command Line

Problem

You want to invoke the RMAN client and connect to the target database from the operating
system command line.

Solution

You can make a connection to the target database from the operating system by using the
same two methods of connection you use to connect to a target database from within RMAN.
That is, you can use either operating system authentication or Oracle Net authentication.

Here’s an example showing how to connect to a target database from the command line
using operating system authentication:

$ rman target /

You can also connect to the target database from the command line using Oracle Net
password file authentication, as shown here:

% rman target sys/<sys password>@trgt

How It Works

Once you see the RMAN prompt, you're ready to issue the RMAN commands. RMAN always
attempts a database connection assuming you are connecting with the sysdba privilege. If
you're having problems connecting to a target database, first check that you can connect to
the database from SQL*Plus using the sysdba privilege, as shown in this example:

SOL> connect sys/<sys password>@trgt as sysdba

4-7. Executing Operating System Commands from
Within RMAN

Problem

You've invoked the RMAN client, and now you need to issue some operating system commands.

Solution

Use the RMAN command host to invoke an operating system subshell. You can execute this
command in two ways: you can issue it from the RMAN prompt, or you can execute it from
inside a run block, which is a group of RMAN commands executed as a single unit. If you issue
the host command stand-alone, without any parameters, RMAN will take you to the operating
system command line. Thus, the host command works the same in RMAN as it does from
within SQL*Plus. If you issue the command host followed by a valid operating system com-
mand as a parameter, then RMAN will execute that operating system command and continue
to process the rest of the commands in the run block, if there are any.
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In the following example, we use the host command to list all files ending with dbf, after
backing up a datafile from the RMAN prompt:

RMAN> shutdown immediate;

RMAN> startup mount;

RMAN> backup datafile '/u01/app/oracle/oradata/targ/systemoi.dbf’
format '/tmp/systemo1l.dbf';

RMAN> host 'ls -1 /tmp/*dbf';

RMAN> alter database open;

The following example uses the host command with no parameters to temporarily escape
to the operating system level during an interactive RMAN session:

RMAN> backup datafile 3 format '/u01/app/oracle/oradata/targ db/dbsol.cpy';
RMAN> host;
$ 1s $ORACLE_HOME/oradata/dbso1.cpy
/net/oracle/oradata/dbso1.cpy
$ exit
RMAN>

How It Works

As you can see in the two examples, you can use the host command with or without an oper-
ating system command as a parameter. If you run the host command as part of a series of
RMAN commands, RMAN executes the host command and continues with the rest of the
commands. When you execute the host command by itself, RMAN displays the operating
system command prompt and resumes after you exit the command-line subshell.

4-8. Scripting RMAN
Problem

You want to automate an RMAN process by executing a set of commands that you've placed
into a script file. You don’t want to type each command one at a time. You want to start the
entire sequence of commands and walk away while they execute. You may even want to exe-
cute your script periodically via a job scheduler such as cron.

Solution

It's common practice to include RMAN backup scripts within an operating system shell script.
Doing so allows you to schedule your backup jobs via cron to run automatically. The following
is an example of an operating system shell script to back up a database. The script executes
various RMAN backup commands to perform an incremental backup of a database as well as
delete all expired archivelogs.

Notice the <<- EOF notation in lines 2 and 5 and the corresponding EOF markers in lines 4
and 18. Use <<- EOF to tell the shell interpreter that input to the command in question is to be
read from the shell script file until an EOF marker is encountered. You can replace the letters
EOF with any sequence that you like, but you really should stick with the universally recog-
nized convention of EOF.
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#!/bin/ksh

export ORACLE_SID=$1

rman target / catalog rman/rman@rcat > ${LOGFILE} <<- EOF
sql 'alter system archive log current';

change archivelog all crosscheck;

allocate channel for maintenance type disk;

delete noprompt expired archivelog all;

run {

allocate channel ch1l type disk format
'${BACKUP_DIR}/%d level${LEVEL} ${TIMESTAMP} %s U%U.bak';

W 0 ~N OO Ul B W N

10 set limit channel ch1 kbytes=2000000;

11 backup incremental level ${LEVEL} (database);
12 release channel chi;

13 resync catalog;

14 }

15 EOF

When this script executes, whether it is run from the command line or fired off as a cron
job, the script will start up RMAN, connect to the target database, and execute the commands
to back up that database.

Alternatively, you can write RMAN files that are sequences of RMAN commands. Then
you can invoke RMAN from the command line to execute those files. For example, suppose
you have a file called full_backup.rman consisting of the following run block:

run {
allocate channel d1 type disk;
backup full database format '/export/rman/rman %n %T %s %p.bus';

}

You can then invoke RMAN from the operating system command line to execute this file
as follows:

$ rman target / @full backup.rman

The use of @ followed immediately by the filename causes RMAN to read and execute
commands from the specified file.

How It Works

The full benefits of RMAN come when you use it to automate your backup and recovery tasks.
Key to doing that is the ability to define sequences of commands that you can execute on
demand or on a regular schedule. The solution section shows two general approaches you
can take:

* You can embed your RMAN scripts within shell scripts. The advantage here is that you
have all commands—both shell and RMAN commands—in one place.

¢ You can place your RMAN scripts into their own files. This approach works on non-Unix
systems, such as Windows. It also enables you to execute those files interactively from
the RMAN client.


mailto:@full_backup.rman

CHAPTER 4 " USING RMAN

The solution shows @ as a command-line parameter to RMAN. You can also use @ from
within RMAN to interactively execute a file. For example, you can run the following three
scripts to first shut down the database, then perform a full backup of the database, and finally
open the database after the backup is completed:

RMAN> @close database
RMAN> @full_backup.rman
RMAN> @open_database

The @ parameter works from within a run block as well as directly from the RMAN
prompt. You can substitute the command cmdfile for @, but most DBAs use @ because it’s
easier to type and because @ has a long history of being used to invoke scripts in Oracle.

4-9. Executing RMAN Command Files
Problem

You want to automate an RMAN process by executing a set of commands you've placed into a
script file. You don’t want to type each command one at a time. You want to start the entire
sequence of commands and walk away while they execute.

Note This recipe shows you how to execute a file containing just RMAN commands. This differs from the
solution in recipe 4-7, which shows you how to embed RMAN commands in operating system shell scripts.

Solution

Instead of entering each command piecemeal, you can create a command file with a number
of commands and execute the command file. Use the keyword cmdfile to let RMAN know that
it must execute the commands inside the script file command. The individual commands in
the command file will execute as if they were entered from the command line. Here’s an exam-
ple showing how to execute a command file named commandfile.rcv:

$ rman target / cmdfile commandfile.rcv

In this example, the commandfile.rcv file is in the same directory from which you're exe-
cuting the cmdfile command. If the command file is elsewhere, you must provide the
complete path name to access that file. For example:

$ rman target / cmdfile /oracle/dbs/cmd/commandfile.rcv

You can also execute a command file by placing the @ sign in front of the command file,
as shown in the following example:

$ rman target / @commandfile.rcv

You aren’t limited to invoking command files from the command line, though that is very
useful when using cron to automate your work. You also have the option of running command
files interactively from the RMAN prompt:

99


mailto:@full_backup.rman
mailto:@commandfile.rcv

100

CHAPTER 4 © USING RMAN

$ rman target /
RMAN> @commandfile.rcv
RMAN>

This approach is useful when you want to execute a script of RMAN commands and then
do more work from the RMAN command line. After executing the command file, you'll be
back at the RMAN prompt.

Once RMAN finishes executing the contents of the command file you specity, control
returns to RMAN once again, and you'll see the following comment on the screen:

RMAN> **end-of-file**

You'll still be at the RMAN command line after the command file finishes executing.

How It Works

The RMAN session will terminate immediately after the command file finishes executing.
There’s an important difference to be aware of regarding how RMAN reacts to syntax errors in
command files. The difference depends upon whether you invoke RMAN to execute a com-
mand file from the operating system prompt or whether you invoke a command file
interactively from the RMAN prompt. Here’s what you need to know:

* When you run an RMAN file from the operating system line, RMAN will first try to parse
all the RMAN commands in the file. Then RMAN will start executing each in a sequen-
tial fashion. If RMAN encounters any errors at the parse stage or during the execution
phase, it'll immediately exit.

* On the other hand, when you run an RMAN file from the RMAN prompt, RMAN exe-
cutes each command separately and will exit only after it attempts the execution of the
last command in the file.

In addition to executing a command file from the RMAN prompt, you can also call a
command file from within another command file. Use the double at (@) command for that
purpose. When you issue the @ command inside a command file, RMAN will look for the file
specified after the @ command in the same directory that contains the parent command file.
For example:

$ rman @$ORACLE_HOME/rdbms/admin/dba/scripts/cmdi.rman

In this example, the command @@cmd2 . rman is specified within the cmdl.rman command
file. Once you execute the main or parent command file (cmd1.rman), RMAN will look for and
execute the cmd2 command file in the directory SORACLE_HOME/rdbms/admin/dba/scripts/,
the same directory that holds the parent command file. The @ command is useful when you
have a set of related command files, because you can place all those files into one directory and
they can all find each other automatically after that point.
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4-10. Creating Dynamic Command Files
Problem

You want to create dynamic command files that can be used for multiple jobs by passing sub-
stitution variables.

Solution

You can create dynamic shell scripts by using substitution variables in the RMAN command
files inside the shell scripts. You can specify values for use in substitution variables through
the new using clause when calling an RMAN command file. You use the &integer syntax (&1,
&2, and so on) to indicate to which variable your substitution values should be assigned, just
as in SQL*Plus.

Let’s review an example that shows how to create a dynamic backup shell script.

1. Create the RMAN command file that uses two substitution variables:

#backup.cmd

connect target sys/<sys_password>@prodl
run {

backup database

tag &1

format &2

}

exit;

The command file shown here will back up the database using two substitution vari-
ables (&1 and 82), one for the backup tag and the other for the string value in the
format specification.

2. Create the shell script to run the backup command file you created in step 1:

#!/bin/tcsh

# script name: nightly backup.sh

set tag=$argv(1)

set format=$argv(2]

rman @backup.cmd using $tag $format

3. Now that you have created a dynamic shell script, you can specify the arguments for
the tag and format variables on the command line, thus being able to modify them for
different jobs. Here’s an example:

$ nightly backup.sh longterm backup backo420

The example shows how to execute the shell script nightly backup.sh with two dynamic
parameters, longterm_backup (tag) and backo420 (format string).
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How It Works

The ability to use substitution variables in RMAN scripts is new in Oracle Database 11g. The
use of substitution variables in RMAN scripts is similar to the way you specify substitution
variables in operating system and SQL*Plus scripts. Specifying substitution variables lets you
use the same command file by modifying it appropriately for different backup tasks, thus
making the command file dynamic.

4-11. Connecting to an Auxiliary Database
Problem

You need to connect to an auxiliary database to duplicate a database or to perform a table-
space point-in-time recovery.

Solution

You can connect to an auxiliary instance either from the operating system command line or
from the RMAN prompt. To connect to an auxiliary database instance from the operating sys-
tem command line, simply replace the usual keyword target with the keyword auxiliary, as
shown here:

$ rman auxiliary sys/<sys password>@aux

You can also start the RMAN client first and then connect to the auxiliary instance from
the RMAN prompt, as shown in this example:

$ rman
RMAN> connect auxiliary sys/<sys_password>@aux

How It Works

You mostly connect to an auxiliary database to perform a duplicate command or to perform a
tablespace point-in-time recovery (TSPITR) operation. The syntax is the same as for connect-
ing to a target database, except that you specify the keyword auxiliary rather than target.

Note that you can’t connect to the three types of databases—auxiliary, target, and catalog
database—with one connection string once you're working from the RMAN command prompt,
whereas you can connect to all three types from the operating system prompt. Once you're oper-
ating from an RMAN prompt, you have to connect using separate connect commands for each
of the three databases, one after the other, as shown in the following examples:

RMAN> connect target sys/<sys password>@trgt
RMAN> connect catalog rman/<rman_password>@catalog
RMAN> connect auxiliary sys/<sys password>@aux

The following example shows how you can connect to all three types of database in one
go from the operating system command line:

% rman target sys/oracle@trgt catalog rman/cat@catalog auxiliary sys/aux@aux
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Asyou'll see in Chapter 15, when creating a duplicate database, you may not be able to
connect to all three instances at once in this fashion, since the auxiliary database may not be
open and hence may not permit the use of a connection string to connect to it.

4-12. Executing Multiple RMAN Commands As a Single Unit
Problem

When you are setting up the environment for some RMAN backup and recovery commands
from the command line, you'll sometimes need to execute multiple RMAN commands as one
atomic operation. That is, you want all commands to be run sequentially if they are syntactically
correct but want the entire operation to fail if any of the commands in the group aren’t valid.

Solution

You use the RMAN special syntax known as the run block when you want to group a set of
RMAN commands into a block and execute the commands serially. RMAN will treat the entire
set of commands as one single block, which it'll execute sequentially. The series of commands
is enclosed within a beginning and an ending set of curly braces, and the entire set of com-
mands is called a run block.

A common use to which you can put the run block is to override one or more default con-
figuration settings for the duration of a backup job. For instance, you can use a run block to
allocate channels using the allocate command in order to override the automatic channels
that you configured using the configure command. In the following example, the run block
first manually allocates two channels for the disk devices and then backs up the database:

Tun
{
allocate channel t1 device type disk format '/disk1/%U';
allocate channel t2 device type disk format '/disk2/%U';
backup database;

}

Here’s one more example, this time showing how you use the set command to temporar-
ily change the value of a parameter within a run block. Let’s say you configured datafile copies
to three using the following command:

RMAN> configure datafile backup copies for device type sbt to 3;

You can override the default of three copies by using the following run block, where the
set command sets the number of backup copies to only two. You'll thus get two copies of each
datafile and archived log that’s part of the backup.

Tun
{
allocate channel devl device type sbt;
set backup copies = 2;
backup datafile 1,2,3,4,5;
backup archivelog all;
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Once the run block finishes executing, the datafile copies for tape devices will be set to
three again, per your configured settings.

How It Works

You can execute a run block from the RMAN command line by entering each line sequentially,
but it's more common to employ the run block from inside a command file. You can then exe-
cute the command file from the RMAN prompt or use it inside a cron job. The run block is
useful when you want to schedule RMAN jobs, say through the cron facility. Once RMAN
completes checking the syntax of the input lines in the run block, it'll execute each statement
sequentially.

When RMAN encounters the closing brace of a run block, it groups the commands into
one or more job steps and starts executing the job step(s) immediately. Frequently, you use a
run block to override the default configured channels or other parameters for a certain task
and then reset the channels or parameters to their original values before finishing the run
block. RMAN uses the allocate channel and release channel commands to override the
default configured channels for a task. You use the set command to change other parameters.
You can specify the allocate channel and set commands within a run block to override the
default values of key RMAN backup and recovery settings for a particular job.

You can use some RMAN commands only within a run block. These commands, such as
allocate channel and set newname for datafile, are typically used to set the execution envi-
ronment for the other RMAN commands within the run block. Conversely, you can’t use some
of the RMAN commands dealing with configuration and environmental settings within a run
block. For example, you can't use the following commands from within a run block:

connect, configure

create catalog, drop catalog, upgrade catalog
create script, delete script, replace script
list

report

Note that you can use any of the commands listed previously inside a command file, as
long as you don’t enclose them inside a run block. In Chapter 9 you'll learn about storing
RMAN scripts, known as stored scripts, within the recovery catalog. Since all commands inside
a stored script must be enclosed in a run block, it means you can’t use any of the commands
listed here in a stored script as well.

When you invoke an RMAN script, you must do so only within a run block, as shown in
the following example, where the script backup_db is executed using a run block:

run {execute script backup db; }

We discuss RMAN scripting in detail in Chapter 9.

4-13. Issuing SQL Statements from the RMAN Client
Problem

You're using RMAN to issue backup and recovery commands, and you find that you need to
issue some SQL statements as well.
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Solution

It’s easy to execute a SQL statement from RMAN. All you need to do is type the keyword SQL
followed by the actual SQL statement. Make sure you enclose the actual SQL statement inside
single or double quotes. For example:

RMAN> SOL 'alter system archive log all';

You can execute SQL statements from within a run block too. The following run block
restores and then recovers the tablespace tools:

Tun
{
SOL "alter tablespace tools offline immediate";
restore tablespace tools;
recover tablespace tools;
SOL "alter tablespace tools online";

The example shown here illustrates how you can interleave SQL statements and RMAN
commands within a single run block. The first SQL statement takes the tools tablespace
offline. Following this, the two RMAN commands first restore and then recover the tools table-
space. The final SQL statement at the end of the run block brings the tools tablespace online.

How It Works

Usually, you use the RMAN command line or a RMAN script to issue RMAN backup and recov-
ery commands. However, from time to time, you may need to issue some SQL commands
from within the RMAN interface.

Note Although you can issue SQL commands from within RMAN, you are limited to commands that don’t
return data—you can’t issue a select statement from within RMAN.

If you're passing filenames with the SQL string you use from the RMAN prompt, you must
remember to do the following:

* Enclose the entire SQL string in double quotes.
* Enclose the filename in duplicate single quotes.

Here’s an example that shows how to specify a filename in a SQL command issued from
the RMAN prompt. Note the use of fwo single quotes inside the SQL statement:

SOL "create tablespace test1
datafile ''/uO1/app/oracle/oradata/mydb/testo1.dbf"’
size 100m temporary"”;

105



106

CHAPTER 4 © USING RMAN

You can execute PL/SQL blocks in the same manner as SQL statements. Remember that a
block includes the begin and end keywords, as shown here:

SQL 'begin rman.rman_purge; end;';

Similarly, you can execute a PL/SQL block from within a run block, as illustrated for SQL
in recipe 4-13.

4-14. Starting and Shutting Down a Database with RMAN

Problem

You need to start and shut down the Oracle database from the RMAN client during a backup
and recovery-related task.

Solution

You can both shut down and start up a database using the equivalent of the usual SQL*Plus
startup and shutdown commands from the RMAN client. The following sections show how to
issue the startup and shutdown commands from RMAN.

Starting a Database

You can use the startup command with several options. Here’s an example that shows how the
database is opened using the startup command:

RMAN> startup

RMAN enables you to do more with the nomount option, however. In the following exam-
ple, you can see how you can go through all the steps of opening a database—starting the
instance, restoring the control file, mounting the control files, recovering the database, and,
finally, opening the database. The example shows how to restore the control file while con-
nected to the recovery catalog. After restoring the control file, the database is mounted with
the alter database mount command. Next you see the recover command, which is manda-
tory after restoring a control file. Finally, the database is opened with the open resetlogs
option:

RMAN> connect target /

RMAN> connect catalog rman/rman@catdb
RMAN> startup nomount;

RMAN> restore controlfile;

RMAN> alter database mount;

RMAN> recover database;

RMAN> alter database open resetlogs;

The nomount option also comes in handy when you lose your spfile or are forced to start
the instance without a spfile (and any init.ora file). You can then use the nomount option to
start up the database with a dummy parameter file. For example:

set DBID 1296234570;
startup force nomount; # RMAN will start the instance with a dummy parameter file
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Once RMAN starts the database with the dummy parameter file, you can restore the
actual spfile from the autobackup:

restore spfile from autobackup; # restore a server parameter file
startup force; # restart instance with the new server parameter file

After restoring the spfile, you can start the database using that spfile.
You can also use the dba option with the shutdown command to restrict access only to
those users who've been granted the restricted session privilege. Here’s how to do that:

RMAN> startup dba pfile=/tmp/initprodi.ora;

The database is now open, but only users with the restricted session privilege will be
able to connect. Typically, DBAs give the restricted session privilege only to each other. It
gives you a way to do work in the database while ensuring that no business users are con-
nected.

Shutting Down a Database

Issue the shutdown command to close down the database and stop the instance. All the stan-

dard SQL*Plus options you can use with the shutdown command—normal, immediate, abort,
and transactional—have the same effect and meaning when used from within RMAN. Here’s
an example:

RMAN> shutdown immediate;
RMAN> startup mount;
RMAN> backup database;
RMAN> alter database open;

This example shuts down the database, kicking off any current users as soon as their cur-
rently executing SQL statements finish. The database is then backed up and reopened for use.

How It Works

All the shutdown and startup commands shown here pertain only to the target database. You
can't start and stop the recovery catalog instance from RMAN. The only way to start up and
shut down the recovery catalog instance is by connecting to the recovery catalog database as
the target database and by issuing the relevant commands to start or stop the instance.

4-15. Checking the Syntax of RMAN Commands
Problem

You want to check the syntax of your RMAN commands without actually executing the com-
mands.

Solution

To check the syntax of RMAN commands, you must start the RMAN client with the operating sys-
tem command-line argument checksyntax. You can easily check the syntax of commands prior to
their execution either by entering them at the command prompt or by reading in the commands
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through a command file. Here’s how you check the syntax of a single RMAN command (run
{backup database;}) by first starting the RMAN client with the checksyntax argument:

$. /rman checksyntax
Recovery Manager: Release 11.1.0.1.0 - Beta on Mon Apr 2 08:31:11 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.
RMAN> run {backup database;}

The command has no syntax errors
RMAN>

In this example, there were no errors in the syntax of the simple run block, and RMAN
confirms that. You can also use the checksyntax argument to check the syntax of RMAN com-
mands that are part of a command file. Simply specify the checksyntax argument before
invoking the command file that consists of the RMAN commands. In the following example,
the file goodcmdfile contains a couple of restore and recovery commands:

$ rman checksyntax @/tmp/goodcmdfile
Recovery Manager: Release 11.1.0.1.0 - Beta on Mon Apr 2 08:31:11 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.

RMAN> # file with legal syntax
2> restore database;
3> recover database;
4>
The cmdfile has no syntax errors
Recovery Manager complete.

$

You can also open an RMAN session solely for the purpose of checking the syntax of com-
mands that you type interactively:

$ rman checksyntax

An important point about the checksyntax argument is that you can’t use it after starting
RMAN. That is, you can’t include the checksyntax argument from the RMAN command line.
You must pass checksyntax as an argument to the rman command when you start the RMAN
client and without connecting to any target or recovery catalog.

How It Works

When you either execute an RMAN command file by preceding it with the checksyntax argu-
ment or enter any RMAN commands after starting RMAN with the checksyntax argument,
RMAN won't actually execute any RMAN commands. RMAN will check and report only on the
syntax of those commands. If the RMAN commands that you type at the command line or that
you include as part of a command file have no errors, you get the “the command (cmdfile) has
no errors” message from RMAN. Otherwise, RMAN will issue an error, as shown in the follow-
ing example:
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$ rman checksyntax @/tmp/badcmdfile
Recovery Manager: Release 11.1.0.1.0 - Beta on Mon Apr 2 08:31:11 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.

RMAN> # file with illegal syntax
RMAN> run (backup database);

RMAN-00571: ===========================================================
RMAN-00569: =============== ERROR MESSAGE STACK FOLLOWS ===============
RMAN-00571: ===============================================s============
RMAN-00558: error encountered while parsing input commands

RMAN-01009: syntax error: found "(": expecting one of: "{"

RMAN-01007: at line 1 column 5 file: standard input

RMAN>

The output of the checksyntax command reveals there is a syntax error in your run block.
The checksyntax command is handy for checking scripts for syntax errors. With RMAN, there’s
no need for a script to fail unexpectedly because you mangled the syntax of a command. If
you're surprised by an error, it’s because you didn’t test with checksyntax first.

4-16. Hiding Passwords When Connecting to RMAN
Problem

You want to hide the database passwords when connecting to the RMAN client.

Solution

One of the easiest ways to prevent others from gleaning sensitive database passwords by look-
ing over your shoulder is simply to never type a password directly at the operating system level
when starting the RMAN client. One approach is to pass only your username on the command
line, letting RMAN prompt for your password:

$ rman target sys@nick
Recovery Manager: Release 11.1.0.1.0 - Beta on Mon Apr 2 08:31:11 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.

target database Password:
connected to target database: NICK (DBID=2561840016)

RMAN>

When RMAN prompts you for the target database password, it won'’t echo the characters
you type to the terminal, and thus your password is safe from prying eyes.

If you're using a command file that employs database credentials (username and password),
you must ensure that the connection string doesn’t get written to any log files that capture the
RMAN output. One good way to prevent the Oracle user password from being captured by an
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RMAN log file is to run command files using the @ command-line option. In the following
example, the command file backup.rman contains the following lines:

connect target sys/syspassword@trgt
backup database;

Execute the backup.rman command file by using the @ option at the command line:
$ rman @backup.rman

When the command file executes, the connect command will make the connection to the
target database using the database credentials you supplied, but it won't reveal the database
password. RMAN replaces the connection credentials (username and password) with an aster-
isk, as shown here:

$ rman
Recovery Manager: Release 11.1.0.1.0 - Beta on Mon Apr 2 08:31:11 2007

Copyright (c) 1982, 2005, Oracle. All rights reserved.

RMAN> connect target *...

In this case, the command file issued a connect target command. That command included
a password. RMAN displays the command, but with an asterisk in place of the password.

How It Works

An important fact to remember is that you'll be exposing the database credentials when you

connect to RMAN from the operating system command line. For example, a scan of the Unix
processes using ps -ef will reveal any RMAN command lines, including passwords. You can

avoid this problem by always using the connect string from the RMAN prompt to connect to

the recovery catalog, the target database, and the auxiliary database.

Note Anyone with read permissions on the command file containing the connect string with the pass-
word will be able to read that file and obtain the password. For this reason, you should look to secure that
file, limiting read access to only DBAs.

4-17.Identifying RMAN Server Sessions
Problem

RMAN performs all its backup and recovery tasks using server sessions. You want to know
more about these server sessions, such as how many server sessions are created and how to
identify them.

Solution

You can find out the number of RMAN server sessions using this formula:

Number of sessions = C+N+2
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where the following is true:
e (isthe number of channels allocated.

¢ Nis the number of “connect” options used in the allocate channel commands (if no
connect options are used, N has the value of 1).

If you're using a recovery catalog, there are always at least two sessions, one for connect-
ing to the recovery catalog and the other for the default connection to the target database. The
default connection is needed to perform tasks such as applying archived redo logs during a
recovery task.

You can find out exactly who is currently running the RMAN client by issuing a command
such as ps -ef on a Unix system:

$ ps -ef | grep rman

oracle 9255 9012 0 Mari8 pts/4 00:00:01 1rman target /
oracle 6856 6834 2 Mari18 pts/2 00:00:01 1rman target /
$

Having a list of RMAN client sessions like this, you can pick one in which you're inter-
ested. Say that you're interested in the session for process ID 9255. You can then issue the
following command, which will find all the child processes associated with that instance of
the client:

$ ps -ef | grep 9255

oracle 9255 9012 0 Sepl8 pts/4 00:00:01 rman /oracle
/oracle/product/10.2.0/db_1/bin/rman  target /
oracle 92600 9255 0 Sep18 ? 00:00:00 rman oraclenina

(DESCRIPTION=(LOCAL=YES)
(ADDRESS=(PROTOCOL=beq)))
oracle 9255 9012 0 Sepl8 pts/4 00:00:00 rman oraclenina
(DESCRIPTION=(LOCAL=YES)
(ADDRESS=(PROTOCOL=beq)))

To identify the Oracle session ID of the RMAN session, look for the following types of mes-
sages in the RMAN log:

channel ch2: sid=12 devtype=SBT_TAPE

On aWindows server, you can use the Task Manager to identify the RMAN client sessions.
Then you can drill down into associated server processes by clicking the Process tab and click-
ing the relevant server process under the process list.

How It Works

Identifying RMAN server sessions is crucial for tasks such as terminating an unwanted RMAN
session. The best way to terminate an RMAN session that’s executing commands is to simply

use the Ctrl+C combination. You can kill a server session corresponding to an RMAN channel
by executing the SQL statement alter system kill session.
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4-18. Dropping a Database using the RMAN Client
Problem

You are planning to drop a database and want to make sure you drop all the datafiles, online
logs, and control files pertaining to the database. Of course, you can drop a database from
SQL*Plus using the drop database command. However, if you can’t access SQL*Plus, you can
drop a database from RMAN instead.

Solution

Use the drop database command to drop a database from the RMAN prompt. Here are the
steps to follow:

1. Start up the database in mount exclusive mode:

SOL> startup mount exclusive;
Database mounted.
SQL> exit

2. From the RMAN interface, use the following command to drop the database:

RMAN> drop database;
Database name is "NINA" and DBID is 922224687.

3. RMAN will require a confirmation from you that you really do want to drop the data-
base. Respond with yes, if that’s what you intend to do:

Do you really want to drop the database (enter YES or NO)? yes
Database dropped.
RMAN>

Note how RMAN prompts you if you really want to drop the target database. By using the
optional keyword noprompt, you can prevent such a message. However, considering how criti-
cal the dropping of a database is, you may simply ignore the noprompt keyword.

The drop database command drops only the datafiles, the online redo log files, and the
control files. You can get rid of all the backups and copies in one fell swoop by adding the
including backups option to the drop database command:

RMAN> drop database including backups;

Needless to mention, you should use this command with the utmost care.

How It Works

RMAN will ensure that all datafiles, online redo logs, and control files belonging to the data-
base are removed from the operating system file system. Optionally, you can also specify that
all the archive logs, backups, and copies that belong to the database be dropped as well.
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Configuring the
RMAN Environment

To work with RMAN, you must configure several things, such as the default backup type (disk
or tape), the number of channels, and the degree of parallelism. For simple backup tasks, you
probably can get by with RMAN’s default configuration settings. However, for complex jobs
involving sophisticated backup strategies, you need to customize one or more of RMAN’s
configuration settings.

Broadly speaking, you can configure the RMAN environment in two ways:

e Make the configuration settings persistent across different RMAN sessions.
* Manually modify configuration settings for only a particular backup or recovery job.

You can also set different persistent configuration settings for each of the target databases
registered in your recovery catalog if you are using a recovery catalog. Thus, you can configure
different backup retention policies, for example, for different databases. In this chapter, we'll
look at several important recipes that show you how to configure the RMAN backup and recov-
ery environment, including configuring the backup device type, configuring the backup type,
generating the backup filenames, and creating backup retention polices.

Note Chapter 3 discusses configuring the flash recovery area. Configuring RMAN to make backups to a
media manager is an important part of RMAN configuration. We discuss how to configure a media manager
in Chapter 18.

5-1. Showing RMAN Configuration Settings
Problem

You want to see your current RMAN configuration settings. For example, you may be seeing
unexpected RMAN behavior, or you may be encountering performance issues because of how
you've configured RMAN in your environment.
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Solution

Use the RMAN command show to view the current value of one or all of RMAN’s configuration
settings. The show command will let you view the value of a specified RMAN setting. For exam-
ple, the following show command displays whether the autobackup of the control file has been
enabled:

RMAN> show controlfile autobackup;
RMAN configuration parameters are:
CONFIGURE CONTROLFILE AUTOBACKUP OFF;
RMAN>

The show all command displays both settings that you have configured and any default
settings. Any default settings will be displayed with a # default at the end of the line. For
example, the following is the output from executing the show all command:

RMAN> connect target /

RMAN> show all;

RMAN configuration parameters are:

CONFIGURE RETENTION POLICY TO REDUNDANCY 1; # default

CONFIGURE BACKUP OPTIMIZATION OFF; # default

CONFIGURE DEFAULT DEVICE TYPE TO DISK; # default

CONFIGURE CONTROLFILE AUTOBACKUP OFF; # default

CONFIGURE CONTROLFILE AUTOBACKUP FORMAT FOR DEVICE TYPE DISK TO '%F';  # default
CONFIGURE DEVICE TYPE DISK PARALLELISM 1 BACKUPTYPE TO BACKUPSET; # default
CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default
CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default
CONFIGURE MAXSETSIZE TO UNLIMITED; # default

CONFIGURE ENCRYPTION FOR DATABASE OFF; # default

CONFIGURE ENCRYPTION ALGORITHM 'AES128'; # default

CONFIGURE COMPRESSION ALGORITHM 'ZLIB'; # default

CONFIGURE ARCHIVELOG DELETION POLICY TO NONE; # default

CONFIGURE SNAPSHOT CONTROLFILE NAME TO
"C:\ORACLE\PRODUCT\11.2\DB_1\DATABASE\SNCFORCL.ORA"; # default

RMAN>

Table 5-1 lists all the parameters you can use with the show command and describes each
parameter.

Table 5-1. Parameters to RMAN'’s show Command

Parameter Description

all Shows all parameters.

archivelog deletion policy Shows the archivelog deletion policy.
archivelog backup copies Shows the number of archivelog backup copies.
auxname Shows the auxiliary database information.

backup optimization Shows whether optimization is on or off.
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Parameter Description

[auxiliary] channel Shows how the normal channel and auxiliary
channel are configured.

channel for device type [disk | Shows the characteristics of the channel.

<media device>;

controlfile autobackup Shows whether autobackup is on or off.

controlfile autobackup format Shows the format of the autobackup control file.

datafile backup copies Shows the number of datafile backup copies being
kept.

default device type Shows the default type (disk or tape).

retention policy Shows policy for datafile and control file backups
and copies that RMAN marks as obsolete.

encryption algorithm Shows the encryption algorithm currently in use.

encryption for [database | tablespace] Shows the encryption for the database and every
tablespace.

exclude Shows the tablespaces excluded from the backup.

maxsetsize Shows the maximum size for backup sets. The
default is unlimited.

retention policy Shows the policy for datafile and control file
backups and copies that RMAN marks as obsolete.

snapshot controlfile name Shows the snapshot control filename.

compression algorithm Shows the compression algorithm in force. The

default is the ZLIB algorithm.

Note You can also display nondefault RMAN configuration settings by querying the VSRMAN_
CONFIGURATION view.

How It Works

The show command queries the target database control file to retrieve RMAN configuration
settings. Configuration settings are stored in the target database control file regardless of
whether you are using a recovery catalog. Once configured, settings persist until you change
them again. Because RMAN settings are stored in the control file, your target database must
be mounted or open when issuing the show command.

The show all command reveals the present configuration regarding several important
RMAN backup and recovery settings. The following list summarizes the meaning of the most
important of these settings, shown by issuing the show all command:

e configure retention policy to redundancy 1 meansthat RMAN retains only one set
of backup copies.

* configure backup optimization off means that by default RMAN won't skip the back-
ing up of unchanged data blocks in the datafiles.
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e configure default device type to disk means that by default RMAN sends backup
output to a disk drive.

e configure controlfile autobackup off means that by default RMAN doesn’t automati-
cally back up the control files when it performs a backup task.

e configure device type disk parallelism 1 backup type to backupset means that
the default RMAN backup type is a backup set (and not an image copy) and the degree
of parallelism is 1.

e configure datafile backup copies for device type disk to 1 means that by default
RMAN doesn’t make multiple copies of a backup file.

e configure maxsetsize to unlimited means that there’s no limit on the size of a backup
set by default.

e configure encryption for database off means that by default RMAN backups aren't
encrypted.

Notice that the output of the show all command shows the existing RMAN configuration
in the form of RMAN commands to re-create that configuration. Therefore, if you are planning
to use the same type of configuration on a different database, just save the output from the
show all command to a text file that you can then execute from the RMAN command line
after connecting to the target database to which you're planning to migrate those settings.

You can view information about RMAN’s persistent configuration settings by querying the
V$SRMAN_CONFIGURATION view, as shown here:

SOL> select * from v$rman_configuration;

CONF# NAME VALUE
1 RETENTION POLICY TO REDUNDANCY 3
2 BACKUP OPTIMIZATION ON
3 DEFAULT DEVICE TYPE TO sbt_tape
4 CONTROLFILE AUTOBACKUP ON
5 DEVICE TYPE DISK PARALLELISM 2

5 rows selected.

The NAME column in the VSRMAN_CONFIGURATION view shows the type of RMAN
configuration, and the VALUE column shows the present configure command setting for that
type, for example, configure retention policy to redundancy 3.

5-2. Configuring RMAN
Problem

You want to configure RMAN to suit the requirements of the particular backup and recovery
strategy you choose to implement in your organization.
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Solution

You can create or modify any of RMAN’s persistent configuration settings affecting backup
and recovery by using the configure command. The general format of the configure com-
mand is as follows:

RMAN> configure [<parameter> <syntax>];

If you want, you can script an entire set of configuration changes and run it from within a
run block. Alternatively, you may execute the configure command from the RMAN command
prompt in order to change a single parameter at a time. The following example changes many
settings all at once from within a run block:

Tun
{

configure retention policy to 1 redundancy 2;

configure backup optimization off;

configure default device type to disk;

configure controlfile autobackup on;

configure controlfile autobackup format for device type disk to
'/proj/11/backup/%F";

configure device type disk parallelism 2;

configure datafile backup copies for device type disk to 1;

configure archivelog backup copies for device type disk to 1;

configure maxsetsize to unlimited;

configure snapshot controlfile name to '/proj/ii/backup/snapf prodii.f';

}

It’s quite common to specify the configure command within backup and recovery scripts
to change the default settings for one or more RMAN persistent configuration settings.

How It Works

Use the configure command to configure persistent settings for backup, restore, duplication,
and maintenance jobs. Once set, the settings will apply to all future RMAN sessions until you
clear or modify those settings by using the configure command again. RMAN stores the con-
figuration for each of the target databases in that database’s control file. The recovery catalog,
if you're using one, contains the configuration for all the databases that are registered in the
catalog.

You must connect to the target database, which must be in mount or open state, since
RMAN configuration settings are stored in the control file. In Chapter 15, you'll learn about
the configure auxname command, which lets you rename files when you're duplicating data-
bases using RMAN.

5-3. Restoring Default Parameter Settings
Problem

You want to restore RMAN’s default settings after performing a special task that required you
to modify some parameters.
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Solution

If you don't explicitly use the configure command to specify the value of any RMAN parame-
ters, RMAN will use default values for those parameters. By using the configure ... clear
command, you can return an individual configuration setting to its default value, as shown in
the following example:

RMAN> configure backup optimization clear;
RMAN> configure retention policy clear;

The first example shows how to turn off backup optimization, since by default the backup
optimization is set to off. The second example sets the retention policy to the default value of
redundancy 1.

How It Works

You can't clear individual parameters affecting a particular RMAN component by using the
configure ... clear command. For example, you may have configured several options using
the configure channel ... command. However, you can't erase the individual options by
using the configure ... clear command. That is, you can’t run a command such as the fol-
lowing, which attempts to clear only the individual option maxpiecesize:

RMAN> configure channel device type sbt maxpiecesize 100m clear;
However, you can use the following command successfully:
RMAN> configure channel device type sbt clear;

The previous command will clear the permanent setting for the device type and set it
back to the default setting of disk.

5-4. Enabling and Disabling Automatic Control File Backups
Problem

You want to configure RMAN so it automatically backs up the control file and the server
parameter file whenever RMAN repository data in the control file changes, since those
changes critically affect the ability of RMAN to restore the database.

Solution

To enable automatic control file backups, use the autobackup clause with the configure com-
mand as follows:

RMAN> configure controlfile autobackup on;

If for any reason you want to disable automatic control file backups, run the following
command:

RMAN> configure controlfile autobackup off;
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An alternative way to disable automatic control file backups is to clear (see recipe 5-3 for
instructions on clearing configured RMAN settings) the autobackup setting. For example:

RMAN> configure controlfile autobackup clear;

This command will set the control file autobackup to off, which is the default setting.

How It Works

By default, automatic control file backups are disabled. Even when the autobackup feature is
disabled, RMAN will back up the current control file and the server parameter file whenever
any backup command includes datafile 1 from the datafiles that belong to the target database.
In an Oracle database, datafile 1 is always part of the system tablespace, which contains the
data dictionary. You can configure RMAN to automatically back up the control file following
every backup and any database structural change by using the configure command. We highly
recommend you configure automatic control file backups for two reasons:

* To ensure that the critical control file is backed up regularly following a backup or
structural change to the database

¢ To simplify the scripts used to back up your database

Note Oracle recommends you enable the control file autobackup feature if you aren’t using a recovery
catalog.

Once you configure automatic control file backup, RMAN will automatically back up your
target database control file, as well as the current server parameter file, when any of the fol-
lowing events occurs:

* Successful completion of either a backup or copy command
* After acreate catalog command from the RMAN prompt is successfully completed
* Any structural changes to the database modify the contents of the control file

After a backup or copy command completes and the recovery catalog—if you are using
one—is successfully updated, RMAN will then back up the control file to its own backup piece.
In addition, any changes to the physical structure of your database, even if they are made
through SQL*Plus, will trigger a control file autobackup. (For example, the following actions
will trigger an autobackup of the control file: adding a tablespace or datafile, dropping a
datafile, placing a tablespace offline or online, adding an online redo log, and renaming a
datafile.) When automatic backup is triggered by a structural change, an Oracle server process
(not an RMAN process) will automatically create the autobackup of your control file.

Note If you are using a binary server parameter file (spfile), it will also be automatically included in the
control file backup piece.
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Why back up the control file after database structure changes? Having a backup of the
control file that reflects the current physical structure of the database simplifies your recovery
process. Without such a control file, you'll have to re-create your control file using the create
controlfile statement with the updated physical structure of the database.

The autobackup of the control file is independent of any backup of the current control file
that you may make as part of a backup command. The automatic control file backup that fol-
lows a database structural change is always a back up to a disk location. See recipe 5-5 to learn
how to specify that location. Automatic control file back ups that occur after a datafile backup
can be created on disk or on tape, however.

Once you configure autobackup of the control file, RMAN can recover a database even if
the current control file, the recovery catalog, and the server parameter file all turn out to be
inaccessible. The following are the steps RMAN takes in recovering the database:

1. RMAN will first restore the server parameter file from the location where the file was

automatically backed up to by RMAN.

2. RMAN will start the instance with the help of the server parameter file it restored in
step 1.

3. RMAN will restore the control file from the same autobackup.

4. Once the control file is mounted, RMAN will connect to the target database in the
nocatalog mode and use the RMAN repository available in the control file to restore
the data files and then recover the database.

5. At this point, you may re-create a new recovery catalog and register your target data-
bases in it.

6. Finally, RMAN will copy all the RMAN repository records from the target database con-
trol files to the new recovery catalog.

This recovery sequence shows the importance of configuring the autobackup of the con-
trol file.

5-5. Specifying the Autobackup Control File Directory
and Filename

Problem

You've just enabled the autobackup of the control file feature, but you don’t know where the
files are physically being written. You want to ensure that these critical backups are being writ-
ten to a location you know about so that you can maintain and monitor that location.

Solution

You can override where RMAN will write the autobackup control file and its name using the
configure command. For example, the following configure command changes both the direc-
tory where RMAN stores the autobackup of the control file and the filename of the
autobackup:

RMAN> configure controlfile autobackup format
for device type disk to 'c:\rback\prodilautobackup\controlfile %F';



CHAPTER 5 ©° CONFIGURING THE RMAN ENVIRONMENT

To set the directory and file format back to the default value, run this command:
RMAN> configure controlfile autobackup format for device type disk clear;

You can use the command set control file autobackup format, either within a run
block or at the RMAN prompt (the run block has precedence over the RMAN prompt), to over-
ride the configured autobackup format for the duration of an RMAN session.

How It Works

If you have enabled a flashback area as well as the autobackup of the control file, then RMAN
will write the backup to the directory defined for the flashback area. By default, RMAN creates
these files as Oracle managed files.

When specifying a filename as well as a target directory, you must include the format vari-
able %F in the filename. The format variable %F yields a unique combination of the database
ID, day, month, year, and sequence.

When you clear the control file autobackup format for disk as shown in the “Solution” sec-
tion for this recipe, the control file will be backed up to the flash recovery area, provided you
have enabled it first. If you haven’'t enabled a flashback area, RMAN will create the autoback-
ups in an operating system-specific location (§ORACLE_HOME/dbs on Unix and
%ORACLE_HOME%\database on Windows).

You can also configure the autobackup to back up the control file to an automatic storage
management (ASM) disk group, as shown in the following example:

RMAN> configure controlfile autobackup
for device type disk to '+dgroupl/%F';

The control file autobackup will be stored in the disk group +dgroupl when you execute
this configure command.

5-6. Specifying the Snapshot Control Filename and Location
Problem

RMAN occasionally creates a special control file called the snapshot control file. You want to
specify your own name for this file as well as the location for storing it.

Solution

Use the configure snapshot controlfile to ... command to change the snapshot control
filename and the directory in which it is stored:

RMAN> configure snapshot controlfile name to 'c:\rback\prodilsnct.ctl';

To reset the snapshot control filename and location to the default values, use the
configure command as follows:

RMAN> configure snapshot controlfile name clear;
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Use the show command to display the current location of the snapshot control file:

RMAN> show snapshot controlfile name;

RMAN configuration parameters are:

CONFIGURE SNAPSHOT CONTROLFILE NAME TO
"C:\ORACLE\PRODUCT\11.0.1\DB_1\DATABASE\eleven.ORA"; # default

RMAN>

The output of the show snapshot controlfile name command reveals that the current
location, which is actually §ORACLE_HOME\database, is the default location. On a
Linux/Unix system, the default location is the $§ORACLE_HOME/dbs directory.

How It Works

RMAN requires a consistent view of the control file under two circumstances:
* When resynchronizing with the recovery catalog

* When making a backup of the control file

Note Oracle allows only one RMAN session to access the snapshot control file at a time. This ensures
that multiple RMAN sessions do not concurrently write and read from the snapshot control file.

To achieve these two goals, RMAN creates a temporary backup copy of the control file
called the snapshot control file, which enables RMAN to resynchronize with the recovery cata-
log or back up the control file, using a read-consistent version of the control file. The default
location and name of the snapshot control file is operating system dependent. On Windows
XP, the default location is ORACLE_HOME/database, and the default name of the snapshot
control file is of the form SNCF<database name>.ORA. On Unix the default directory is
$ORACLE_HOME/dbs, and the default name is snapcf_<database name>.f.

Note RMAN uses the default snapshot directory and name regardless of whether you have configured a
flash recovery area.

5-7. Specifying the Retention Period for RMAN History
Problem

You're using only a control file, and not the recovery catalog, to record RMAN’s backup and
recovery activity. You want to change the length of time for which the Oracle server will retain
history data in the control file before overwriting it.



CHAPTER 5 ©° CONFIGURING THE RMAN ENVIRONMENT

Solution

Use the control file record keep time initialization parameter to specify the minimum
length of time that RMAN history is saved in the control file before being overwritten. Here’s
an example showing how to set the retention period to 15 days:

SOL> alter system set control file record keep time=15;
System altered.
SoL>

The alter systemstatement in this example specifies that all reusable records in the con-
trol file be kept for at least 15 days before they are eligible for overwriting.

How It Works

The control file contains two types of sections: reusable and nonreusable. The control file
record keep time parameter applies only to the reusable section of the control file. If RMAN
needs to add new backup and recovery-related records to the control file, any records that
expired as per the control file record keep time parameter are overwritten. If there are no
eligible records to be overwritten, the reusable section of the control file (and therefore the
control file itself) expands.

The default value of the control file record keep time parameter is seven days. You can
dynamically change the value of the parameter through the alter systemstatement as shown
in the previous example. The range of values you may use can be anywhere from 0 to 365 days.
If you set the retention time to zero, it means the reusable sections of the control file will not
expand when there aren’t any more empty reusable records and the database starts overwrit-
ing the existing records as and when it needs them.

The Oracle database records all RMAN backup information in the control file, whether
you use a recovery catalog or not. If there is no limit to the number of days that information
can be kept, the control file will keep growing without a limit. To avoid letting the control file
grow without limit, the Oracle database overwrites backup records that are older than a
threshold you specify.

If you choose the default value of seven days for the parameter, for example, any reusable
records older than seven days can be overwritten by the Oracle server when it needs space to
write new history. If no reusable record is old enough to be overwritten and yet more space is
needed for new history, then Oracle will expand the control file’s size. If space limitations pre-
clude the expansion of the control file, Oracle will be forced to overwrite the oldest reusable
record in the control file anyway, even if that record’s age is less than the value of the
control file record keep time parameter.

The control file record time initialization parameter controls the overwriting of only
the circularly reusable records such as the archive log records and the backup records. The
value for the parameter has no bearing on the control file records pertaining to datafiles,
tablespaces, and redo thread records, which are reused only after the relevant object is
dropped from the database. The VSCONTROLFILE_RECORD_SECTION view provides
information about the control file record sections.
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5-8. Configuring the Default Device Type
Problem

You want to change the default backup device from disk to tape or from tape to disk.

Solution

By default, disk is the default device type for all automatic channels. However, you can use the
configure command with the default device type option to make a tape device the default
device type instead. The following example shows how to do this:

RMAN> configure default device type to sbt;

You can use the clear option to return the default device type to disk again:
RMAN> configure default device type clear;

You can also explicitly reset the default device type to disk, as shown here:
RMAN> configure default device type to disk;

Once you configure the default device type to disk, all backups will be made to disk.

How It Works

You can override RMAN’s default device type settings by specifying the backup device type as
a part of the backup command itself, as shown in the following two commands, the first back-
ing up to a tape device and the second to a disk device:

RMAN> backup device type sbt database;
RMAN> backup device type disk database;

When you issue a backup command, RMAN will allocate channels of the default device type
only. For example, let’s say you configure automatic channels for both disk and tape (sbt), but
you set the default device type to disk. When you subsequently issue a backup database com-
mand, RMAN will allocate only a disk channel, and not an sbt channel, for the backup job.

The following example illustrates this point. The first command configures a channel for a
tape device (sbt). The second command sets the default device type to tape (sbt). The third
command backs up the archived logs through the default sbt channel that you set through the
second command. Finally, the last command backs up the database to disk, rather than to the
default tape device (set by the second command). Thus, the backup device type disk ...
command overrides the default device type setting of sbt.

RMAN> configure channel device type

sbt parms="sbt_library=/mediavendor/lib/1ibobk.so
env=(nsr_server=tape svr,nsr_client=oracleclnt,
nsr_group=ora_tapes)';

RMAN> configure default device type to sbt;

RMAN> backup archivelog all;

RMAN> backup device type disk database;
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You can also override RMAN'’s behavior regarding the default device type, which is to
manually allocate a specific channel within the run command, as shown here:

RMAN> run
{
allocate channel c1 device type disk maxpiecesize 1G;
backup database plus archivelog;

}

The previous command will make a backup to disk, even if the default device type is a
tape device.

Here’s an example showing how you can first make a backup to a default disk device and
then back up the resulting backup sets to tape for safekeeping off the premises:

RMAN> run
{

backup database plus archivelog;
backup device type sbt backupset all;

}

You only ever need to worry about overriding the default device type when issuing a
backup command. The default device type is not an issue with the restore command. That’s
because the restore command will allocate channels of both configured device types, no mat-
ter what the default device type is. RMAN works this way because you may be restoring files
from both disk-based and tape-based backups.

5-9. Configuring the Default Backup Type

Problem

You want to change the default backup type to image copies from the default backup type,
which is a backup set.

Solution

The default backup type in RMAN, whether you're backing up to disk or to tape, is a backup set.
You can change the default backup type to an image copy by using the following command:

RMAN> configure device type disk backup type to copy;

You can revert to the original setting of backup set backup type by using either of the fol-
lowing two commands:

RMAN> configure device type disk clear;
RMAN> configure device type disk backup type to backupset;
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How It Works

You have the option to set image copies as your backup type only when making backups to
disk. If you're using a tape device, you don’t have an image copy option—you can make back-
ups only in the form of a backup set when using a tape device.

5-10. Making Compressed Backup Sets the Default
Problem

You want to make compressed backups using RMAN in order to save storage space and reduce
the network traffic.

Solution

By default, all RMAN backups are made in a noncompressed format. You can, however, config-
ure RMAN to make compressed backup sets, both for disk-based as well as for tape-based
backups. Here’s the command for specifying the compression of a disk-based backup:

RMAN> configure device type disk backup type to compressed backupset;

using target database control file instead of recovery catalog

new RMAN configuration parameters:

CONFIGURE DEVICE TYPE DISK BACKUP TYPE TO COMPRESSED BACKUPSET PARALLELISM 1;
new RMAN configuration parameters are successfully stored

RMAN>

And here’s how you specify compression when making backups to a tape device:

RMAN> configure device type sbt backup type to compressed backupset;

new RMAN configuration parameters:

CONFIGURE DEVICE TYPE 'SBT TAPE' BACKUP TYPE TO COMPRESSED BACKUPSET PARALLELISM
1

new RMAN configuration parameters are successfully stored

RMAN>

Both in the case of disk and tape backups, you can revert to the default noncompressed
backup format by omitting the keyword compressed in the two commands shown in this
solution.

How It Works

RMAN uses binary compression to produce compressed backup sets. Since a compressed
backup means fewer bytes are transmitted across the network, it makes it a lot easier for you
to safely schedule a daily backup of the database without adversely affecting other users of
your network. Of course, even compression may not permit you to back up a very large data-
base during the backup window.

When you restore a compressed backup set, RMAN can read the backup set directly,
without having to first uncompress it, thus saving you a considerable amount of time. If you
compress backup sets through some other means, such as the Unix/Linux tar command, then
you'll incur significant overhead in time and in disk space when uncompressing them.
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When using the RMAN compression feature, you can choose among different compres-
sion algorithms. You can query the view VSRMAN_COMPRESSION_ALGORITHM to view the
compression algorithms available to you, as shown here:

SQL> select algorithm_name,algorithm description, is_default
from v$rman_compression_algorithm;

ALGORITHM  ALGORITHM DESCRIPTION IS

ZLIB fast but little worse compression ratio YES
BZIP2 good compression ratio but little slower NO
SQL>

As the query shows, the ZLIB compression algorithm offers speed but not a good com-
pression ratio. The alternate compression algorithm, BZIP2, is slower but provides a better
compression ratio. You can use the show command to check the current compression algo-
rithm in use, as shown here:

RMAN> show compression algorithm;

RMAN configuration parameters are:
CONFIGURE COMPRESSION ALGORITHM 'ZLIB'; # default

RMAN>

Note If you set the compatible initialization parameter to 11.1 or newer, ZLIB will be the default com-
pression algorithm. You can’t choose the compression algorithm if you set the compatible parameter to
anything older than 11.0—-your only option then will be to use the default algorithm, which is BZIP2.

The show command reveals that RMAN is using the ZLIB compression, which also
happens to be the default compression algorithm. You can use the configure compression
algorithm to bzip2 command to switch to the BZIP2 compression algorithm. Remember that
the choice of the compression algorithm is available only in Oracle Database 11g. In earlier
versions of the database, you only have a single choice—the default algorithm BZIP2.

5-11. Configuring Multiple Backup Copies
Problem

You want to initiate a backup (as a backup set) and have RMAN automatically make multiple
copies of the resulting backup sets. You do not want to make any persistent configuration
changes to your RMAN environment.
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Solution

RMAN provides a backup duplexing feature under which you can direct RMAN to make multi-
ple copies of the backup pieces inside a backup set. Using a single backup command, you can
make up to four copies of each backup piece in a backup set on four separate devices. Copy in
this context means an exact copy of each of the backup pieces in a backup set.

You can use the copies parameter with the configure command to specify the duplexing
of backup sets. Here’s an example showing how to use the configure ... backup copies
command:

RMAN> configure datafile backup copies for device type disk to 2;

The configure ... backup copies command shown here specifies that RMAN must make
two copies of each backup piece for all types of backups (archived redo logs, datafiles, control
files) made to a disk device.

You can configure the number of backup set copies for each type of device—disk and
tape—separately. The following example shows how to configure multiple copies when back-
ing up to a tape device:

RMAN> configure datafile backup copies for device type sbt to 2;

Use the format option of the backup command to specify the multiple destinations for the
multiple backups you're making when duplexing backups. With the format option when using
a disk channel, you can specify that multiple copies be sent to different physical disks. For
example, if you want to place one copy of a backup set in three different locations on disk, you
would configure RMAN as follows:

RMAN> configure channel device type disk format '/save1l/%U','/save2/%U','save3/%U';

Note You can’'t make duplex backups to the flash recovery area.

When you next execute a backup command, RMAN will place one copy each of the result-
ing backup piece in the /savel, /save2, and /save3 directories. For tape backups, if your media
manager supports version 2 of the SBT API, RMAN will automatically place each copy on a
separate tape.

How It Works

You can use the configure ... backup copies command to specify how many copies of each
backup piece should be made on a specified type of device. Not only can you specify the num-
ber of copies, but you can also specify the type of backup file, such as datafile, archived redo,
log, or control file. Using the configure command this way specifies a new default level of
duplexing. The original default level of duplexing is set to 1, meaning that RMAN will make
only a single copy of each backup piece.

You must understand that when duplexing backups, RMAN produces multiple identical
copies of each backup piece in a backup set, rather than producing multiple backup sets.
There’s only one backup set with a unique backup set key with multiple copies of its member
backup pieces.
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You can check the current configuration for multiple backup copies by using the show ...
backup copies command. For example, the following command shows the configuration of
the datafile backup copies setting:

RMAN> show datafile backup copies;

RMAN configuration parameters are:

CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE
DISK TO 1; # default

CONFIGURE DATAFILE BACKUP COPIES FOR DEVICE TYPE
SBT _TAPE TO 1; # default

RMAN>

By replacing the keyword datafile with archivelog, you can view the current configuration
for multiple backups of archived logs, as shown here:

RMAN> show archivelog backup copies;

RMAN configuration parameters are:

CONFIGURE ARCHIVELOG BACKUP COPIES FOR DEVICE TYPE DISK TO 1; # default
RMAN>

Note that the backup duplexing feature is limited only to backups made as backup sets—
you can't direct RMAN to make multiple simultaneous copies of image copies—you have to
first make a single image copy before you can make multiple copies of it. Also note that you
can’t use the flash recovery area as one of the destinations for a duplexed copy.

Ideally, you should keep the multiple backup copies on multiple media. For example, say
you want to keep one copy on disk and another on tape. Instead of making persistent configu-
ration changes to make multiple backup copies as shown in this recipe, you can specify the
number of copies only for a specific backup job using the backup copies and set backup
copies commands. Please refer to Chapter 7 to learn how to use the copies parameter in the
set and backup commands to specify multiple copies when using the backup command.

5-12. Skipping Previously Backed Up Files
Problem

You want to use the backup optimization feature of RMAN to save on backup time by making
RMAN skip those files that it has already backed up.

Solution

By default, backup optimization is set to off, meaning RMAN will back up every file, whether
an exactly identical copy was backed up previously or not. You can configure backup opti-
mization by using the following command:

RMAN> configure backup optimization on;

From here on out, RMAN will attempt to avoid backing up files that have already been
backed up to the specified device type.
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How It Works

By enabling backup optimization, you can make RMAN skip those files that it has already
backed up. The backup optimization feature applies to three types of files: datafiles, archived
redo logs, and backup sets. Optimizing backups can lead to a considerable reduction in the
time it takes to back up a database. For the backup optimization to work, you must satisfy
the following conditions after first turning backup optimization on using the configure
command, as described in the “Solution” section of this recipe:

* You must run a backup database, a backup archivelog command with the all or
like options, or the backup backupset all command. You can also execute a backup
backupset all, backup recovery area, backup recovery files, or backup datafilecopy
command.

* You must not mix both disk and sbt channels in the same backup command—all chan-
nels must be of the same type.

You can turn off backup optimization during a particular RMAN session and force RMAN
to back up a file regardless of whether it’s identical to a previously backed up file by specifying
the force option with your backup command, as shown here:

RMAN> backup database force;

By using the force option, you make RMAN back up all the specified files, even if the
backup optimization feature is turned on. To turn off backup configuration on a more perma-
nent basis, use the configure command, as shown here:

RMAN> configure backup optimization off;

RMAN also provides restore optimization, which lets it avoid restoring datafiles wherever
possible. If, after checking a datafile’s file headers, RMAN concludes that the header contains
the correct information and that the data file is in the correct location, it will skip the restora-
tion of that datafile from backup.

Once you configure backup optimization, RMAN will skip backing up previously backed-
up files if they are exactly identical to their previously backed-up versions (that is, if they
haven't changed at all since the last backup). The following example shows the result of trying
to back up the database immediately after a backup of that database was made, assuming
you've turned backup optimization on:

RMAN> backup database;

Starting backup at 09-NOV-06

using channel ORA DISK 2

using channel ORA DISK 1

using channel ORA DISK 3

skipping datafile 1; already backed up 2 time(s
skipping datafile 1; already backed up 2 time(s
skipping datafile 1; already backed up 2 time(s

)
)
)
skipping datafile 1; already backed up 2 time(s)
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skipping datafile 1; already backed up 2 time(s)
finished backup at 09-NOV-06

RMAN>

RMAN uses specific rules for each type of file it backs up to determine whether the file is
identical to a previously backed up version. For example, a datafile must have the same DBID
and checkpoint SCN as a previously backed up file to be deemed identical to it. Similarly, an
archived redo log must have the same DBID, thread, and sequence number as a previously
backed up version, and a backup set must have the same backup set record ID and stamp.

The fact that a datafile, archived redo log, or backup set is identical to a previously backed
up file doesn’'t mean that RMAN will automatically skip backing up that file. When RMAN
detects an identical file, that file initially is deemed only a candidate for optimization. Once
RMAN determines that an identical file (datafile, archived redo log file, or a backup set) has
already been backed up, that file becomes a candidate for backup optimization. RMAN must
consider the retention policy in force at the time and the backup duplexing feature before
determining whether it has sufficient backups on the specified device to let it skip the particu-
lar file.

RMAN uses a backup optimization algorithm to determine whether it should skip backing
up a previously backed up file. The optimization algorithm takes into account two factors: the
retention policy currently in use and RMAN'’s backup duplexing feature. The rules specified by
the optimization algorithm vary, depending on the type of file or whether you're dealing with
the backing up of a backup set. We summarize the rules of the optimization algorithm for
datafiles, archived redo logs, and backup sets in the following sections.

Datafiles

The key determinant of how RMAN decides to treat the backup optimization issue for a
datafile depends on whether you have a retention policy in use and, if so, the type of retention
policy in effect. Here’s a brief summary of how RMAN approaches backup optimization under
different circumstances.

e If you're using a recovery window-based retention policy, then the backup media type
determines whether RMAN will skip a datafile. If you are making tape backups, RMAN
will make another backup of a datafile even if it has a backup of an identical file, if the
latest backup is older than the configured recovery window. That is, RMAN ignores the
backup optimization policy you've configured. For example, let’s say today’s date is
April 1, and we're dealing with the backup of a read-only tablespace whose contents
don’t change by definition. If the last backup of this read-only tablespace was made on
March 15 and you have configured a recovery window of seven days, it means that the
backup is older than the recovery window. RMAN will make another backup of that
tablespace, even though its contents haven’t changed a bit. If you're backing up to disk
instead, RMAN will not back up a datafile if the backup of an identical file is already on
disk. It doesn’t matter whether the latest disk backup is older than the beginning of
RMAN'’s recovery window.

e If you're using a redundancy-based retention policy (and, say, the redundancy is set to
r), RMAN will skip backing up a file if n (defined as r+1) copies of an identical file exist
on the specified device, whether it’s disk or tape.
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e If you don’t have a retention policy in effect, RMAN skips a backup if » number of
copies of that file exist on the specified backup device. RMAN determines the value of n
in the following order of precedence, with higher values on the list overriding the lower
values:

1. The number of backup copies when using the backup ... copies n command
2. The number of backup copies when using the set backup copies n command

3. The number of backup copies configured by using the configure datafile backup
copies for device type ... to ncommand

4. n=1
Accordingly, if the number of backup copies is set to the default number of 1, after you

make two identical copies of a datafile, RMAN will skip that datafile in future backups.

Archived Redo Logs

In the case of archived redo logs, RMAN will determine the value of n according the following
order of precedence and will skip backing up a file if at least n backups already exist on the
specified device:

1. The number of backup copies when using the backup ... copies ncommand
2. The number of backup copies when using the set backup copies n command

3. The number of backup copies configured by using the configure datafile backup

copies for device type ... to ncommand
4, n=1
Suppose the value of n in your backup ... copies command is 2 and you issue the follow-

ing command first:
RMAN> backup device type sbt copies 3 archivelog all;
Let’s say you turn on backup optimization some time later with the following command:
RMAN> configure backup optimization on;
Issue the following command to back up the archived redo logs:
RMAN> backup device type sbt copies 2 archivelog all;

RMAN will set the value of 7 to 2 in this case, and RMAN will back up only those archivelogs
that haven’t been backed up more than twice. That is, all archived redo logs that were backed up
by the very first backup command will be skipped during the second backup command. However,
RMAN will make two copies of any archived redo logs produced subsequent to the first backup
when you issue the second backup command.

Backup Sets

RMAN uses the following order of precedence to determine rn, which is the number of copies
of a backup set that must already exist if RMAN is to skip backing up that backup set:
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1. The number of backup copies when using the backup ... copies ncommand
2. The number of backup copies when using the set backup copies n command

By default, n = 1. To be considered eligible for backup optimization, a backup set must
have an identical record ID and stamp as another existing backup set.

Caution Media managers may have their own expiration policies. Therefore, RMAN may sometimes skip
a backup according to its optimization algorithm, but the media manager may have already discarded the
older backup stored to tape that formed the basis for RMAN’s decision to skip the backup. To avoid a dis-
crepancy between RMAN’s metadata and that of a media manager, you must issue the crosscheck
command frequently to synchronize the RMAN repository with the media manager’s metadata.

5-13. Specifying Backup Piece Filenames
Problem

You want to specify your own names for RMAN backup pieces.

Solution

You can specify your own meaningful names for backup pieces using the format option in the
backup command. You can provide substitution variables for use in the generation of unique
filenames for image copies and backup pieces.

Here’s how you incorporate the format parameter within a backup command when using
backup pieces:

RMAN> backup tablespace users format = '/tmp/users %u%pkc';

RMAN uses the substitution variables you provide to create meaningful names for the
backup pieces.

How It Works

If you don't use the format option within your backup command to generate names for the
backup pieces, RMAN will automatically generate a unique name for each of those backups in
the default backup location. If you're using a media manager, check your vendor documenta-
tion for specific restrictions on using the format parameter, such as the length of the name, for
example.

Note In addition to the format option, you can also use the db_file name convert parameter to gen-
erate unique filenames for RMAN image copies. The db_file name_convert parameter is a database
initialization parameter that you set either in the database parameter file or by issuing an alter database
command. You use the same syntax to set the db_file name_convert parameter as you use when speci-
fying the format option.
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5-14. Generating Filenames for Image Copies
Problem

You want to set meaningful names for image copies instead of letting RMAN generate its own
default names.

Solution

You can use the format parameter to generate unique names for RMAN image copies. The
default format %U is defined differently for image copies of datafiles, control files, and archived
redo logs, as shown in Table 5-2.

Table 5-2. Default Formats for Various Types of Files

Type of File Meaning of %U

Datafile data-D-%d_id-%I TS-%N_FNO-%f %u
Archived log arch-D_%d-id-%I_S-%e T-%h_A-%a_%u
Control file cf-D_%d-1id-%I %u

You can specify up to four values for the format parameter, but the second through fourth
values are used only if you're making multiple copies. That is, the second, third, and fourth
format values are used when you execute the backup copies, set backup copies, or configure
... backup copies command.

For image copies, you can also use the db_file name_convert option of the backup com-
mand to generate your own filenames for RMAN image copies. When you use this option, you
must provide a pair of filename prefixes to change the names of the output files. The first file-
name prefix refers to the filenames of the files that are being copied by RMAN. The second
filename prefix refers to the filenames for the backup copies. In the following example, we use
the db file name convert option to specify that the backup copies of a file that starts with
/u01/oradata/users are prefixed with /backups/users_ts:

RMAN> backup as copy
db_file name convert=('/u0i/oradata/users','/backups/users ts')
tablespace users;

The db_file_name_convert option to set the image copy filenames is useful in situations
where you may want to direct the backups of tablespaces to different locations, as shown in
the following example:

RMAN> backup as copy device type disk
db_file name_convert = ('/u01/app/oracle/table’,
'/u05/app/oracle/copy table',
'/u01/app/oracle/index",'/u05/app/oracle/copy index")
tablespace data, index;

This example shows how you can easily direct the image copies of the data and index
tablespaces to different locations on disk.
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How It Works

When you use the db_file name_convert option within a backup command when creating
image copies, RMAN will first try to use the pair of names (for the original file and backup
copy) you provide to convert filenames. If it fails to do this, RMAN will try to name the image
copy according to any format parameter values you may have specified. If you didn't use the
format parameter within the backup command, RMAN will use the default format %U.

5-15. Tagging RMAN Backups
Problem

You want to name your RMAN backup pieces and image copies with symbolic names so that
it’s easy to refer to them.

Solution

You can assign a character string called a tag to either a backup set or an image file. A tag is
simply a symbolic name such as nightly_backup, for example, that helps you identify the con-
tents of a backup file. Once you associate a tag with a backup, you can refer to just the tag later
in RMAN commands. For example, when executing a restore command, you can specify the
tag nightly_backup instead of having to specify the actual backup filename.

The following example shows how to associate a tag with a backup set:

RMAN> backup copies 1 datafile 5 tag test bkp;
The following example shows how to associate a tag with an image copy:
RMAN> backup as copy tag users bkp tablespace users;
To copy an image copy with a specific tag, you can use the following command format:

RMAN> backup as copy
copy of database
from tag=full cold cpy
tag=new_full cold cpy;

In the following example, we show how you can create backup sets of image copies of the
tablespace users, which has the tag weekend_users, and the tablespace system, which has the
tag weekend_system. Note that both of the new backup sets you're creating are given the same
tag, new_backup.

RMAN> backup as backupset tag new_backup
copy of tablespace users from tag weekend users
copy of tablespace system from tag weekend system;

Tags are case-insensitive. Even if you specify a tag in lowercase, RMAN will store and dis-
play the tag in uppercase.

How It Works

The main benefit in using tags for backups is that a tag can clearly tell you what a given
backup’s purpose is. For example, you can have two copies of a backup, one with the tag
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switch_only and the other with the tag for_restore_only. During a restore/recovery situation,
you can use the first tag if you're using the switch command and the second if you are restor-
ing the actual file.

You can use tags to identify backups taken for a specific purpose or at a specific time.
Examples of such tags are tags such as weekly_incremental and 2006_year_end. It's common
to use tags to distinguish among a set of backups that are part of a backup strategy, such as an
incremental backup strategy. If you back up a backup set, you can provide a different tag for
the new copy of the backup set.

Even if you don’t expressly specify a tag using the keyword tag, Oracle assigns a
default tag to every backup except for control file backups. The default tag is of the format
TAGYYYYMMDDTHHMMSS, where YYYY refers to the year, MM to the month, DD to the day,
HH to the hour, MM to the minutes, and SS to the seconds. For example, a backup of datafile 1
made on November 15, 2006, will receive the tag TAG20061115T062822.

5-16. Configuring Automatic Channels
Problem

You want to configure channels for use with either a disk device or a tape on a persistent basis
for all RMAN sessions.

Solution

Use the configure command to cause RMAN to automatically allocate channels. Automatic
channel allocation lets you configure persistent channels for use in all RMAN sessions.

Note Remember that any specification of automatic channels using the configure command can be
overridden by manually setting different channels within a run block.

You can configure the degree of parallelism, the default device type, and the default
device type settings for your RMAN channels by using the options configure device type
... parallelism, configure default device type, and configure channel [n] device type,
respectively. Let’s look at the three channel configure command options in more detail.

Specifying a Default Device Type
You can specify a default device type for automatic channels by using the configure default
device type command, as shown here:

RMAN> configure default device type to sbt;

The result of configuring the device type to sbt (tape drives) in this example is that RMAN
will use only the sbt type channels for backups, because sbt (tape) was selected as the default
device. As you learned earlier, the default device type for automatic channels is disk.
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Specifying the Degree of Parallelism for Channels

The degree of parallelism for a specific device type controls the number of server sessions
that will be used for I/0 for a specific device type. You use the configure device type ...
parallelism command to specify the number of automatic channels to be assigned for both
types of device types—disk and tape. The default degree of parallelism is 1. It’s best to allocate
only one channel for each physical device on the server. That is, if you have only a single disk
drive, don’t set the degree of parallelism (default is 1).

You can use the show device type command to see the current parallelism settings:

RMAN> show device type;

RMAN configuration parameters are:

CONFIGURE DEVICE TYPE DISK PARALLELISM 1 BACKUP TYPE TO BACKUPSET;
RMAN>

You can use the following set of commands to back up to a media manager by using three
tape drives in parallel:

RMAN> configure device type sbt parallelism 3;
RMAN> backup device type sbt database plus archivelog;

Each of the three tape channels that you configured will back up roughly a third of the
database files and archivelogs.

You can configure a maximum of 255 channels, with each channel capable of reading 64
files in parallel. The number of channels you specify for use with a particular device determines
whether RMAN writes (or reads, if it’s a recovery) to this device in parallel when performing a
backup. If you configure three tape channels, for example, each channel may back up more than
one file, but a single file won’'t be backed up simultaneously by the three channels. For RMAN to
use multiple channels to back up a datafile, you must use the new Oracle Database 11g feature
called multisection backups, which is explained in detail in Chapter 7.

Specifying the Maximum Backup Piece Size

You can specify the maximum size of a backup piece by using the maxpiecesize option, as
shown here (1g stands for 1 gigabyte):

RMAN> configure channel device type disk
maxpiecesize 1g;

The previous command will limit the size of an individual backup piece to 1 gigabyte.

Note RMAN allocates only a single type of channel—disk or sbt—when you execute a backup com-
mand. However, when you issue a restore command (or a maintenance command such as delete),
RMAN allocates all necessary channels, including both disk and sbt.

Generic Settings for Automatic Channels

If you don't specify a number (up to nn) while allocating a channel, RMAN configures a generic
channel. You use the configure channel device type command to configure a template of
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generic parameter settings for all automatic channels that belong to either the disk or the sbt
type. Here’s an example that shows how you can specify the disk rate and format settings for
backup pieces, assuming that the default device type is set to disk:

RMAN> configure channel device type disk rate 5m format="?/oradata/%U";

As another example, look at the following command, where all backups using a tape
device will use the channel settings specified:

RMAN> configure channel device type sbt parms='ENV=(NSR_SERVER=bksvr1)';

If you don't explicitly configure settings for a specific named channel, the generic settings
will come into play. Thus, generic channel settings are applied to all channels you don'’t explic-
itly configure. Whenever you reconfigure a generic channel of either disk or tape, any previous
settings for that device type are erased. In the following example, the format setting in the sec-
ond command erases the maxpiecesize value set by the first configure command:

configure channel device type sbt maxpiecesize 1G;
configure channel device type sbt format 'bkup %U';

Configuring Specific Channels for a Device Type

Sometimes you want to control each channel’s parameters separately instead of using generic
channel settings for all your channels. By assigning channel numbers to a channel, you can
configure a specific channel for each device type. Note that if you want to use a specific chan-
nel for a device, you must specify at least one channel option such as maxpiecesize or format
for that channel. In the following example, we use three specific channels to send disk back-
ups to three separate disks:

RMAN> configure channel 1 device type disk format '/disk1/%U';
RMAN> configure channel 2 device type disk format '/disk2/%U';
RMAN> configure channel 3 device type disk format '/disk3/%U';

How It Works

When you send a command to the target database through the RMAN interface, the command
is sent through an RMAN channel. An RMAN channel is simply a connection that RMAN
makes from itself to the server session on the target database for performing a backup or
recovery task. Each connection will initiate a database server session on the target or auxiliary
database. This server session is the one that actually performs the backup and recovery tasks
for RMAN. Each server session that performs a backup, restore, or recovery job relies on an
RMAN channel representing a stream of data to a particular device type such as a disk or a
tape drive. Thus, an RMAN channel is simply an input or output channel for RMAN backup
and recovery jobs. Since each RMAN channel works on a single backup set or image copy at a
given time, by allocating multiple channels you can have RMAN execute some commands in
parallel. That is, different server sessions can be instructed to concurrently execute the same
remote procedural call (RPC). RMAN will read or write multiple backup sets or copies in paral-
lel when you allocate multiple channels for a job. Each of the allocated channels will work on a
separate backup set or disk copy.
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You can have two different types of RMAN channels—disk and sbt. Using a disk channel,
a server process can read and write to a disk. Similarly, the sbt channel will let the server
process read or write from a tape device. Note that regardless of the channel type (disk or
tape), RMAN can always read from or write to a disk by default, and RMAN always allocates a
single disk channel for all backup and recovery operations.

You must either manually allocate a channel (explained in the next recipe) or preconfig-
ure channels for automatic allocation before you can execute any of the following RMAN
commands:

* backup

* recover

e restore

e duplicate

e create catalog
e validate

For each RMAN channel, a connection is made to the target database. That is, each
channel will spawn a separate process. It is important to understand that there’s only a single
RMAN session that corresponds to multiple server sessions, each for a different channel. If
you're using disk devices only, you don’t have to configure automatic channels, since RMAN
preconfigures a disk channel for you by default. If you're using tape drives, you'll have to con-
figure the channels whether explicitly in the RMAN run blocks or by using automatic channel
configuration. Automatic channel configuration is the way to go in most cases; it makes life
easy for you because you don’t have to manually allocate the channels each time you perform
a backup, restore, or recovery task.

You can configure persistent channel settings to simplify your usage of RMAN by using
the configure channel commands shown earlier in this recipe. These persistent channel
settings are stored in the RMAN repository, thus making it unnecessary for you to use the
allocate channel command with each RMAN backup, recovery, restore, or maintenance
command. RMAN first looks for any generic settings you might have set for any channel you
don’t explicitly configure. If you haven't manually set any channel configurations, RMAN will
use the automatic channel configuration.

You use the clear option with the configure command to clear any automatic channel
settings. You must use a separate configure ... clear command to set the configuration back
to its default value. Here are some examples:

RMAN> configure default device type clear; # reverts to the default
device type (DISK)

RMAN> configure channel device type sbt clear; # erases all

options that were set for the sbt channel

RMAN> configure channel 1 device type disk clear; # erases
configuration values set specifically for channel 1.

There is a difference between how RMAN treats a backup or copy command and a restore
command when it comes to the allocation of channels. Even if you configure automatic chan-
nels for sbt, if your default disk type is disk, RMAN will allocate only disk channels when you
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run a backup or copy command. If you want RMAN to use the sbt channel, you have to use one
of the following two methods:

¢ Use the allocate channel command in a run block to allocate the sbt channel.
* Specify the device type as disk directly within the backup command.

By default, RMAN sends all backups to the flash recovery area if you've already configured
one. That is, you don’t have to expressly specify the location by using the format option of the
configure channel command. However, sometimes you may want to bypass the flash recovery
area and send the RMAN backups elsewhere to disk. You can do so by explicitly configuring a
backup device type with a specific format option. In the following example, we show how you
can use the configure channel device type disk format command to specify that all RMAN
disk backups be made to the /backup directory:

RMAN> configure channel device type disk format '/backup/ora df%t sks skp';
In the format specification:
* %t stands for four-byte time stamp.
 %s stands for the backup set number.
* %p stands for the backup piece number.

If you use the configure command as shown in the previous example, all RMAN backups
will be made in the /backup directory, even if you've configured a flash recovery area and
there is plenty of free space in it. Thus, you must be prepared to lose the benefits of having the
flash recovery area when you use the configure channel device type disk format command
shown previously.

You can also send the backups to an automatic storage management (ASM) disk group, as
shown in the following example:

RMAN> configure channel device type disk format '+dgroupl’;

All backups will now be stored in the ASM disk group +dgroup1.

5-17. Manually Allocating RMAN Channels
Problem

You want to manually allocate RMAN channels for a specific backup or recovery command
within a run block.

Solution

You can manually specify channels inside a run block by using the allocate channel com-
mand as shown here, where we allocate a single channel that we named c1, for the backup:

Tun

{
allocate channel c1 device type sbt;
backup database plus archivelog;

}
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The use of the channel ID, which is c1 in the previous example, is optional. Oracle will use
the channel ID when reporting input and output errors during the execution of an RMAN job.

The following example shows how to use multiple RMAN channels to spread a backup
over multiple disk drives:

Tun

{
allocate channel disk1 device type disk format '/diski/backups/%U";
allocate channel disk2 device type disk format '/disk2/backups/%U";
allocate channel disk3 device type disk format '/disk3/backups/%U";
backup database plus archivelog;

}

Each of the three allocate channel commands allocates a separate disk channel for each
of three disk drives and also employs the format option to specify filenames that point to the
different disk drives.

How It Works

You can use all options of the configure channel command when you use the allocate
channel command to manually allocate RMAN channels. You can use the allocate channel
command only within a run block. A manually allocated channel applies only to the run block
in which it’s issued. If you don’'t manually allocate channels during any RMAN job, automatic
channels will apply to that job. Manual channels override automatic channels. You can manu-
ally allocate channels for a backup, copy, or restore task.

Note Once you specify manual channels, you can’t specify either the backup device type or restore
device type command to use automatic channels.

Since a manually allocated works only within a run block, as soon as the run block finishes
executing, RMAN automatically releases the manually allocated channels. However, you
can release a channel manually by using the same identifier as you used when allocating a
channel.

In the following example, we show how to use the ability of manually releasing channels
to configure different options (format and maxpiecesize) for tape backups:

run {
allocate channel c1 device type sbt format 'bkup %U';
allocate channel c2 device type sbt maxpiecesize = 5M;
backup channel c1 datafile 1,2,3;
release channel ci1;
backup datafile 4,5,6;
}

The first backup command backs up the datafiles numbered 1, 2, and 3 to a tape drive
using channel c1. Once these three datafiles are backed up, the release channel command
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releases channel c1. The second backup datafile command will then use the only remaining
open channel, channel c2, to back up datafiles 4, 5, and 6.

5-18. Allocating an RMAN Maintenance Channel
Problem

You want to allocate a channel in order to perform maintenance tasks such as deleting obso-
lete RMAN backups.

Solution

Use the allocate channel for maintenance command to allocate a maintenance channel
before running a change, delete, or crosscheck command. Suppose you've already backed up
to a tape device and sent offsite all RMAN backups you made to a tape device first. You now
want to delete permanently the original backups on tape so you can reuse those tapes for
future backups space. Assume you've configured only a disk device by default. You can then
allocate a maintenance channel as a preparatory step to deleting those backups you don’t
need on tape any longer:

RMAN> allocate channel for maintenance device type sbt;
RMAN> delete backup of database completed before 'sysdate-30';

The allocate channel command allocates the previously unallocated tape channel to
perform the deletion of the backups.

How It Works

The allocate channel for maintenance command is meant to be used for maintenance tasks
such as a change, delete, or crosscheck operation. You can use maintenance channels only at
the RMAN prompt. That is, you can’t use maintenance channels within a run block. You can
also allocate a maintenance channel automatically. Whether you allocate a maintenance
channel manually or automatically, you can'’t use it for a backup or restore operation. You
won't have to allocate a maintenance channel when executing a maintenance command such
as crosscheck, change, or delete against a disk-based file (such as an archived redo log, for
example), because RMAN preconfigures an automatic disk channel for those operations.

Note As long as you configure at least one channel for each device type you're using, you don’t need to
use maintenance channels. RMAN recommends preconfiguring the channels of tape and disk instead of
using the maintenance channel command. Since RMAN always comes configured with a disk channel, this
means you must configure the tape channel as well in order to avoid using the allocate channel
command in each run block in preference to configuring persistent settings for the channels.

Suppose your current backup strategy uses only disk, but you have several old tape
backups you want to get rid of. You can allocate a maintenance channel for performing the
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deletion of the tape backups by using the dummy sbt API (because the media manager isn't
available any longer). You can then use the delete obsolete command to remove the tape
backups. Here’s an example showing how to do those things:

RMAN> allocate channel for maintenance device type sbt
parms 'SBT_LIBRARY=oracle.disksbt,
ENV=(BACKUP_DIR=/tmp)";

RMAN> delete obsolete;

Although the media manager isn't available any longer, RMAN simulates a callout to the
media management layer (MML) and successfully initiates the maintenance command to
delete the old tape backups you want to get rid of.

5-19. Creating a Backup Retention Policy
Problem

You're in charge of coming up with a backup retention policy for your enterprise. You want to
create a retention policy to optimize storage space and other expenses involved in retaining
backups.

Solution

You can specify a backup retention policy in two ways:
* Use arecovery window (based on the length of time to retain backups).
* Use the concept of redundancy (number of backup copies to retain) .

In both cases, you use the configure command to set the backup retention policy.

Backup Retention Policy Based on a Recovery Window

You can decide that you want your backups to be retained in the flash recovery area for a spe-
cific number of days. After the specified number of days, RMAN will mark the backups as
obsolete, making them eligible for deletion. By using a recovery window, you're assuring that
you can recover your database to any point within the recovery window. For example, if your
recovery window is configured to be seven days, you can recover the database to any day and
time within the last week.

Here’s how you use the configure retention policy ... command to set a recovery win-
dow-based backup retention policy:

RMAN> configure retention policy to recovery window of 7 days;

This command specifies that RMAN must retain all backups for the duration of seven
days before marking them obsolete. Any backup file that’s older than seven days is marked
obsolete by RMAN. If you're using RMAN incremental backups, the retention period will be
greater than seven days, since RMAN has to consider not only the incremental level 0 backup
but all the incremental level 1 backups as well in this case. In such a situation, the actual
retention period for the backups will exceed the configured retention period of seven days.
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Backup Retention Policy Based on Redundancy

By default, RMAN keeps a single copy of each backed-up datafile and control file. However,
you can specify that RMAN retain more than a single copy of a backed-up datafile or control
file by using the redundancy parameter of the configure retention policy command. RMAN
will mark any additional copies of a datafile backup or a control file that exceed the value of
the redundancy parameter as obsolete.

In the following example, we set the backup redundancy value at 2:

RMAN> configure retention policy to redundancy 2;

Let’s say you make five backups of a specific datafile, one on each day of the workweek,
starting on a Monday. Thus, on Friday, you end up with five different backups of that datafile.
However, the first three days backups of the datafile are deemed obsolete by RMAN, since
you've set your backup redundancy value at 2. That is, only the Thursday and Friday backups
are considered nonobsolete backups.

How It Works

Storing backups indefinitely isn't impossible, but it’s impractical—you clearly don’t need to
save very old backups. However, you must guard against the opposite problem of not retaining
enough backups. For one reason or another, all your most recent backups may become unus-
able. You then have no recourse but to use older backups to perform a database recovery.

By using RMAN’s backup retention policies, you can direct RMAN to retain specific backups
of the database and archived redo logs in the flash recovery area. Any backup files or archived
redo logs that aren’t covered by the backup retention policy guidelines are automatically
declared obsolete, making them candidates for deletion if space requirements demand it.

To view the current backup retention policy in effect, use the show retention policy
command, as shown in this example:

RMAN> show retention policy;

RMAN configuration parameters are:
CONFIGURE RETENTION POLICY TO REDUNDANCY 2;
RMAN>

The output of this show retention policy command shows that RMAN is currently using
aredundancy-based retention policy and that the redundancy is set to 2 copies.

RMAN marks any backups that fail to meet the backup retention policy constraints as
obsolete backups. This, of course, means that the other backups that meet the retention policy
criterion are considered not obsolete. The distinction between obsolete and nonobsolete
backups is quite crucial, since RMAN will always retain all archived redo logs and incremental
backups necessary to recover just the nonobsolete backups. It’s important to understand
that RMAN won't automatically delete obsolete backup files—that job falls to the DBA, who
must delete the obsolete files explicitly with the delete obsolete command. Use the report
obsolete command first to see which files are marked obsolete by RMAN. You can also query
the VS BACKUP_FILES view to check on obsolete backups.
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Note Explicitly setting the retention policy to neither a window nor a redundancy-based policy (configure
retention policy to none) completely disables a backup retention policy. This isn’t the same as using the
command configure retention policy clear, which resets the retention policy to its default value, which
is redundancy 1.

RMAN uses a redundancy-based backup retention policy by default, with a default redun-
dancy of 1. By using the command configure retention policy to none, you can specify that
RMAN follows no retention policy whatsoever. This means RMAN will never consider any
backup as obsolete. If you're using a flash recovery area, this means RMAN can't delete a file
from the flash recovery area until you first back up the file to either disk or tape. You therefore
run the risk of running out of room in the flash recovery area because of the unavailability of
any reclaimable space, and eventually you'll receive an ORA-19809 error (limit exceeded for
recovery files). In most cases, an ORA-19809 error results in a hung database.

5-20. Configuring an Archived Redo Log Deletion Policy
Problem

You want to configure an archived redo log deletion policy so that you can make unnecessary
archived redo logs eligible for deletion.

Solution

By default, RMAN doesn't use an archived redo log policy. However, you can specify your own
archived redo log deletion policy using the configure command. After connecting to the target
database, issue the configure archivelog deletion policy ... command, as shown in the
following example:

RMAN> configure archivelog deletion policy to
2> backed up 2 times to sbt;

new RMAN configuration parameters:
CONFIGURE ARCHIVELOG DELETION POLICY TO BACKED UP 2 TIMES TO 'SBT TAPE';
new RMAN configuration parameters are successfully stored

RMAN>

The preceding configure command specifies that once an archived redo log has been
backed up twice to tape, it’s eligible for deletion from all archived redo log locations, including
the flash recovery area. The configuration of an archived redo log deletion policy is a new fea-
ture introduced in the Oracle Database 11grelease.

How It Works

The configure archived redo log deletion policy command specifies only which archived
redo logs are eligible for deletion—it doesn’t automatically delete all those archived redo logs.
RMAN automatically deletes only those archived redo logs in the flash recovery area that
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become eligible as per this deletion policy. Any archived redo logs that exist in other locations
will remain there, even after becoming eligible for deletion, until you manually delete them.

In Chapter 8, where you learn about manually deleting archived redo logs using the
delete input and delete all input commands, you'll see that those commands can’t violate
any configured archived redo log policies you may have set, unless you specify the force
option when using those commands. By using the force option with either archived redo log
deletion command, you can override any configured archived redo log deletion policy.

Note that the archived redo log deletion policy you set through the configure command
doesn'’t affect the archived redo logs in backup sets. The deletion policy applies only to local
archived redo logs. Foreign archived redo logs, meaning those received by a logical standby
database for a LogMiner session, aren't affected by the deletion policy.

5-21. Limiting the Size of Individual Backup Pieces

You want to restrict the size of each individual backup piece produced by RMAN. For example,
you want to limit backup piece size to something that will fit on a single backup tape.

Solution

To limit the size of a backup piece, you must specify the maxpiecesize option of the configure
channel or allocate channel commands. The following example illustrates how you can limit
the maximum size of a backup piece to 1 gigabyte:

RMAN> configure channel device type disk maxpiecesize = 1g;
RMAN> backup as backupset tablespace users;

The first command configures an automatic disk channel and limits the maximum size of
a backup piece to 1 gigabyte. The second command backs up the users tablespace.

How It Works

One reason to limit the size of backup pieces is to accommodate physical limitations inherent
in your storage devices. For example, if it looks like backup pieces are going to be greater in
size than the capacity of a single tape drive, assuming you are backing up to tape, you can use
the maxpiecesize parameter to ensure that a single backup piece isn’t larger than the tape
drive’s capacity. Then, if the backup of a datafile or tablespace is larger than the configured
maximum size of a backup piece, RMAN will create as many backup pieces as necessary to
conform to the maxpiecesize value you set.

5-22. Configuring the Maximum Size of Backup Sets

You want to limit the size of an individual backup set because your operating system won't
support files larger than a certain size.

Solution

Use the maxsetsize parameter in either the configure or backup command to set the maxi-
mum size of backup sets created on disk or tape devices. A maximum backup set size you
set using the configure command will serve as the default for all backups performed using
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whatever channel you are configuring. You can set the maxsetsize parameter in units of bytes,
kilobytes (K), megabytes (M), and gigabytes (G). By default, maxsetsize is set in bytes. Here’s an
example that shows how to set the maximum backup set size to 1 gigabyte:

RMAN> configure maxsetsize to 1g;

The second way to configure the maximum size of backup sets is to specify the maxset-
size parameter directly within a backup command, as shown here:

RMAN> backup database maxsetsize=1g;

The backup command first sets the maxsetsize parameter to 1 gigabyte before backing up
the database.

How It Works

The size of a backup set made using RMAN equals the sum of the bytes in each of the backup
pieces that are part of that backup set. By default, the maximum size of a backup set is unlim-
ited, as you can see by issuing the following command:

RMAN> show maxsetsize;

RMAN configuration parameters are:

CONFIGURE MAXSETSIZE TO UNLIMITED; # default
RMAN>

The configure maxsetsize command applies to both disk and tape backups.

Note You can’t specify the number of backup pieces in a backup set.

Since your backup will fail if a large file in the database being backed up is larger than the
value of the maxsetsize parameter, make sure the value of this parameter is at least as large as
the largest datafile being backed up by RMAN. If you're backing up to tape, you run the risk of
losing all your data even if just one of the tapes fails. Using the maxsetsize parameter, you can
force RMAN to back up each backup set to a separate tape, thus limiting the damage to the
contents of only the single failed tape.

Finally, know that the maxsetsize parameter doesn't give you absolute control over
the size of the backup set that RMAN will create. The maxsetsize parameter is only one of the
factors determining the size of backup sets. In addition to the setting of the maxsetsize param-
eter, RMAN takes into account the following factors when determining the sizing of RMAN
backup sets:

e Number of input files specified in each backup command.

* Number of channels you allocate. Each allocated channel that’s not idle will produce at
least one backup set. RMAN also aims to divide work so all allocated channels have
roughly an equal amount of work to do.

¢ Default number of files in each backup set.

e Default number of files that a single channel reads simultaneously (eight).
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Note You can’t limit the size of image copies. By definition, an image copy must be identical to the origi-
nal data file, so you really don't have a choice here regarding the size of a copy—it’ll simply be the same
size as the original data file.

In Chapter 8, you'll learn about RMAN’s restartable backups feature. Following a backup fail-
ure, RMAN will back up only that data that wasn’t backed up before. That is, once it’s backed
up, the same data won't be backed up again if a backup fails midway. Using the maxsetsize
parameter of your backup command, you can make smart use of this restartable backup fea-
ture. For example, if you set maxsetsize to 10MB for a backup, RMAN produces a new backup
set after every 10MB worth of backup output. Let’s say your backup failed after backing up 12
backup sets. Following a restart of the backup after a backup failure, RMAN won'’t have to back
up the data already backed up to the 12 backup sets before the backup failure.



CHAPTER 6

Using the Recovery Catalog

A recovery catalog is an optional database schema consisting of tables and views, and RMAN
uses it to store its repository data. The control file of each target database always serves as the
primary store for the repository, but you may want to create a recovery catalog as secondary
storage for the repository, thus providing redundancy for the repository. For most small data-
bases, you can get away with using just the control file to store the RMAN metadata. However,
the recovery catalog provides a larger storage capacity, thus enabling access to a longer history
of backups, and it is an ideal solution when dealing with a large number of databases. In addi-
tion, you can create and store RMAN scripts in the recovery catalog. Any client that can connect
to the recovery catalog and a target database can use these stored scripts. Recovery catalog—
based stored scripts aren't the same as operating system scripts that invoke RMAN or RMAN
command scripts, which are available only if the RMAN client can access the filesystem. (See
Chapter 9 for details on invoking RMAN from operating system scripts.) You can execute a local
stored script only in the target database you're connected to from RMAN. You can execute a
global stored script against any of the databases you register (enroll) with the recovery catalog.
We discuss how to create and use RMAN-stored scripts in Chapter 9.

Note Even when you choose to use a recovery catalog, backup information will continue to be stored in
the control file as well by default.

The recovery catalog contains information about both RMAN backups and the target
database. More specifically, the recovery catalog contains the following:

* RMAN configuration settings
* RMAN-stored scripts that you create
e Target database tablespace and datafile information

 Information pertaining to datafile and archived redo log backup sets and backup
pieces, as well as datafile and archived redo log copies

The recovery catalog isn't a default entity—you must create it manually. Since the recov-
ery catalog instance is a regular Oracle database like any other, you must also regularly back
up this critical database. Sometimes you may have to export and import or restore and recover
the recovery catalog. The recipes in this chapter show you how to create, use, merge, move,
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upgrade, and drop the recovery catalog. In addition, you'll also learn how to restrict access to
the central or base recovery catalog by creating virtual private recovery catalogs.

Using a recovery catalog requires you to create and maintain a recovery catalog schema in
an Oracle database. Your first task will be choosing an Oracle database in which to create the
recovery catalog. You may create the recovery catalog in an existing Oracle database or create
it in a new Oracle database created for that purpose. If you have anything approaching a
decent number of databases to manage, we recommend creating a dedicated recovery catalog
database. If you're creating a new database for housing the recovery catalog, you must create
that database with a set of tablespaces such as these:

e System tablespace

¢ Sysaux tablespace

* Temporary tablespace

¢ Undo tablespace

* Recovery catalog tablespace

You can create the recovery catalog in a target database that you want to back up using the
recovery catalog, but that’s an unwise choice! In such a case, losing the target database means
you've lost the recovery catalog as well, thus making recovery much harder or even impossible.

Back up your recovery catalog database just as you would any other production database
by making it part of your regular backup and recovery strategy. It’s a good policy to back up
the recovery catalog right after you back up the target databases. This way, you can secure the
most recent backup information records of all your production databases. Always run the
recovery catalog instance in the archivelog mode, and try to make at least one backup on disk
and on tape each time you back up the catalog database.

Note In this book, when we use the words recovery catalog, we are referring to the base recovery catalog.

The owner of a recovery catalog, called the recovery catalog owner, can grant restricted
access of the recovery catalog to other users. The main or central recovery catalog that acts
as the repository for all databases is called the base recovery catalog to distinguish it from a
restricted user’s access to the metadata of one or more databases, called a virtual private catalog.
The owner of the base recovery catalog determines which databases the virtual catalog owner
can access. This way, there can be multiple virtual catalogs but only one base recovery catalog.

Note Oracle recommends creating one central recovery catalog to act as the repository for all your
databases.
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6-1. Creating the Recovery Catalog
Problem

You are planning to use a recovery catalog, have already created a recovery catalog database,
and want to create a recovery catalog in that database.

Solution

Creating the recovery catalog consists of two major steps. First, you must create the recovery
catalog owner or schema in the database where you want to house the recovery catalog. Sec-
ond, once you successfully create the recovery catalog schema, you must create the recovery
catalog itself.

Creating the Recovery Catalog Owner

Follow these steps to create the recovery catalog owner:

1. Using SQL*Plus, connect as the user sys to the database where you want to create the
recovery catalog. For example:

SQL> connect sys/oracle@catdb as sysdba

2. Create a default tablespace for the RMAN recovery catalog owner you're about to cre-
ate. Otherwise, the system tablespace may be used by default to hold the recovery
catalog structures, and it’s not a smart idea to let that happen. This example creates a
tablespace named cattbs:

SOL> create tablespace cattbs
datafile '/ul0/oradata/catdb/cattbs 01.dbf' size 500M;
Tablespace created.
SoL>

3. Create the recovery catalog owner. This example creates a user named rman to own the
catalog:

SOL> create user rman identified by rman
temporary tablespace temp
default tablespace cattbs
quota unlimited on cattbs;

User created.

SoL>

The default tablespace of the recovery catalog owner in this example is the cattbs
tablespace created in the previous step.

4. Once you create the recovery catalog owner, you must grant that user the
recovery catalog owner privilege in order for that user to have the authority to work
with the recovery catalog you'll create in the next step. This recovery catalog owner is
named rman, so grant the recovery catalog owner privilege to that user:

SQL> grant recovery catalog owner to rman;
SQL> exit;
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Now that you have created the recovery catalog user, it’s time to create the recovery cata-
log, as shown in the next section.

Creating the Recovery Catalog

Once you've created the recovery catalog schema, your next step is to create the recovery cata-
log. You must connect to the recovery catalog, but not to a target database, when you do this.
Here are the steps you must follow to create the recovery catalog:

1. Connect to the RMAN catalog database by starting up the RMAN client and using the
connect catalog command. You must connect as the recovery catalog owner you cre-
ated in the previous section.

RMAN> connect catalog rman/cat@catdb
connected to recovery catalog database
RMAN>

2. Usingthe create catalog command, create the recovery catalog. RMAN will create the
recovery catalog in the default tablespace of the recovery catalog owner. For example:

RMAN> create catalog;
recovery catalog created
RMAN>

You're now ready to use RMAN with the recovery catalog, which will store RMAN’s backup
and recovery metadata.

How It Works

Whether you decide to create a new recovery catalog using the database or merely create a
recovery catalog schema in an existing database, you must configure the size of the default
tablespace for the recovery catalog owner (schema). Several factors determine the sizing of the
recovery catalog owner’s default tablespace. The most important factors are as follows:

¢ The size of the databases you need to back up and recover with RMAN

* The frequency of the RMAN backups

e The number of databases you are planning to back up

e The number and size of the archived redo logs the database(s) will produce
e The number and size of the scripts you plan to save in the recovery catalog

Each backup piece you create with RMAN will require an entry in the backup piece table,
stored in the recovery catalog. So, the amount of space you'd need to allocate to the recovery
catalog schema will depend on the size of a database. This means the number of datafiles in a
database is a key determinant of the size of the recovery catalog.

The most important factor when determining the size of the recovery catalog is the fre-
quency of backups. Even if you have a large database with a huge number of datafiles, if you
are backing it up only infrequently, say, once a month, the amount of space taken up in the
recovery catalog over time won't be significant. However, if you're making daily backups of
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even a medium-sized database with hundreds of datafiles, you'll end up needing a lot more
space in the recovery catalog.

Another key determinant of the size of the recovery catalog is the number of archived
redo logs produced by the database. If a database is churning out archived redo logs every few
seconds, the recovery catalog will require more space to record metadata about these archived
logs. On the other hand, a database with few DML operations won't put out too many archived
redo logs and, consequently, would take up very little space in the recovery catalog.

In practical terms, Oracle suggests that if you perform a daily RMAN backup of a target
database with about 100 datafiles, it takes roughly 60MB of storage space. Assuming the same
amount of space for storing metadata for the archived redo log backups, you'll need about
120MB for the recovery catalog tablespace for the year. If you aren’t making a daily backup,
your storage requirements would, of course, be considerably lower. You can allocate minimal
space for the temp and undo tablespaces in the recovery catalog database, since those table-
spaces are sparingly used.

6-2. Granting Restricted Access
Problem

You want to grant restricted recovery catalog access to some users, granting them access to
only some of the databases registered in the base recovery catalog.

Solution

You can grant a user restricted access to the base recovery catalog by granting that user
read/write access only to that user’s RMAN metadata, also known as a virtual private catalog.
Creating a virtual private catalog actually encompasses two tasks—first you must create the
virtual private catalog owner and grant that user the recovery catalog owner role and the
catalog for database privilege. Then the virtual private catalog owner must connect to the
base recovery catalog and create the virtual catalog.

In our example, we've registered three databases—orcll1, eleven, and newdb. We want to
grant a restricted view of the base recovery catalog by granting a user access to the metadata
for only one database, orcll1. The following are the basic steps for creating a virtual private
catalog:

1. If the user who will own the new virtual private catalog doesn't exist yet in the data-
base, then create the user (in our example, the username is virtual1):

SOL> create user virtuall identified by virtuali
2 temporary tablespace temp
3 default tablespace vp users
4  quota unlimited on vp_users;

User created.
SQL>

Once you create the new user, you must grant the recovery catalog owner role to
that user.
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2. Grant the new user the recovery catalog owner role, just as you do when you create a

base recovery catalog:

SOL> grant recovery catalog owner to virtuali;
Grant succeeded.

SoL>

User virtuall now has the privileges to work with a recovery catalog.

. Connect to the recovery catalog database as the base recovery catalog owner, and grant

the new user virtualil restricted access (virtual private catalog access) to just one data-
base, orcll1, from the base recovery catalog. You grant the catalog for database
privilege to the new user in order to do this:

$  r1man

Recovery Manager: Release 11.1.0.1.0 - Beta on Sun Apr 8 13:19:30 2
Copyright (c) 1982, 2005, Oracle. All rights reserved.

RMAN> connect catalog rman/rman@nick

connected to recovery catalog database

RMAN> grant catalog for database orclil to virtuali;

Grant succeeded.
RMAN>

The catalog for database privilege allows the user virtuali to access the catalog
metadata pertaining to the orcl11 database.

. Now that the virtual private catalog owner has the catalog for database privilege, that

user can log in to the base recovery catalog and create the virtual private catalog:

RMAN> connect catalog virtuali/virtuali@nick
connected to recovery catalog database
RMAN> create virtual catalog;

found eligible base catalog owned by RMAN
created virtual catalog against base catalog owned by RMAN

RMAN>
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You can confirm that the user virtuall can access only the orcl11 database (and not the
other two registered databases in the base recovery catalog) by issuing the following command:

RMAN> 1list incarnation;

List of Database Incarnations

DB Key Inc Key DB Name DBID STATUS  Reset SCN Reset Time
1 15 ORCL11 3863017760 PARENT 1 22-NOV-06

2 ORCL11 3863017760 CURRENT 909437 03-MAR-07
RMAN>

If you log in as the owner of the base recovery catalog owner and issue the 1ist incarna-
tion command, you'll see the other two databases in the base recovery catalog as well, as
shown in the following output:

RMAN> 1ist incarnation;

List of Database Incarnations

DB Key Inc Key DB Name DBID STATUS  Reset SCN Reset Time
192 207 ELEVEN 3481526915 PARENT 1 22-NOV-06

192 193 ELEVEN 3481526915 CURRENT 909437 13-MAR-07

1 15 ORCL11 3863017760 PARENT 1 22-NOV-06

1 2 ORCL11 3863017760 CURRENT 909437 03-MAR-07

12 150 TESTDB 3533598612 PARENT 1 10-MAR-07

12 150 TESTDB 3533598612 CURRENT 909437 15-APR-07

RMAN>

You can see that only the owner of the base recovery catalog can view the metadata for all
the databases registered in that catalog, unlike the owner of the virtual private catalog, who is
restricted to a specific database or databases.

How It Works

The virtual private catalog is really a set of views and synonyms based on the central or base
recovery catalog. These views and synonyms are copied to the schema of the virtual catalog
owner.

The virtual private catalog is a subset of the base recovery catalog to which you can grant
access to users in the recovery catalog database. You can create multiple recovery catalog
users, but by default, only the creator of the base recovery catalog has access to all its meta-
data. A virtual recovery catalog owner has no access to the metadata of the entire base
recovery catalog.

Note By default, the virtual recovery catalog owner can’t access the base recovery catalog.
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You must be familiar with the RMAN command grant, which lets you assign privileges
to database users for a virtual private catalog. You must first create a virtual private catalog
before you can use the grant command to assign privileges on that private catalog to users.
The grant command lets you grant two important virtual recovery catalog-related privileges,
register database and catalog for database, which we explain next.

The catalog for database privilege shown here grants the virtual catalog user access to a
database already registered in the base recovery catalog:

RMAN> connect catalog rman/rman@catdb
RMAN> grant catalog for database prodi to virtuali;

By granting the register database privilege as shown in the following example, you grant
a user the ability to register new databases in the virtual private catalog and, implicitly, in the
base recovery catalog as well:

RMAN> connect catalog rman/rman@catdb
RMAN> grant register database to virtuali;

The register database privilege automatically grants the user the catalog for database
privilege as well. Once you grant a user the register database privilege, that user has the abil-
ity to register new databases in the recovery catalog. The virtual private catalog owner can
register new databases—that is, databases that aren’t part of the base recovery catalog—by
issuing the register database command. Any databases that the virtual private catalog owner
registers in this way are also registered automatically in the base recovery catalog.

Even if the virtual private catalog owner has registered a particular database, the base
recovery catalog owner can always unregister that database from the central recovery catalog
and thus from the virtual recovery catalog, which is a subset of the main catalog.

Just as the grant command lets you grant various privileges to the recovery catalog users,
the revoke command lets you take those rights away. Here’s a summary of the revoke com-
mand’s usage:

* Byusing the catalog for database clause, you can revoke recovery catalog access to a
database from a user, as shown in the following example:

RMAN> revoke catalog for database prodl from virtuali;

» The register database clause lets you revoke the ability of a recovery catalog user to
register new databases.

e Theall privileges from clause, as shown in the following example, helps revoke both
the catalog and the register privileges from a user:

RMAN> revoke all privileges from virtuali;

If you're using an Oracle 10.2 or older release of RMAN, you must perform the following
steps in order to use a virtual private catalog. Connect to the base recovery catalog as the vir-
tual catalog owner, and execute the create virtual catalog procedure as shown here:

SOL> execute base catalog owner.dbms rcvcat.create virtual catalog;

If all your target databases are from an Oracle Database 11.1g or newer release, you can
omit the previous step. The step is necessary only if you're planning to use a virtual private
catalog with an Oracle Database 10.2g or older release. The step doesn't create a virtual private
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catalog—you've created the private catalog already. You need to execute this step before you
can use a database belonging to an older release.

6-3. Connecting to the Catalog from the Command Line
Problem

You want to connect to the recovery catalog and the target database directly from the operat-
ing system command line.

Solution

You always use Oracle Net authentication information to connect to the recovery catalog data-
base, but you can connect to the target database using either operating system authentication
or Oracle Net authentication. The following example shows how to connect from the operat-
ing system command line using operating system authentication for the target database
connection and Oracle Net authentication for the recovery catalog:

$ rman target / catalog rman/rman@catalog db

In the example, we're assuming that you've already created the rman schema in the catalog
database, as we described in recipe 6-1. Since you must always connect to the recovery catalog
as the owner of the catalog schema, you must, in this case, connect as the recovery catalog
database user rman; whatever username you connect with in your environment should be the
owner of your recovery catalog.

Instead of using operating system authentication with your target database, you can use
Oracle Net credentials to connect to both the target database and the recovery catalog, as
shown here:

$ rman target sys/sammyyl@target db catalog rman/rman@catalog db

Just make sure that your tnsnames.ora file, if you're using one, lists both the catalog data-
base and the target database to which you're connecting.

How It Works

The catalog connection connects you to the recovery catalog database, and the target connec-
tion connects you to the target database you want to back up or recover. You must make some
changes in the tnsnames.ora file on the server from which you're connecting to the recovery
catalog, before trying the operating system-level commands shown in this solution. For exam-
ple, if your recovery catalog database(catdb) is running on the server prod1, you must add the
following entry in your tnsnames.ora file in the S§ORACLE_HOME/network/admin directory:

catdb =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCP) (HOST = prod1) (PORT=1521))
)
(CONNECT_DATA =
(SERVICE_NAME = prodl)
)
)
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You must also add the following entry to the listener.ora file on the server where the recov-
ery catalog instance is running. The listener.ora file is also located in the §ORACLE_HOME/
network/admin directory on Unix/Linux systems and the ORACLE_HOME\network\admin
directory on Windows servers.

(SID_DESC =
(ORACLE_HOME = /u01/app/oracle/db/prod1)
(sid name=catdb)

The portion of the listener.ora file shown here includes the protocol address, which is the
network address of any object on the network, in this case the Oracle database cat_db. The
Oracle listener service will accept connection requests for all databases listed in the
listener.ora file.

Don'’t forget to specify your catalog database when invoking RMAN. Otherwise, RMAN
will use the control file by default, since the recovery catalog is only an optional construct. If
you don't specify catalog or nocatalog when you make a connection to the target database,
you'll be using the control file as the source of all repository information. Make one mistake,
and you will have permanently broken the link between target and catalog. The following
example demonstrates this:

$ rman
RMAN> connect target sys/sys passwd@prodi;
RMAN> backup datafile 1;

Starting backup at 25-NOV-06
using target database file instead of recovery catalog

Finished backup at 25-NOV-06

RMAN> connect catalog rman/rman@catdb
RMAN-00571: ===================——=o-
RMAN-00569: ===============
ERROR MESSAGE STACK FOLLOWS

RMAN-06445: cannot connect to recovery catalog
after NOCATALOG has been used
RMAN>

This example connects only to the target database. Notice the message given by RMAN in
response to the backup command (using target database ...).That message alerts you that
you've just broken the link to your catalog database. Notice the error given next when a con-
nection to the catalog is subsequently attempted. Just making that one backup without
connecting to the catalog first has severed the link between catalog and target.

In the example shown previously, your failure to first connect to the recovery catalog
before performing the backup of the target database means the recovery catalog won't have a
record of this backup. The entire metadata for this backup will be absent from the recovery
catalog, which is something that’ll cost you dearly if you have to restore the database using
RMAN. Not to worry, because you can always update or synchronize the recovery catalog from
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the contents of the control file. Recipe 6-8 shows how to perform a resynchronization of the
recovery catalog.

6-4. Connecting to the Catalog from the RMAN Prompt

Problem

You have invoked RMAN without connecting to anything, you are sitting at the RMAN prompt,
and now you want to connect to your target and catalog databases.

Solution

An easy solution is to connect to each database as a separate step. You can use operating sys-
tem authentication to connect to the target database in the following way:

RMAN> connect target /
You can then use Oracle Net authentication to connect to the recovery catalog:
RMAN> connect catalog rman/rman@catalog_db

And, of course, you can issue the connect auxiliary command to connect to an auxiliary
database, should you need to do so.

How It Works

Connecting to the target database and the recovery catalog (and to the auxiliary database)
from the RMAN interface is a good way to keep key passwords from being revealed to other
users in the system. If you connect directly from the operating system prompt, you'll be
exposing your passwords to everyone, because they are (often) visible in the results from a ps
command. However, the ps command does not “see” what you type after you invoke RMAN.

6-5. Registering Target Databases
Problem

You want to use a recovery catalog to manage the RMAN repository data for a new database.

Solution

To use a recovery catalog to store RMAN repository data concerning any target database, you
must first register the target database with that catalog. The following steps show how to regis-
ter a database in a recovery catalog:

1. Make a connection to the recovery catalog, as well as to the target database you want
to register:

% rman target / catalog rman/rman@catdb
2. If the target database isn't mounted yet, start it in the mount state:

RMAN> startup mount;
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3. Issue the register database command to register the target database to which you are
currently connected:

RMAN> register database;

database registered in recovery catalog
starting full resync of recovery catalog
full resync complete

RMAN>

You can ensure that you have successfully registered the target database by issuing the
list incarnation command. Here’s an example:

RMAN> 1list incarnation;

List of Database Incarnations

DB Key Inc Key DB Name DBID STATUS  Reset SCN Reset Time
15 ORCL11 3863017760 PARENT 1 22-NOV-06
2 ORCL11 3863017760 CURRENT = 909437 03-MAR-07
RMAN>

The list incarnation command is actually meant to show the various incarnations of a
database, but we're using it here to confirm database registration in the recovery catalog by
using the DB_NAME and DB_ID columns.

How It Works

When you register a new target database in your recovery catalog, RMAN reads the control file
of the target database and copies the RMAN metadata into tables in the recovery catalog. After
registration, the control file and the recovery catalog will contain identical information regard-
ing RMAN backups.

Note Should your target database control file ever become out of sync with your recovery catalog, as it
will when there are structural changes in the database, see recipe 6-7 for instructions on how to resynchro-
nize the two.

You can register multiple target databases in the same recovery catalog. Conversely, you
can register the same target database in multiple recovery catalogs. If you have several target
databases that you plan to register in a given recovery catalog, you must connect to each of
them separately and register them one at a time. Make sure that each of the target databases
has a unique database ID (DBID). Usually that is the case; however, if you copy a database,
you might end up with multiple databases with the same DBID. Because RMAN relies on the
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DBID to distinguish between databases, you won'’t be able to register the source database and
the copied database in the same recovery catalog unless you change the DBID of the copied
database.

Tip In the event you do find yourself with two databases having the same DBID, first change the DBID of
one of the databases using the dbnewid utility. Then you can register that database in the recovery catalog.

6-6. Unregistering a Database
Problem

You want to remove a target database from the recovery catalog because you have decided to
rely instead on the control file to hold backup and recovery metadata.

Solution

You can remove a target database’s information from a recovery catalog and stop RMAN from
tracking a target database’s activity in that catalog by using the unregister database com-
mand. Here are the steps for unregistering a database from the recovery catalog:

1. Connect both to the recovery catalog and to the target database:

$ rman target / catalog rman/rman@catdb

connected to target database: RDBMS (DBID=1237603294)
connected to recovery catalog database
RMAN>

2. Issue the unregister database command to unregister the target database to which
you're currently connected:

RMAN> unregister database;

database name is "TENNER" and DBID is 922224687

Do you really want to unregister the database (enter YES or NO)? yes
database unregistered from the recovery catalog

RMAN>

You may also explicitly specify the name of the database you want to unregister from the
recovery catalog, along with the unregister command, as in unregister database tenner, for
example.

How It Works

When you unregister a target database from the recovery catalog, the backups pertaining to
that database aren't affected—you now rely on the control file, instead of the recovery catalog,
to store the history of those backups. Just a reminder—prior to the Oracle Database 10g
release, you were required to execute the dbms_rcvcat.unregisterdatabase(db_key, db_id)
procedure from SQL*Plus to unregister a database from the recovery catalog.
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Prior to unregistering a database, it’s a smart idea to record the complete set of backups
known to the recovery catalog by issuing the commands 1ist backup summary and list copy
summary. Then, if you later decide to reregister the database, you'll know exactly which back-
ups are not recorded in that database’s control file. You'll need to recatalog those backups.
Recipe 6-6 shows you how.

You may someday find yourself in the situation of needing to unregister a database that
no longer exists. In such a case, you can't, of course, connect to the nonexistent database in
order to unregister it. The solution is to connect to your catalog database independently and
issue an unregister command specifying exactly which database it is that you want to unreg-
ister. For example:

RMAN> unregister database testdb;

It is further possible that you might have another database of the same name, perhaps
because it is running on a different server. In such a case, use the set dbid command to spec-
ify the particular database that you want to unregister. The following example shows how to
remove a specific database named testdb when multiple databases named testdb are regis-
tered:

RMAN> run
{
set dbid 1234567899;
unregister database testdb;

}

In the event that you need to issue a set dbid command, you can easily determine the
DBID to use. Whenever you connect to a target database, RMAN displays the DBID for that
database. In addition, you can query the recovery catalog or check the filenames of the control
file autobackup to find the DBID for a database. To find out how to determine the database
identifier (DBID), please refer to recipe 10-3.

6-7. Cataloging Older Files
Problem

You have some image copies, some RMAN backup pieces, and some archived redo log files
from before your recovery catalog was created. You want to make all these part of the recovery
catalog so that information about them is available to RMAN.

Solution

You can catalog any existing datafile copies, backup pieces, or archived redo logs by using the
catalog command, as shown in the following example, which catalogs an operating
system-based copy of a datafile:

RMAN> catalog datafilecopy '/u01/app/oracle/usersoi.dbf’;

cataloged datafile copy

datafile copy filename=/u01/app/oracle/users0l.dbf recid=2 stamp=604202000
RMAN>
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Similarly, you can use the following two commands to catalog an RMAN-made backup
piece and an archivelog, respectively:

RMAN> catalog backuppiece '/diski/backups/backup_820.bkp";
RMAN> catalog archivelog '/diski/arch_logs/archivel 731.dbf',
"/disk1/arch_logs/archivel 732.dbf"';

The files you want to catalog can exist only on disk and not on tape, and they must belong
to one of the following types:

 Datafile copy
* Control file copy
* Archived redo log

e Backup piece

Cataloging a Datafile Copy As an Incremental Backup

You can use the catalog command to catalog a datafile copy that you want to use as a level 0
incremental backup. Simply add level 0 to the catalog datafilecopy command, as shown
here:

RMAN> catalog datafilecopy '?/oradata/usersoil.bak' level 0;

Once you catalog a datafile copy as a level 0 backup, you can then perform an incremen-
tal backup by using that copy as your base.

Cataloging Sets of Files

If you have a whole bunch of files you need to record in the recovery catalog, you can save
time and effort by using the catalog start with command. After the keywords catalog start
with, you specify a string pattern. The command catalogs all valid backup sets, datafile copies,
archived redo logs, and control file copies whose names start with the string pattern you spec-
ify. The string pattern can refer to an OMF directory, an ASM disk group, or part of a filename.

RMAN will automatically catalog all the backups found in the locations that match the
string pattern that follows the catalog start with command. For example, to catalog all files
in the /disk1/arch_logs directory, use this:

RMAN> catalog start with '/diski/arch_logs/';

In this case, the catalog start with command will catalog an entire directory of archived
redo logs. By default, RMAN will prompt you after each match to verify that you want the item
to be cataloged. You can skip this prompting by using the additional keyword noprompt, as
shown here:

RMAN> catalog start with '/diski/arch logs/' noprompt;

The previous command will let RMAN perform the Cataloging without prompting after
each match.
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Cataloging the Flash Recovery Area

You can also use the catalog start with command to catalog the contents of the flash recov-
ery area. All the backup sets, archived redo logs, and datafile copies that are part of the active
flash recovery area will be cataloged. Here’s how to do that:

RMAN> catalog recovery area;

You can optionally use the noprompt keyword if you don’t want RMAN to prompt before
Cataloging each object it finds in the flash recovery area.

How It Works

The catalog command comes in handy when you want to record information pertaining to
backup-related files that were created outside the context of the recovery catalog. It’s impor-
tant to understand that this catalog command is completely different from the connect
catalog command used when connecting to the recovery catalog.

When you create a recovery catalog, an initial automatic synchronization occurs. During
this synchronization process, RMAN gets all backup-related data from the current control file
and stores the data in its own internal tables. However, as you probably are aware by now, the
control file doesn’t necessarily save all the older backup-related data. It’s quite likely that some
of the older backup data has aged out of the control file because of space limitations. You can
make all the aged-out, older backup data available to RMAN by explicitly using the catalog
command to register the older backups, recording them in your recovery catalog.

6-8. Updating the Recovery Catalog
Problem

The recovery catalog is sometimes not available when issuing certain RMAN commands. In
addition, RMAN updates of the recovery catalog may be made infrequently under some con-
ditions. You want to make sure the recovery catalog is updated with all the current backup
information.

Solution

You use the resync catalog command in order to update or resynchronize a recovery catalog.
You must connect to the recovery catalog as well as to the target database in order to perform
the resynchronization. First, start the target database in mount mode:

RMAN> startup mount;
Next, once you connect to the target database, issue the resync catalog command:

RMAN> resync catalog;
starting full resync of recovery catalog
full resync complete

RMAN>
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Note Full resynchronization uses a snapshot of the target database control file as the source to resyn-
chronize the recovery catalog.

How It Works

To update the recovery catalog using the current control file information, RMAN will first
create a snapshot control file. It'll then compare the contents of the recovery catalog to the
contents of the snapshot control file and update the recovery catalog by adding the missing
information and modifying the changed backup- and schema-related records.

How often you must use the resync catalog command will depend on your backup fre-
quency as well as the number of archived redo logs and online log switches produced by the
target database. At the least, you must ensure that you resynchronize the recovery catalog
often enough that the data in the control file gets transferred to the recovery catalog before
that data is overwritten because the control file is full. This means you must keep the value of
the initialization parameter control file record keep_ time longer than your backup interval.
This is also a good reason why you must never set the value of this parameter to 0.

Two basic types of records get updated in the recovery catalog during the resynchroniza-
tion process. The first type of records consists of mostly archive log and backup-related data
such as the following:

* Online log switch information

* Archived redo log information

» Backup history, such as backup sets, backup pieces, and proxy copies
¢ Database incarnation history

The other major type of recovery catalog data that’s updated is data relating to the physical
schema, such as data relating to datafiles and tablespaces, for example. If the target database is
using a backup control file or a newly created control file or if you're using the resync catalog
from controlfilecopy command, the physical schema data in the recovery catalog will not be
updated. That is, you must be using the current control file for the target database in order for
the physical schema to be updated with the resync command. In other words, to perform a full
synchronization of the dataset, you must use the current control file.

When you issue certain RMAN commands such as the backup command, RMAN automat-
ically performs a resynchronization. A resynchronization involves the comparison of the
recovery catalog to the current control file and the updating of the recovery catalog with the
missing information that is either missing or changed. A resynchronization is said to be par-
tial when RMAN updates only information about archived redo logs and new backups. During
a full synchronization, in addition to the backup-related information, RMAN also updates
metadata about the physical schema, such as tablespaces, datafiles, online redo logs, and
undo segments. Thus, RMAN performs a full resynchronization whenever the schema meta-
data is changed; otherwise, it does only a partial synchronization.

Although RMAN automatically resynchronizes the recovery catalog pursuant to most
RMAN commands such as backup and delete, it is easy to think of situations when you may
not be able to avail of this feature. For example, you may decide to perform the backups of a
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database without connecting to the catalog database, or you may be prevented from connect-
ing to the recovery catalog database before the backup of a target database. Clearly, in such
cases, the control file will contain the backup information but not the recovery catalog, since
you weren't even connected to the recovery catalog during the backup of the target database.
In cases such as these, you must connect to the recovery catalog when you get a chance and
perform a resynchronization using the resync catalog command.

Another scenario requiring you to resort to the manual resynchronization of the recovery
catalog is when you don’t perform frequent backups such as a nightly backup but instead per-
form, say, a weekly or monthly backup. If you were to perform a daily backup, RMAN would've
automatically synchronized the recovery catalog as part of the backup command. However,
since you aren'’t performing a nightly backup, the recovery catalog gets updated only once a
week or once a month, depending on the frequency of your backups. If you're running your
database in archivelog mode and the database churns out a million of these between backups,
the recovery catalog won’t contain the information relating to these archived redo logs,
although the control file will. The same will also be true of all online redo log switches—data
regarding what is stored only in the control file but not propagated automatically to the recov-
ery catalog. In situations such as these, manually resynchronizing the recovery catalog with
the help of the resync catalog command is the only way to update the catalog.

If you've never backed up the recovery catalog or if you've backed it up but are missing
some necessary archived redo logs, you can use the resync catalog command to bail yourself
out. If you don’t have a backup of the recovery catalog or you can'’t recover the recovery catalog
for some reason from the backups, you must re-create the recovery catalog. You can use the
resync catalog command to update the newly re-created recovery catalog with the informa-
tion from the control file of the target database. However, you'll be missing the metadata for
those records that have aged out of the control file. You can then use the catalog start with
... command to enter any available older backup information in the freshly re-created recov-
ery catalog.

6-9. Dropping the Recovery Catalog
Problem

You decide to do away with your base recovery catalog, because you've decided that the con-
trol file is adequate to maintain your RMAN backup and recovery needs. Or, you want to
remove just a particular virtual private catalog but keep the base recovery catalog intact.

Solution

To drop the base recovery catalog, you must drop the recovery catalog schema from the recov-
ery catalog database by using the drop catalog command. Here are the steps to follow:

1. Connect to the base recovery catalog before you can use this command. You don’t need
to be connected to a target database to drop the recovery catalog. Here’s how to con-
nect:

RMAN> connect catalog rman/rman@catdb
Connected to recovery catalog database
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2. Issue the drop catalog command. For example:

RMAN> drop catalog;

recovery catalog owner is RMAN
enter DROP CATALOG command again to confirm catalog removal

RMAN will force you to enter the drop catalog command a second time to ensure that
you really do want to drop the recovery catalog. You want to drop the catalog for sure, so issue
the drop catalog command again:

RMAN> drop catalog;
recovery catalog dropped
RMAN>

The steps for dropping a virtual private catalog are identical to those for the base recovery
catalog. You must first connect to the appropriate virtual private catalog before issuing the
drop catalog command.

Caution When you drop the base recovery catalog, you lose the backup information for all databases
registered in the base recovery catalog.

How It Works

The drop catalog command will remove all RMAN backup metadata from the base recovery
catalog or the virtual private catalog database. You thus lose the ability to use any of the back-
ups formerly registered in the catalog if the backups were recorded in the dropped recovery
catalog but not in the control file. If you've backed up your recovery catalog prior to dropping
it, you can restore it and access the backup metadata. The only other way to make those back-
ups available to RMAN again is to create a new recovery catalog and then manually use the
catalog command to record those backups in the new recovery catalog.

You can drop a virtual private catalog by logging in as the base catalog owner or the virtual
catalog owner. If you drop the base recovery catalog but don’t drop any virtual private catalogs
defined on the parent catalog, the virtual private catalogs will be unusable. Dropping a virtual
catalog has no impact on the base recovery catalog.

6-10. Merging Recovery Catalogs
Problem

You have multiple recovery catalogs, each for a different version of your Oracle databases. You
want to merge all of these recovery catalogs into one.
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Solution

Use the import catalog command to merge recovery catalog schemas. In the following exam-
ple, the destination recovery catalog schema, owned by user rmanl1, is located in the recovery
catalog database eleven. This recovery catalog currently has two databases registered with it,
as shown by the following list incarnation command:

RMAN> 1ist incarnation;
List of Database Incarnations

DB Key Inc Key DB Name DBID STATUS  Reset SCN Reset Time
192 207 ELEVEN 3481526915 PARENT 1 22-NOV-06

192 193 ELEVEN 3481526915 CURRENT 909437 13-MAR-07

1 15 ORCL11 3863017760 PARENT 1 22-NOV-06

1 2 ORCL11 3863017760 CURRENT 909437 03-MAR-07

RMAN>

You also have another 10.2 recovery catalog schema owned by the user rman10, with one
database registered in it, as shown by the following 1ist incarnation command:

RMAN> 1list incarnation;

List of Database Incarnations

DB Key Inc Key DB Name DBID STATUS ~ Reset SCN Reset Time
8 TENNER 1166569509 PARENT 1 30-AUG-05
2 TENNER 1166569509 CURRENT 534907 13-MAR-07
RMAN>

Your goal is to merge the 10.2 release recovery catalog into the 11.1 release recovery cata-
log, thus creating a consolidated recovery catalog schema with all three databases registered
in that catalog. To do this, connect to the destination catalog, and issue the import catalog
command, as shown in the following example:

$ rman
RMAN> connect catalog rman/rman@eleven
RMAN> import catalog rman10/rmani0@tenner;

Starting import catalog at 08-APR-07

connected to source recovery catalog database

import validation complete

database unregistered from the source recovery catalog
Finished import catalog at 08-APR-07

RMAN>

In the previous command, you must specify the connection string for the source catalog
whose metadata you want to import into the destination catalog. Issue the 1list incarnation
command again to ensure that all three databases are now part of the single consolidated
recovery catalog:
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RMAN> 1ist incarnation;

List of Database Incarnations

DB Key Inc Key DB Name DBID STATUS  Reset SCN Reset Time
1411 1418 TENNER 1166569509 PARENT 1 30-AUG-05

1411 1412 TENNER 1166569509 CURRENT 534907 13-MAR-07

192 207 ELEVEN 3481526915 PARENT 1 22-NOV-06

192 193 ELEVEN 3481526915 CURRENT 909437 13-MAR-07

1 15 ORCL11 3863017760 PARENT 1 22-NOV-06

1 2 ORCL11 3863017760 CURRENT 909437 03-MAR-07

RMAN>

You'll find that there are no databases registered in the source database any longer:

RMAN> 1list incarnation;

RMAN>

You don'’t see any databases registered in the source database, since RMAN automatically
unregisters all databases from the source recovery catalog after importing the contents of that
catalog into the destination recovery catalog. If you don't want RMAN to unregister the data-
bases from the source catalog after importing the metadata for the databases registered in that
catalog, issue the following import catalog command, with the no unregister option:

RMAN> import catalog rman10/rmani0@tenner no unregister;

In cases where you want to re-create a recovery catalog from a source catalog, you will not
want to unregister all databases from the source catalog.

How It Works

Importing a catalog into another and merging it with the destination catalog all takes place
without connecting to a target database. You simply need to connect to the source and desti-
nation recovery catalogs with the RMAN client.

The import catalog command will import the metadata for all the databases that are cur-
rently registered in the source catalog schema into the destination catalog schema. If you'd
rather import a specific database(s), you can do so using the following variation on the import
catalog command wherein you specify the DBID or database name of the database you want
to import:

RMAN> import catalog rmani0/rmanio@tenner dbid = 123456, 123457;
RMAN> import catalog rman10/rmani0@tenner db_name = testdb, mydb;

If a database is registered in both the source and destination target recovery catalogs, first
unregister that database from one of the catalogs before proceeding. You can’t perform an import
when a database is simultaneously registered in both the source and destination catalogs.
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You can issue the import catalog command only if the source database’s version is identical
to the version of the RMAN client you're using. If the source recovery catalog schema belongs to
an older version, upgrade that catalog schema first using the upgrade catalog command, shown
in recipe 6-10.

6-11. Moving the Recovery Catalog to Another Database
Problem

You want to move a recovery catalog from one database to another.

Solution

You can move a recovery catalog to a different database from the present recovery catalog data-
base by using the import catalog command. Here are the steps to move a recovery catalog:

1. Create a new recovery catalog in the target database, but don't register any databases
in it.

2. Use the import catalog command in RMAN after connecting to the target database:

$ rman
RMAN> connect catalog rman/rman@target db
RMAN> import catalog rman10/rman10@source db;

The import catalog command will import the source recovery catalog contents into the
target recovery catalog.

How It Works

Moving a recovery catalog to another database is similar to merging recovery catalogs dis-
cussed in the previous recipe, since both use the import catalog command to importa
recovery catalog from one database to another.

6-12. Creating a High-Availability Recovery Catalog
Problem

You have registered a large number of databases in a single recovery catalog and want to
ensure that the recovery catalog is always available to perform backup and recovery tasks.
That is, you want a high-availability solution for the RMAN recovery catalog.

Solution

The solution is to maintain multiple, redundant recovery catalogs. If you're using the recovery
catalog to manage the backup and recovery tasks for a large number of production databases,
maintaining high availability becomes critical. You can ensure high availability of the recovery
catalog just as you would any other Oracle database—by using a standby recovery catalog
instance. In the case of recovery catalogs, however, you really don’t use a special standby data-
base for the alternate recovery catalog instance—you simply maintain a secondary recovery
catalog that can take over from the primary recovery catalog in the event disaster strikes.
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Here’s a simple outline of the strategy for using a standby recovery catalog:
1. Create a secondary recovery catalog in a separate Oracle database.

2. Register all databases—all that you have registered in your primary catalog—in the
secondary recovery catalog.

3. The primary recovery catalog is synchronized automatically during the normal back-
ups of the target databases.

4, Synchronize the secondary recovery catalog manually with the resync catalog com-
mand after connecting to each of the target databases registered in the catalog.

5. Switch to the secondary catalog as the primary recovery catalog when necessary after
resynchronizing it first. Switching to the secondary catalog is as easy as can be. Simply
connect to that catalog instead of to the primary one. The secondary catalog will be
now your primary catalog.

How It Works

It’s important to synchronize the secondary recovery catalog manually on a frequent basis so
the catalog remains current. This way, when you are forced to fall back on the secondary cata-
log, it'll have all the backup metadata you need.

You must back up the secondary recovery catalog database just as you would the primary
catalog database to provide high availability.

6-13.Viewing Backup Information
Problem

You want to access information stored in the recovery catalog. You know you can use the data-
base views in the individual target databases to find out information about their backups, but
youd like to get data about all your target databases from the recovery catalog itself.

Solution

The recovery catalog comes with its own special set of dynamic views that are analogous to
the database performance views (V$ views). These recovery catalog views have the prefix RC_.
Each such recovery catalog view contains information for all the target databases registered in
the recovery catalog.

Most of the RC_ views use the DB_KEY column to uniquely identify a target database reg-
istered in the recovery catalog. That is, the DB_KEY column is the primary key in each of the
recovery catalog views or RC_ views. To obtain the DB_KEY for a database, first identify the
DBID for that database. Each DBID is mapped to a unique database and is connected to a sin-
gle DB_KEY value. You can find out the DBID of a database with the following query:

SQL> connect / as sysdba
SQL> select DBID from v$database;

6325412
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Once you have the DBID for a database, you can get the DB_KEY from the RC_DATABASE
view after first connecting to the recovery catalog database:

SQL> connect rman/cat@catdb
SOL> select db_key from rc_database where dbid = &dbid of_ target;

The following are brief descriptions of the most important recovery catalog views:

RC_STORED_SCRIPT: This view lists information about RMAN scripts stored in the recov-
ery catalog.

RC_UNUSABLE_BACKUPFILE_DETAILS: This view shows the unusable backup files
recorded in the recovery catalog.

RC_RMAN_STATUS: This view is similar to the VS RMAN_STATUS view and shows the sta-
tus of all RMAN operations. This view doesn’t contain information about any operations
that are currently executing.

RC_RMAN_CONFIGURATION: This view provides information about persistent configu-
ration settings.

RC_DATAFILE: This view shows all datafiles registered in the recovery catalog.
RC_DATABASE: This view shows the databases registered in the recovery catalog.

RC_ARCHIVED_LOG: This view provides historical information on both archived as well
as unarchived redo logs.

How It Works

Remember that you can also use RMAN commands such as 1list to view the information stored
in the recovery catalog tables. It’s often far easier to use commands than to query the views. For
example, we find it generally easier to issue a 1ist script names command than it is to write a
select statement against the RC_STORED_SCRIPT view. Unlike normal V$ views, the recovery
catalog views described in this recipe aren’t normalized, since they exist mainly for the use of
RMAN and Enterprise Manager. Owing to the joining of multiple tables to build each of the
recovery catalog views, you see a lot of redundant information when you query these views.

6-14. Uncataloging RMAN Records
Problem

You want to remove information from the recovery catalog, perhaps pertaining to a deleted
backup or to a file that you have deleted with an operating system utility.

Solution

Use the change ... uncatalog command to alter or remove specific RMAN repository records.
The following are two examples of the usage of this command. The first one deletes the record
of a control file copy, and the second deletes the record of a datafile copy:
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RMAN> change controlfilecopy '/u01/app/oracle/rman/backup/controlol.ctl’ uncatalog;
RMAN> change datafilecopy '/u01/app/oracle/rman/backup/usersoi.ctl’ uncatalog;

If you want, you can query the RC_DATAFILE_COPY and RC_CONTROLFILE_COPY views
to confirm deletions such as these.

How It Works

Use the change ... uncatalog command for two specific purposes:
* To update a deleted backup record’s status to deleted in the control file repository.

* To delete a backup record from the recovery catalog. For example, if you delete an
archived redo log through an operating system command instead of deleting it through
RMAN, you can use the change archivelog ... uncatalog command to remove the
record of that now-deleted archived redo log from the recovery catalog.

When you execute the change ... uncatalog command, RMAN doesn’t remove any phys-
ical files—it merely removes references to the specified file from the recovery catalog. Only the
records pertaining to the uncataloged files are removed from the recovery catalog.

6-15. Using a Release 11.x Client with Older Catalogs
Problem

You've installed the new Oracle 11.x release RMAN software. When you try to connect to an
RMAN recovery catalog you created with the Oracle 10.2 release, you get an error.

Solution

If you try to connect to older versions of the recovery catalog schema using the new Oracle 11
release RMAN client, you'll receive an error saying the recovery catalog is too old. The solution
is to upgrade the recovery catalog to the newer version required by the RMAN client using the
upgrade catalog command. The following is a set of examples that shows how you get an error
and what to do about it.

First check the version of your recovery catalog by issuing the following command from
SQL*Plus after logging in as the recovery catalog owner:

SQL> select * from rcver;
VERSION

10.02.00.00

SoL>
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The preceding query shows that your recovery catalog is release 10.2.version. Now, try
connecting to this recovery catalog by invoking your Oracle 11 release RMAN client, as shown
in the following example:

$ rman

Recovery Manager: Release 11.1.0.1.0 - Beta on Sun Apr 8 16:30:09 2007
Copyright (c) 1982, 2005, Oracle. All rights reserved.

RMAN> connect catalog rman10/rmani0@tenner

connected to recovery catalog database
PL/SQL package RMAN10.DBMS_RCVCAT version 10.02.00.00
in RCVCAT database is too old

RMAN>

To be able to connect to the older recovery catalog, you must upgrade the recovery cata-
log in the following manner (you'll have to issue this command twice, as shown in the
example, by using the upgrade catalog command):

RMAN> upgrade catalog;

recovery catalog owner is RMAN
enter UPGRADE CATALOG command again to confirm catalog upgrade

RMAN> upgrade catalog;

recovery catalog upgraded to version 11.01.00.01
DBMS_RCVMAN package upgraded to version 11.01.00.01
DBMS_RCVCAT package upgraded to version 11.01.00.01

RMAN>

After the catalog is successfully upgraded, confirm the version of the recovery catalog in
SQL*Plus, again logging in as the recovery catalog owner, as shown in this example.

SQL> select * from rcver;

VERSION

11.01.00.01

SoL>

You've successfully upgraded your 10.2 version of your recovery catalog schema to the
11.1 release version.
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How It Works

Not all catalog schema versions are usable with all target database releases. Please check the
compatibility matrix provided by Oracle to learn about which recovery catalog schema ver-
sions are compatible with a particular version of RMAN. You can also refer to recipe 6-12,
which deals with the resolution of RMAN compatibility issues.

The RMAN client you're using can't be a more recent version than the target or auxiliary
database to which you’re connecting. The recovery catalog schema version must be at least
the same as the RMAN client version or greater.

You can’t upgrade a virtual private catalog with the upgrade catalog command—you
must upgrade the base recovery catalog. When RMAN connects to the virtual private catalog
the next time, it automatically performs any necessary changes in the virtual private catalog.
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CHAPTER 7

Making Backups with RMAN

¥)u can use the backup command to back up datafiles, archived redo logs, or control files.
You can also use the backup command to make copies of datafiles and backups of backup sets.
Since RMAN provides (since the Oracle9i Database release) the default configuration for all
backup-related parameters such as devices, formats, and tags, you can, if you want, back up
your entire database by simply typing the command backup database at the RMAN prompt.
You must, of course, first connect to the target database before backing it up, and the database
must be in mount or open state if it’s running in archivelog mode and must be the mount
state if it's operating in noarchivelog mode.

Before we discuss various RMAN backup-related recipes in this chapter, it helps to quickly
review key RMAN backup-related concepts before jumping into the mechanics of performing
the backups.

Backup Sets and Image Copies

The backup command lets you make two types of RMAN backups: backup sets and image
copies. By default, all RMAN backups are in the form of backup sets. Each backup set contains
one or more backup pieces, which are files in an RMAN-specific format. Backup sets are the
default backup type for both disk- and tape-based backups.

A backup set is a logical structure that consists of a minimum of one backup piece, which
is a physical, RMAN-specific format file that actually contains the backed-up data. A backup
set can contain data from one or more datafiles, archived redo log files, or control files. By
default, a backup set contains just one backup piece. However, you can limit the size of a
backup piece by using the maxpiecesize parameter. If you do this and the backup set size is
larger than the backup piece size specified by the maxpiecesize parameter, there’ll be multiple
backup pieces within that backup set.

Each of the objects you back up with the backup command—database, tablespace,
archived redo logs, and so on—will result in at least one backup set if you specify backup set
as the backup type. RMAN determines the number of backup sets for a backup according to
an internal algorithm. However, you can limit the size of a backup set by specifying the
maxsetsize parameter. You can also indirectly control the number of backup sets made by
RMAN for each backup by specifying the filesperset parameter, which limits the number of
input files (datafiles, archived redo log files, and so on) that can be backed up into a single
backup set.

The key difference between an image copy and a backup set is that RMAN can write
blocks from many files into the same backup set (known as multiplexing) but can’t do so in
the case of an image copy—an image copy is identical, byte by byte, to the original datafile,
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control file, or archived redo log file. An RMAN image copy and a copy you make with an
operating system copy command such as dd (which makes image copies) are identical.

Note RMAN treats all user-made backups as image copies.

Since RMAN image copies are identical to copies made with operating system copy com-
mands, you may use user-made image copies for an RMAN restore and recovery operation after
first making the copies “known” to RMAN by using the catalog command, as shown in recipe 6-7.
After this point, there’s no difference between those image copies made by you and those made
by RMAN. During a restore operation, if you have both image copies and backup sets from the
same time period, RMAN prefers to use an image copy over a backup set. This is because there is
more overhead involved in sorting through a backup set to get the files to restore. In addition,
image copies offer yet another benefit during a restore and recovery operation. If you need to
restore a current datafile and happen to have an image copy of that datafile available, you can
use the switch command to simply point the database to the replacement file instead of the
original datafile. This eliminates the need to restore the datafile, thus speeding up database
recovery considerably.

RMAN Backup Modes

A control file or an archived redo log file is always backed up completely and in a consistent
fashion. A datafile, however, may be backed up partly or completely. You can also make con-
sistent or inconsistent backups with datafiles. The various backup types are as follows:

Full vs. incremental backups: A full backup is a backup of a datafile that includes every
allocated block in that file. Note that an image copy backup of a datafile will always
include every block in that file. A backup of a datafile as a backup set, however, may skip
data blocks that aren’t in use. An incremental backup can be one of two different levels:
alevel 0 backup including all blocks in the datafile except those blocks compressed
because they have never been used or a level 1 backup including only those blocks that
have changed since the parent backup.

Consistent vs. inconsistent backups: A backup taken after a database was shut down grace-
fully (as opposed to using the shutdown abort command or a shutdown following an
abrupt database crash) and restarted in mount state is said to be consistent. A consistent
backup doesn’t require recovery after you restore the database. A backup taken while the
database is online or after it was brought into mount state after being shut down abruptly
is called an inconsistent backup. An inconsistent backup always needs recovery to make
the backup consistent.

If you're running in archivelog mode, the target database must be mounted or be open
before you can issue an RMAN backup command. If you're running the database in
noarchivelog mode, the database must first be shut down cleanly and started up in mount
state before you can use RMAN for backups. If the database was abruptly shut down and
restarted, RMAN can’t make the backups. You mustn’t back up a database running in
noarchivelog mode while the database is open.
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Note Starting with the Oracle Database 11g release, RMAN excludes the backup of undo in the undo
tablespace, which is not necessary for recovering an RMAN backup. Unlike the backup optimization feature,
you have no control over whether to use this feature—it works by default, and you can’t disable it.

By default, all RMAN backups—whole database, tablespace level, and so on—are full
backups. That is, all data blocks in the datafiles that were ever used, even if they are currently
empty, are included in the backup. You can specify the command backup full database,
for example, to start a whole-database backup, but it’s not necessary to do so. Just use the
command backup database to do the same thing. However, when you are performing an
incremental RMAN backup, you must specify the keyword incremental in your backup
commands since it isn’t the default backup type.

Types of Files That RMAN Can Back Up

RMAN lets you back up all the files you'd need for a database recovery, such as the following:
 Datafiles
* Control files
* Archived redo logs
» Image copies of datafiles and control files, including those made by RMAN
* Backup pieces that contain RMAN backups

The Oracle database uses three types of “live” files during its operation: datafiles, online
redo log files, and control files. Of these three types of files, RMAN backs up only the datafiles
and the control files. You can’t use RMAN to back up the online redo log files. If you're operat-
ing in noarchivelog mode, then you won't need the online redo logs, since the database files
are always consistent when you back up the database using the only permitted modes of
backing up a database in noarchivelog mode, which are closed whole backups. You won't
need the online redo log backups if you're operating in archivelog mode either, since RMAN is
continually backing up all your archived redo logs. However, you must make sure you always
multiplex the online redo log so you won't lose all members of a group and thus all the com-
mitted changes as yet unrecorded in the datafiles.

In addition to the previously mentioned types of files, RMAN also can back up the server
parameter file, or spfile, which contains the initialization parameter for starting up your data-
base. You can’t, however, back up the following types of files using RMAN:

 External files

* Network configuration files

* Password files

* Any Oracle home-related files

Use normal operating system copy utilities to back up any of these four types of files.
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RMAN Backup Destinations

RMAN can back up to the following destinations:
¢ Any disk directory, including an automatic storage management (ASM) disk group.
¢ A media management library (tape device).

» Aflash recovery area, which is the heart of Oracle’s disk-based backup and recovery
strategy. The flash recovery area is a disk area reserved entirely for backup and recovery
purposes as well as for storing flashback logs used to support the flashback database
feature.

Note RMAN places all backups of the datafiles, archived redo logs, and control files in the flash recovery
area by default.

7-1. Specifying Backup Options
Problem

You want to back up your database using the backup command but want to override some of
the default options for the backup command as well as some of the preconfigured persistent
settings made with the configure command.

Solution

To back up anything using RMAN, you use the backup command, as shown in the following
example, which backs up the entire database:

RMAN> backup database;

Although the simple command backup database would suffice to perform a whole-data-
base backup, it’s smart to understand the most common options that you can specify with the
backup command.

Specifying Channels

By default, RMAN comes with a single disk channel preconfigured, starting with the Oracle9i
release of the database. So, if you're backing up to a disk, you don’t have to manually allocate
a channel. However, if you're backing up to tape, you must either configure an automatic
channel for the tape device or manually allocate a tape (sbt) channel as part of the backup
commands you issue. The following example shows how to set a channel for a tape device
before making a backup of the database:

run {
allocate channel c1 device type sbt;
backup database;
}
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You can use the allocate channel option to specify the channel to use when creating
backups. RMAN also uses the channel ID you provide to report I/O errors. You can use a
meaningful name such chl or devl as the channel name. If you don’t use the channel parame-
ter, RMAN dynamically assigns the backup set to one of the available channels.

Specifying the Output Device Type

As you saw in Chapter 5, you can configure the backup device (disk or tape drive) by using the
configure command. However, you can use the device type clause with the backup command
to specify whether you want a disk device or tape device for a specific backup. The device type
you specify with the device type clause will override the persistent configuration setting you
created for the device type. The following example shows how to specify a tape device for a
backup instead of the default disk device:

RMAN> backup
device type sbt
database;

Note that you must first run the configure device type command for a tape device
before you can choose tape as the backup device type in the previous backup command.

Specifying Image Copy or Backup Set Output

When you're backing up to a disk, you have the choice of creating backups as backup sets or
image copies. If you don'’t specify whether RMAN should make an image copy or a backup set,
RMAN will make a backup set, which is the default backup type. You can use the as copy and
as backupset clauses with a backup command to override the configured default device type.

You can explicitly specify that a backup be made as a backup set by using the as
backupset clause within the backup command:

RMAN> backup as backupset
database;

The following command shows how to specify a tape device as the backup destination
and specify that the backup be made as a backup set:

RMAN> backup as backupset
device type sbt
database;

To make image copies of the database, use the as copy clause instead, as shown here:

RMAN> backup as copy
database;

You can make image copies only on disk but not on a tape device. Therefore, you can use
the backup as copy option only for disk backups, and the backup as backupset option is the
only option you have for making tape backups.
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Specifying a Backup Format

Backup format refers to the naming of the RMAN backup files. There are several ways in which
you can specify the backup filename. Here are the set of rules governing the filenames in order
of precedence:

* Specify the format clause in the backup command to generate the backup filename.
* Configure a format setting for the specific channel that you use in the backup.
e Configure a format setting for the device type used in the backup.

e Ifyou enabled a flash recovery area, RMAN will generate a name for the backups in the
flash recovery area if you don’t specify the format clause.

If none of the four formatting rules applies, then RMAN will name the backups and store
them in locations based on operating system-specific rules. Since the format clause is at the
top of the formatting rules in order of precedence, let’s look at that clause in detail in this
section.

You can specify the format option with the backup command to direct the RMAN backup
output to a specific location. In the following example, RMAN’s backup output is directed to
the /u01/backup/ directory, and the backup files are stored with unique names generated by
the random string generator %U:

RMAN> backup
database
format= '/u01/backup %U ';

If your default backup device is a disk, by default all RMAN backups are sent to the flash
recovery area (if you've configured it) and stored there with automatically generated filenames.
If you don't specify the format option and you haven't configured a flash recovery area, the back-
ups are stored in an operating system-specific default location.

You may also use an ASM disk group as the destination for the RMAN backups, as shown
in the following example:

RMAN> backup
database
format '+dgroupl’;

The database backups will be stored in the diskgroup +dgroupl.

Specifying Tags for Backup Output

You can use the tag option to make RMAN assign a unique name to each of the backups that
you make. In the following example, the tag parameter of the backup command specifies that
the backup must be tagged with the identifier weekly backup:

RMAN> backup
database
tag ‘'weekly backup';

If you don't use the tag parameter to assign your own customized tag, RMAN will attach a
default tag to every backup it creates. Chapter 4 discusses RMAN tags.
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How It Works

If you're operating the target database in archivelog mode, the database must be mounted or
be open before you can issue an RMAN backup command. If you are running the database in
noarchivelog mode, the database must first be shut down cleanly and started up in mount
state before you can use RMAN for backups. If the database was abruptly shut down and
restarted, RMAN can’t make the backups. You mustn’t back up a database running in
noarchivelog mode while the database is open.

You can use RMAN’s backup command to back up the following entities:

¢ Tablespaces

¢ Datafiles (current or copy)

Control file (current or copy)
e Spfiles

¢ Archived logs

¢ Backup sets

In this recipe, we showed how to use the most common options that control the types,
naming, and formatting of RMAN'’s backup output files. However, you don’t need to use all
those options. Since RMAN uses default values for all those options, your backups will still be
made successfully without you specifying values for each possible option. You need to specify
an option only when the default value is not something you like.

The following are the key points you must remember about the basic RMAN options
described in this recipe:

e The backup set is the default backup type.
* The default device is disk.
* RMAN assigns default tags if you omit the tag clause in your backup commands.

* You can’t set the number of backup pieces in a given backup set—that’s something
RMAN will determine based on an internal algorithm.

* Ifyou don't use the device type clause in your backup command, RMAN will back up to
the currently configured default device type.

* You can’t back up a backup set from tape to another tape or from tape to disk, although
you can go from disk to tape.

7-2. Backing Up the Control File
Problem

You want to back up the control file often so that your backup copy always reflects the current
structure of the database.
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Solution

In recipe 5-3, you learned how to use the configure command to enable automatic backups of
the control file:

RMAN> configure controlfile autobackup on;

From here on out, RMAN will create a backup of the control file (as well as the server
parameter file) whenever you perform any backup with RMAN or make structural database
changes.

If you prefer not to configure automatic control file backups, you can use the backup com-
mand’s current controlfile clause to perform a manual backup of the current control file, as
shown here:

RMAN> backup current controlfile;

You also have the option to manually include the control file with any other backup that
you make. You do that by adding the include current controlfile option to any backup com-
mand. For example, you can back up the control file as part of a tablespace backup operation:

RMAN> backup tablespace users include current controlfile;

If you make any backup that includes datafile 1, RMAN automatically backs up both the
control file and the server parameter file. You can use the include current controlfile clause
with a backup database command as well.

In addition to the just-described manual techniques, you can also use the RMAN sql
command to issue the SQL alter database backup controlfile command. For example:

RMAN> sql "alter database backup controlfile to ''/orabac/prodi/cf back.ctl''";

Issuing an alter database backup controlfile command is probably the least desirable
method for backing up the control file. Unlike a control file autobackup, this backup doesn’t
have the metadata for the previous backup, which is essential for database recovery. Thus, you
have to manually keep track of when and where such a backup took place.

Note See recipe 5-4 for a complete description of enabling/disabling the controlfile autobackup
feature.

How It Works

You can have RMAN automatically back up the control file as part of regular database back-
ups, or you can explicitly issue commands whenever you want to back up your control file. We
strongly recommend using the autobackup feature for control file backups, as explained in
Chapter 5.

When you issue the backup current controlfile command, RMAN will create a backup
set that contains a copy of the control file. If you are using a server parameter file (spfile),
RMAN includes it in the same backup set. If you are using a flash recovery area, RMAN will
place the backup piece in the location specified by the initialization parameter db_recovery
file dest. If you aren'’t using a flash recovery area, the control file is backed up to an
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OS-dependent directory under ORACLE_HOME. For example, with Windows the default
directory is ORACLE_HOME/database. From then on, RMAN will back up the control file
anew whenever you initiate a backup operation from RMAN that includes datafile 1.

RMAN actually backs up the control file whenever you back up datafile 1, regardless of the
autobackup setting. If you haven'’t set the control file autobackup to on, RMAN will include
the control file as well as the server parameter file (if you have started the instance with a
server parameter file) as part of the backup of datafile 1. If, on the other hand, you've config-
ured the control file autobackup to on, RMAN won't include the control file as part of the
datafile 1 backup, but it generates a separate control file autobackup piece for it.

The control file autobackups contain metadata about the previous backup. RMAN makes
a control file autobackup after every backup command you issue from the command line and
after every backup command in a run block that’s not followed by another backup command.
Control file autobackups are significant because RMAN can restore the control file even if you
lose both the control file and the recovery catalog.

7-3. Backing Up the Server Parameter File
Problem

You want to make a copy of the database’s server parameter (spfile) file using RMAN so that
you have a record of the most recent database configuration.

Solution

Use the backup spfile command to back up the server parameter file, as shown here:
RMAN> backup spfile;

The previous command backs up the server parameter file currently in use by the data-
base instance.

How It Works

To successfully back up a given server parameter file through RMAN, you must first make sure
you start the database with that server parameter file. You don’t want to have used the text-
based, init.ora style of parameter file. If you start the database using an init.ora file instead of
an spfile, RMAN won't back up the spfile, since it really isn’t currently in use by the instance.

Note RMAN can’t make backups of the multiple server parameter files you may have on the server.
It backs up only the current server parameter file.

7-4. Backing Up Datafiles
Problem

You have a large database with thousands of datafiles, and you don’t have the resources to take
a daily backup of your database. You therefore need to implement a strategy that can back up
a subset of the database by copying a set number of datafiles each day.
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Solution

RMAN gives you the option of backing up individual datafiles. You can back up a datafile
either by using the datafile number or by using the datafile name. The following example
shows how to back up datafiles by specifying their numbers. The format option specifies the
format of each backup piece filename:

RMAN> backup datafile 1,2,3,4
format '/u01/app/oracle/rman/%d %U.bus"';

Instead of specifying a datafile number, you can specify the names of the datafiles you
want to back up. In the following example, the first command configures a channel with a
specific filename format, and the second command backs up two datafiles:

RMAN> configure channel device type disk format '/oraback/prodi/%d %U.bus';
RMAN> backup datafile '/u01/app/oracle/oradata/systemoil.dbf’,
'/u01/app/oracle/oradata/usersol.dbf’;

Note Once you configure a channel, there is no need to specify it in other backup commands unless you
need to change it. These configuration settings are persistent.

You can also take incremental backups of datafiles. The following example takes an incre-
mental level 1 backup of datafile 5:

RMAN> backup incremental level 1 datafile 5;

You can use RMAN to make a physical copy, also called an image copy, of a datafile. The next
example makes an image copy of the datafile systemo1.dbf and uses the format parameter to
specify the backup filename. The name of the original file is /ora01/testdb/system01.dbf, and
the image copy is named /oraback/system01.bk.

RMAN> backup as copy datafile '/oraoi/testdb/systemoi1.dbf’
format '/oraback/systemo1.bk';

Starting backup at 13-NOV-06

using channel ORA DISK 1

channel ORA DISK 1: starting datafile copy

input datafile fno=00004 name=/ora01/testdb/systemo1.dbf

output filename=/oraback/systemo1.bk tag=TAG20061113T062822 recid=3
Stamp=606378503

channel ORA DISK 1: datafile copy complete, elapsed time: 00:00:01
Finished backup at 13-JUN-07

RMAN>

The as copy clause directs RMAN to make an image copy instead of the default backup sets.
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How It Works

The backup datafile command is fairly straightforward. RMAN will back up the specified
datafiles and put them into backup pieces. If autobackup of the control file is disabled and
datafile 1 (SYSTEM) is backed up, RMAN will create a backup of the control file. If the auto-
backup of the control file is disabled and the system tablespace isn’t included in the
tablespace list, then no backup of the control file is created.

When you perform a full datafile backup (as against an incremental datafile backup),
RMAN reads every block that has ever been used in a datafile into the input buffer and eventu-
ally backs it up to the specified device. RMAN skips all data blocks in a datafile that have never
been used. That saves space and is unlike an image file backup, which makes a byte-per-byte
copy of the source file.

Only never-used data blocks are skipped to save on space. Even if a previously used data
block is currently empty because the data was deleted at some point, RMAN still backs up the
data block. The reason for this seemingly odd behavior is because RMAN was designed to
back up data even when the database isn't open when you can't access the data dictionary to
check whether a specific data block is on the freelist (blocks get on the freelist once all data
has been deleted from them).

If you haven't configured a format for the location and name of the backup pieces, RMAN
will write files to the flash recovery area. If the flash recovery area is not configured, then it is
operating system dependent on where the backup pieces are written.

If you're using the backup as copy command and don'’t specify a destination for the image
copies, RMAN chooses the storage locations according to the following criteria:

e If the output channel has a default configure ... format setting, that setting will be
the basis for the output filenames.

e If you configure a flash recovery area, the backups will be sent there.

* If you haven't configured a flash recovery area, an operating system-specific default
format is used (that is, the format parameter, which includes a %U for the generation of
unique filenames, is used).

You can view datafile numbers and datafile names in the VSDATAFILE,
V$DATAFILE_COPY, or V$DATAFILE_HEADER view. For example, to view datafile numbers
and datafile names in your database, issue this SQL command:

SQL> select file#, name from v$datafile;

You can also issue the RMAN report schema command to display datafile names and
numbers. Once you know the name or number for each file you want to back up, you can use
the backup datafile command to perform the actual backup operation.

7-5. Backing Up Tablespaces
Problem

You want to back up one or more tablespaces, either as a part of a regular backup schedule or
for some special purpose.
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Solution

Use the backup tablespace command to back up one or more tablespaces. The following
example shows how to back up two tablespaces, users and tools:

RMAN> backup tablespace users, tools;

Since we didn’t specify an image copy, RMAN will create a backup set containing the two
specified tablespaces.

The following example shows how to specify the format parameter in a backup tablespace
command:

RMAN> backup tablespace system format '/orao1/prodi/%d %U.bus';
This next example shows how to make an image copy of a tablespace:
RMAN> backup as copy tablespace users;

If you want to take an incremental backup of a tablespace, include the incremental clause
in the backup command:

RMAN> backup incremental level 1 tablespace example;

The previous command performs a level 1 incremental backup of the tablespace named
example.

How It Works

In Oracle a tablespace is a logical grouping of datafiles. Sometimes you'll need the flexibility
to back up these logical subsets of your database. Using the backup tablespace command
provides you with an easy way to back up parts of your database. You can use the backup
tablespace command to back up both read/write and read-only tablespaces.

Tip If you're using an Oracle Database 11.1g or newer release, transportable tablespaces don’t have to
be in read/write mode. You can’t, however, perform a backup of read-only transportable tablespaces if you're
dealing with older databases.

When backing up tablespaces, RMAN will back up all datafiles that belong to those table-
space(s). RMAN takes each tablespace name and translates it into the corresponding datafile
names. RMAN then copies the datafile blocks to the backup pieces. If autobackup of the con-
trol file is disabled (the default) and the system tablespace is backed up, RMAN automatically
creates a backup of the control file.

If you don't specify the location and name of the backup pieces by using the format
option or by using the configure command, RMAN will write files to the flash recovery area. If
you haven'’t configured the flash recovery area, the backup pieces are written to an operating
system-dependent location.
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7-6. Making a Whole-Database Backup
Problem

You want to back up the entire database.

Solution

You can perform a whole-database backup with the database started in mount state or the
database open. Issue the simple backup database command, as shown here:

RMAN> backup database;

The backup database command will back up all datafiles. And, assuming you've set
configure controlfile autobackup to on, it'll back up the current control file and the current
server parameter file as well at the end of the backup.

To make sure you have a complete set of archived redo logs through the time of the
backup, it is common practice to archive the current online redo log, as shown in the following
example:

RMAN> backup database;
RMAN> SOL "alter system archive log current”;

The first of these commands backs up the database. The second archives the current redo
log right after the backup completes.

How It Works

The backup database command backs up all datafiles and the control file but not the archived
redo logs. If you take a consistent backup of the database, you can later use this backup to
restore and recover without performing media recovery. That is, you won't have to apply any
changes from the archived redo logs before opening the database.

To take a consistent backup, you must satisfy the following two conditions:

* You must first shut down the database normally, that is, use one of the following state-
ments: shutdown, shutdown normal, shutdown immediate, or shutdown transactional.

* You must start up the database in mount state before taking the backup.

If you're recovering a database using inconsistent backups, you must first make the data-
base consistent through applying the archived redo logs before you can open it. Backups
taken under the following conditions are inconsistent:

 If you create a backup of a database after restarting a database that was shut down
abruptly (say, because of a power failure) or with the shutdown abort command

e If you create a backup of the database while the database is open

There’s nothing wrong with inconsistent backups—by definition, all open database backups
are inconsistent. You can safely use inconsistent backups as the foundation of your backup and
recovery strategy. Since database uptime is critical, most production databases depend on
inconsistent backups. All you have to do is to make sure you're running your database in archive
log mode and that you're backing up your archived redo logs along with your datafiles.
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7-7.Backing Up Archived Redo Logs
Problem

You want to back up the archived redo logs by themselves.

Solution

Use the backup archivelog command to back up archived redo logs. To back up one copy
of each log sequence number for all the archived redo logs, for example, you can issue the
following command:

RMAN> backup archivelog all;

The backup archivelog command shown in this example will back up only a single copy
of each of the archived redo logs, even if there are multiple copies of those logs. That is, the
command will back up a single copy of each distinct log sequence number.

The following example shows how to use the archivelog like clause with the backup
command to back up one archived redo log for each unique log sequence number:

RMAN> backup device type sbt
archivelog like '/disk%arc’%'
delete all input;

Let’s say you have two archiving destinations, one called /diskl/arch/ and the other called
/disk2/arch/. If a certain archived redo log, say log 9999, is in both directories, RMAN will back
up only one of the copies, not both of them. The delete all input clause deletes all archived
redo logs from all (in this case, two) destinations after the backup.

You can limit the backup of the archived redo logs based on a specific time, SCN, or log
sequence number. In the following example, the clauses from time and until time limit the
range of the archived redo log backups:

RMAN> backup archivelog
from time "sysdate-15" until time "sysdate-7";

The previous command uses a specified time period to direct the backing up of all
archivelogs generated between two weeks ago and last week. To back up archived redo logs
based on specific log sequence numbers, use the keyword sequence and provide either a spe-
cific log sequence number or a range for the sequence numbers. Here are some examples:

RMAN> backup archivelog sequence 99
delete input; # specifies a particular log sequence number

RMAN> backup archivelog sequence between 99 and 199 thread 1
delete input; # specifies range of records by log sequence numbers

In both examples, the delete input clause directs RMAN to delete the backed-up
archived redo log files after they’re successfully backed up.
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How It Works

You can make a backup of the archived redo logs using any of the following clauses with the
backup command:

e archivelog all
e plus archivelog
e archivelog from ...

When you issue the backup command with the archivelog all or plus archivelog clause,
either of these commands will back up the archived redo logs, and RMAN first directs the data-
base to switch the current online redo log group. After this, all unarchived redo logs, including
the one the database just switched out of, are archived. This process guarantees that the backup
contains all the redo information generated until the backup started.

When you use the backup database plus archivelog command to back up archive logs
as part of another backup, RMAN will perform the following operations in the sequence
listed here:

1. Runthealter system archive log current command.
2. Run the backup archivelog all command.

3. Back up the rest of the datafiles specified by the backup database command.
4. Run the alter system archive log current command.

5. Back up the new archive logs generated during the backup operation.

The sequence of operations listed here means that RMAN will have all the necessary
archived redo log information that it'll need down the road if it has to perform a complete
recovery of the database.

Note The backup database plus archivelog command will back up the entire database and all the
archived redo logs as well as the current control file in a single command. See the next recipe for details.

Instead of backing up archive logs specifically by using the backup archivelog command,
you can back up the archive logs as part of a database backup or some other datafile backup.
The following recipe shows how you can back up the database, along with all the archivelogs,
using a single command, backup database plus archivelog.

7-8. Backing Up Everything
Problem

You want to create a backup of the entire database, meaning all the datafiles, the archived
redo logs, and the control file.
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Solution

To make sure the control file is backed up automatically as part of the database backup,
first make sure you have configured automatic control file backups by using the following
command:

RMAN> configure controlfile autobackup on;

Then you can issue the backup database plus archivelog command to back up the
database along with the archived redo logs:

RMAN> backup database plus archivelog;

Starting backup at 21-APR-07

current log archived

allocated channel: ORA DISK 1

channel ORA DISK 1: sid=143 devtype=DISK

channel ORA DISK 1: starting piece 1 at 21-APR-07
channel ORA DISK 1: finished piece 1 at 21-APR-07

Finished backup at 21-APR-07

Starting backup at 21-APR-07

using channel ORA DISK 1

channel ORA DISK 1: starting full datafile backupset

input datafile fno=00001 name==/u01/app/oracle/product/10.2.0/oradata/nina/
systemo1.dbf

channel ORA DISK 1: starting piece 1 at 21-APR-07

channel ORA DISK 1: finished piece 1 at 21-APR-07

piece handle=/u01/app/oracle/product/10.2.0/db_1/flash _recovery area/NINA/
backupset/2007 04 21/01_mf nnndf ATAG2007_04 217044741 2p51s1 .bkp tag=
TAG200721T044741 comment=NONE

Finished backup at 21-APR-07

Starting backup at 21-APR-07

current log archived

using channel ORA DISK 1

channel ORA DISK 1: starting archive log backupset

channel ORA DISK 1: specifying archive log(s) in backupset

Finished backup at 21-APR-07

Starting Control File and spfile Autobackup at 21-APR-07

piece handle=/u01/app/oracle/product/10.2.0/db_1/flash recovery area/NINA/
autobackup/2007_04 21/01 mf s 607063775 _2p51xj4v_.bkp comment=NONE
Finished Control File and spfile Autobackup at 21-APR-07

RMAN>
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The backup command shown in this example backs up the datafiles, the archived redo log
files, and the control file (because control file autobackup is on), as well as the current server
parameter file (spfile). If you issue the 1ist backup by file command now, you can see that
RMAN has a record of all the backed-up files, sorted by the backup file type (datafiles,
archived logs, control files, and the spfile). For example:

RMAN> list backup by file;

List of Datafile Backups

File Key TY LV S Ckp SCN Ckp Time #Pieces #Copies Compressed Tag

1 1404 B F A 21116038 21-NOV-06 1 1 NO TAG20061121t044741

List of Archived Log Backups

Thrd Seq Low SCN Low Time BS Key S #Pieces #Copies Compressed Tag

410 21096803 21-NOV-06 1403 A 1 1 NO TAG20061121T044737
1 410 21116022 21-NOV-06 1425 A 1 1 NO TAG20061121T044930

List of Control File Log Backups

CF Ckp SCN Ckp Time BS Key S #Pieces #Copies Compressed Tag
21116154  21-NOV-06 1445 A 1 1 NO TAG20061121T044935

List of spfile Backups

Modification Time BS Key S #Pieces #Copies Compressed Tag
21-NOV-06 1445 A 1 1 NO TAG20061121T044737

RMAN>

The 1ist backup by file command shows you the datafiles, the archived redo logs, the
control file, and the spfile that was backed up with the backup database plus archivelog
command.

How It Works

You can use the backup database command to make a backup of all the datafiles in a database.
The backup database command by itself can back up only datafiles and control files but not
the archived redo log files. You must add the plus archivelog clause to back up the archived
redo logs.
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If the control file autobackup feature is turned off, RMAN won't automatically include the
control file in the database backup. To force RMAN to include a backup of the current control
file in the backup in such a situation, you must add the include current controlfile clause
to your backup command, as shown here:

RMAN> backup database
2> include current controlfile;

The previous command will back up all the datafiles, the control file, and the spfile. You
can’'t add the include current controlfile clause to a backup that includes the archived redo
logs. You can use the clause only in a datafile backup.

7-9. Backing Up Flash Recovery Files
Problem

You want to back up all the recovery files located in the flash recovery area of a database so
that you can store them offline on tape.

Solution

Use either the recovery area clause or the db_recovery file dest clause with your backup
command to back up all the recovery files for a database (recovery area and db_recovery
file dest are synonymous). To back up the recovery files in the flash recovery area, use the
following command (you must first configure sbt as the backup channel):

RMAN> backup recovery area;

The previous command will back up recovery files that were created not only in the
current flash recovery area but also in all previous flash recovery area locations.

If you want to back up the recovery files located in all locations, not merely the flash
recovery area, use the following command instead after configuring a tape backup channel:

RMAN> backup recovery files;

The previous command backs up all recovery files on disk, whether they’re part of the
flash recovery area or are stored elsewhere.

How It Works

Recovery files include full and incremental backup sets, control file autobackups, archived
redo logs, and datafile copies. Recovery files do not include files such as flashback logs, the
current control file, and the online redo log files. If the flash recovery area isn’t currently
enabled, RMAN will back up eligible recovery files from previously configured and enabled
flash recovery area destinations.

When RMAN is backing up the flash recovery area, it has the capability to fail over to
alternate archiving destinations if necessary. For example, if an archived redo log in the flash
recovery area is missing or corrupted, RMAN will instead back up a good archived redo log
from the alternative location.

It's important to remember that you must specify a tape device when backing up any flash
recovery area files. By default, RMAN turns backup optimization on during a flash recovery
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area backup, even if that feature is currently turned off. You may, however, override this behav-
ior by adding the force option when configuring backup optimization.

7-10. Performing Incremental Backups
Problem

Instead of making a complete backup of your database every night, you want to be able to
back up only the changed data in order to complete backups within the time interval provided
by your backup window and also to save storage space.

Solution

An incremental backup includes only changed data blocks instead of entire datafiles, as nor-
mal full backups do. You can make two types of incremental backups with RMAN—differential
incremental backups and cumulative incremental backups—and both of these types are
explained in the following sections.

Note If you don’t specify either the full or the incremental option during a backup, RMAN will perform a
full backup by default.

Differential Incremental Backups

A differential incremental backup is an incremental backup of all data blocks that changed
subsequently to a level 0 or a level 1 backup. RMAN first looks for a level 1 backup and, in its
absence, looks for a level 0 backup and backs up all changes since that level 0 backup. Here’s
an example of a differential incremental level 0 backup:

RMAN> backup incremental level 0 database;

Incremental level 0 backups can be made as image copies or backup sets.
Here’s how you'd perform a level 1 differential incremental backup that backs up the data
blocks changed since the most recent level 0 or, if there’s no level 0 backup, a level 1 backup:

RMAN> backup incremental level 1 database;

Note Backup sets are the only choice you have for creating level 1 incremental backups to either a tape
device or a disk device.

Since a level 1 incremental backup backs up only the changed blocks, it tends to be faster
than a level 0 backup in most cases. You can make backups of the backup set type only when
making a level 1 incremental backup.
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Note RMAN makes differential incremental backups by default if you don’t specify the incremental
backup type.

Cumulative Incremental Backups

A cumulative incremental backup is an incremental backup of all data blocks that changed
subsequently to the most recent level 0 incremental backup. The following command shows
how to make a cumulative incremental backup of a database:

RMAN> backup incremental level 1 cumulative database;

The previous command backs up all data blocks that have changed since the last level 0
backup.

How It Works

An incremental backup is designed to make shorter and faster backups of your datafiles by
backing up only changed data blocks instead of all the data blocks in a datafile. RMAN uses
the SCNs present in each of Oracle’s data blocks in every datafile as the basis of its incremental
backup policy. If the SCN of a data block in the datafile that’s a backup candidate is the same
or greater than the SCN of the parent incremental backup, RMAN will back up that data block.
Otherwise, RMAN will exclude that data block from the incremental backup.

The basis for all incremental backups is the parent backup, also called a level 0 backup. A
level 0 backup includes all the data blocks in all the datafiles and serves as the base or founda-
tion for future incremental backups. Note that even though a full backup also includes all data
blocks, it can’t serve as the basis for future incremental backups—you can use a level 0 backup
only as the parent for incremental backups.

Often, the choice between a cumulative differential and incremental differential backup
comes down to a trade-off between space and recovery time. If you use cumulative backups,
you'll use more storage space, but you can recover faster, since you'll need to apply fewer
incremental backups. Differential incremental backups, on the other hand, take less space to
store, but you'll take more time to recover with them, because you’ll, in most cases, need to
apply a lot more of these than the cumulative differential backups.

When you issue the following command to perform a differential incremental backup, if
neither a level 1 nor a level 0 incremental backup is available, RMAN will back up all blocks
changed since the creation of that datafile and save the backup as a level 1 backup (for data-
base compatibility greater than or equal to 10.0.0).

RMAN> backup incremental level 1 database;

Here’s an example of how the default differential incremental backup works in an Oracle
database:

1. Let’s say you take an incremental level 0 backup on a Sunday night. This backup will
include all the blocks in the database that were used and will serve as the foundation
for future incremental backups.

2. On Monday, you take a differential incremental level 1 backup that backs up all
changed blocks since the level 0 backup on Sunday.
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3. From Tuesday through Saturday, you take a level 1 differential backup that copies all
changed blocks since the level 1 backup the day before.

4. If you have to recover the database on a Saturday morning, you'll need the previous
Sunday’s level 0 backups plus all the differential incremental level 1 backups from
Monday through Friday.

A cumulative level 1 backup always takes longer than a differential backup, since it backs
up all changed blocks since the last level 0 incremental backup. Thus, cumulative backups
need more time as well as space, since they “repeat” or “duplicate” the copying of changed
blocks. Differential backups, on the other hand, don’t duplicate the work performed by previ-
ous backups at the same level—a differential incremental level 1 backup done on a given day
is always distinct from the same level backup done the day before.

You can perform incremental backups of any of the following:

* Datafile
 Datafile copy
e Tablespace

e Database

You can’t perform an incremental copy of a control file, archived redo log, or backup set.

While incremental backups do, in general, take significantly less time to complete than
a full backup of the same files, you can’t be absolutely sure that this is always true. This is
because of how RMAN checks data blocks for changes. Even during an incremental backup (at
a greater than level 0 incremental backup), RMAN still reads all data blocks in a datafile into
the memory to check the block’s SCN number. Any block with an SCN more recent than the
SCN of the level 0 incremental backup is moved from the input buffer to the output buffer,
and from there it’s written to the backup piece.

Note If you want fast incremental backup performance, use the block change tracking feature, where
RMAN doesn’t scan all the data blocks to see whether they’ve changed, to determine whether they are
candidates for the incremental backup.

You can't use an incremental backup directly during a database restore operation since it’s
only a complement to a full backup and can’t be “restored.” It’s only to provide a faster recov-
ery time (faster mean time to recovery, or MTTR). The following example serves to
demonstrate this point:

RMAN> run
{
restore datafile 7;
recover datafile 7;

}
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Once RMAN restores datafile 7 from the latest level 0 incremental backup, it has two
choices. It can use incremental level backups since the most recent level 0 backup and add
any necessary archivelogs to recover the database to the present point in time. Alternatively,
RMAN can choose to use archived logs only from the level 0 backup time to recover. RMAN
always prefers using incremental backups to archivelogs.

7-11. Reducing Incremental Backup Time
Problem

You want to reduce the time it takes to perform incremental backups.

Solution

Implement RMAN’s block change tracking feature to reduce the time it takes to make an
RMAN incremental backup. By default, the block change tracking feature is disabled. Use the
following command to create a change tracking file in the specified location (if you leave out
the location, RMAN creates the block change tracking file in the location specified by the
db_create file dest initialization parameter).

1. First, make sure the db_create file dest parameter is set. If it isn't, set it using the
alter systemcommand, as shown in this example:

SOL> alter system set
db_create file dest='/u01/app/oracle/dfiles’
scope= both;

2. Enable block change tracking by using the following alter database statement:

SOL> alter database enable block change tracking;
Database altered.

SoL>
If you want, you can create the block changing file in a location you specify, as shown here:

SOL> alter database enable block change tracking using file
'/u05/app/oracle/change track.txt';

Database altered.

SoL>
You can disable block change tracking by using the following command:
SQL> alter database disable block change tracking;

The change tracking file is automatically deleted when you execute the previous command.
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How It Works

RMAN uses a binary file referred to as the block change tracking file to record the changed
blocks in each datafile in a database. When you perform an incremental backup, RMAN refers
to this change tracking file instead of scanning all the data blocks in all the datafiles in the
database, thus making the incremental backups finish faster. You can use the alter database
statement to change the name of the change tracking file.

The V$BLOCK_CHANGE_TRACKING view shows whether change tracking is enabled as
well as other things such as the change tracking filename.

If you need to move the change tracking file, use the following procedure:

1. Determine the current location of the change tracking file with the following command:
SOL> select filename from v$block_change tracking;

2. Shut down the database.

3. Move the change tracking file to the new location using the following command:
$ mv /uos5/app/oracle/change trck.f /ul0/app/oracle/change track.f

4. Start up the database in mount mode:
SQL> startup mount

5. Usethealter database rename file command to rename the change tracking file in
the Oracle database:

SQL> alter database rename file
'/u05/app/oracle/change track.f' to
'/u10/app/oracle/change track.f';

6. Open the database:
SOL> alter database open;

If you can’t shut down the database for some reason, you have to first disable change
tracking and then reenable it after you rename the change tracking file, as shown here:

SOL> alter database disable block change tracking;
SOL> alter database enable block change tracking using file
'/u10/app/oracle/change track.f';

Note You can turn block change tracking on in a physical standby database, thus making the incremental
backups of the standby database run faster.
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As a result of directing output to the new change tracking file without shutting down the
database, you'll lose the contents of the original change tracking file. RMAN will scan the
entire file as a result until the next time you perform a level 0 incremental backup.

The size of the change tracking file is not proportional to the number of updates in the
database. Instead, the size of the file depends on how large the database is, the number of
datafiles, and how many threads of redo are enabled. Initially, the change tracking file starts at
10MB and grows in 10MB increments. Since RMAN allocates 320KB of space in the change
tracking file for each datafile in the database, a database with a very large number of datafiles
would require a larger allocation of space for the change tracking file than a database with a
small number of datafiles.

7-12. Creating Multiple Backup Sets
Problem

You want to initiate a backup and have RMAN automatically make multiple copies of the
resulting backup set. You don’t want to make any persistent configuration changes to your
RMAN environment.

Solution

You can specify the making of multiple copies (duplexing) of backup sets by using the backup
command’s copies option or by issuing the set backup copies clause in a backup command.
The following example shows how to use the copies option to make multiple backup copies.
Of course, you need to tell RMAN where the multiple destinations for the duplexed backups
are by using the format option. Here’s our example:

RMAN> backup
copies 2
database
format '/u01/app/oracle/backup/db_%U",
"/u02/app/oracle/backupdb_%U";

In the example shown here, the copies parameter produces two backups of the database,
each on a different disk, with disk locations being specified by the format parameter.

The next example shows how to use the set backup copies command to make two
backup copies of the database:

Tun
{
allocate channel c1 device type sbt;
parms 'env=(ob_device 1=testtapel,ob device 2=testtape2)';
set backup copies = 2;
backup database plus archivelog;

}

Note If you want to duplex your backups when using a tape device, you must enable the
backup_tape_io_slaves initialization parameter on the target database you are backing up.
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Assuming you are using a media manager that supports version 2 of the SBT API, the
media manager will automatically write the two identical backup copies resulting from the
previous run block to different tape drives. If you're using a disk channel instead, you must
specify the format parameter to direct the copies to their destination physical disk locations.

When you use the set command from the RMAN command line by using a command
such as set backup copies=2, the configuration specified by the set command will remain in
force until the end of the session. If you use the same set command in a run block, the config-
uration will be in force until the run block completes executing.

How It Works

Whenever RMAN creates a backup set (but not an image copy), you can take advantage of
RMAN’s built-in duplexed backup set feature to make multiple copies of that backup set. You can
specify a maximum of four copies of each backup piece in a backup set. This applies to backups
of datafiles, archived redo log files, and control files. You can use the configure ... backup
copies command to persistently configure backup duplexing, as explained in recipe 5-11. If
you'd rather not persistently configure multiple backup copies, you can use either of the two
commands shown in the “Solution” section of this recipe—set backup copies or backup
copies—to configure duplexed backup sets. By default, the configure ... backup copies is set
to 1 for both disk and tape backups. You can use the configure command to change the default
duplexing level of 1 for all future backups. You can also use either the backup copies command
or the set backup copies command to override the configured
setting for multiple copies.

Here’s the order of precedence for the three ways in which you can configure RMAN
backup duplexing, with settings higher in the list overriding the others:

backup copies
set backup copies
configure ... backup copies

You can't use the as copy option when duplexing, since you can duplex only backup sets
and not image copies. You also can’t use duplexing when creating backup files in the flash
recovery area. However, this is true only when making image copies (using the backup as copy
command). You can duplex backups as a backupset when the flash recovery area is the desti-
nation. The following example shows this:

RMAN> run {
allocate channel d1 type disk;
set backup copies = 2;
backup
as backupset
datafile 12
format '+BACKUP',
' +BACKUP';
release channel di;
}
allocated channel: d1
channel di1: SID=124 device type=DISK
executing command: SET BACKUP COPIES
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Starting backup at 03-JUN-2007 23:02:43
Finished backup at 03-JUN-2007 23:02:51

Starting Control File and spfile Autobackup at 03-JUN-2007 23:02:51
piece handle=+BACKUP/db11g/autobackup/2007 06 03/s 624322971 comment=NONE
Finished Control File and spfile Autobackup at 03-JUN-2007 23:02:58

released channel: d1i
RMAN>

If you don't specify the format parameter and you haven't configured a flash recovery
area, RMAN will still make the multiple copies and send them to operating system-specific
locations. For example, on a Windows-based system, the backups are sent to the
$ORACLE_HOME/database directory.

Note that when you specify the duplexing of a backup set, RMAN doesn’t produce multi-
ple backup sets—it produces multiple copies of the backup pieces in that backup set. That is, if
you set duplexing to the maximum of four, for example, RMAN will produce only one back up
set and then generate four copies of each backup piece in that backup set.

You can’t back up from a tape device to another tape device. You also can’t back up from a
tape device to disk. You can, however, use the backup ... backupset command with the
device type sbt clause in order to back up disk-based backups to a tape device.

7-13. Making Copies of Backup Sets
Problem

You have previously made backups in the form of backup sets and want to make copies of
these backups for offsite storage and other purposes.

Solution
Use the backup ... backupset command to back up a previously made backup set. Here’s an
example showing how to use the backup ... backupset command:

RMAN> backup device type sbt
backupset
completed before 'sysdate-30'

The backup ... backupset command shown here backs up to tape all backup sets more
than a month old.

How It Works

The backup ... backupset command is useful in moving backup sets from disk to a tape stor-
age device. The command comes in handy when you want to save storage space by removing
older backup sets from disk after first copying them to tape for long-term storage. It’s espe-
cially important to free up space in the flash recovery area for new backups by moving the
older backups from disk to tape.
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It’s important to understand that the backup ... backupset command produces only
additional copies of the backup pieces in the backup set but doesn’t create a new backup set
itself with a different backup set key.

7-14. Making Copies of Image Copy Backups
Problem

You want to make copies of image copy backups you've already made using RMAN.

Solution

Use the backup as copy or backup as backupset command to make copies of image copies
made by RMAN. Here are some examples:

RMAN> backup as copy copy of database;
RMAN> backup as backupset copy of tablespace users;
RMAN> backup as backupset copy of datafile 4;

The first backup as copy command makes an image copy of an image copy of the data-
base. The second command, backup as backupset, creates a backup set from an image copy of
a tablespace. The third command, backup as backupset, creates a backup set from an image
copy of a datafile.

The following example shows how to copy two datafiles using the tag weekly copy.The
example creates the datafile copies in a new location and names them using substitution
variables:

RMAN> backup as copy
copy of datafile 2,3
from tag 'weekly copy'
format '/backup/datafile’%f Database’d’;

In the previous example, the format parameter uses the percent sign (%) as a wildcard
that means zero or more characters. Use an underscore (_) instead of the percent sign to refer
to exactly one character. The syntax element f refers to the absolute file number, and the syn-
tax element d specifies the name of the database.

The following example shows how to make an image copy of a database copy to the
default destination:

RMAN> backup as copy
copy of database
from tag "test";

The previous command will create new copies of the original image copy of the database
with the tag test.

How It Works

You can use either the copy of database, copy of tablespace, or copy of datafile clause to
make a backup of an image copy of a database, tablespace, and datafile, respectively. Note that
the output of any of these commands can be either an image copy or a backup set.
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Note If you happen to have multiple image copies of a datafile and you issue an RMAN backup command
with the copy of database clause, RMAN uses the most recent image copy of that datafile to make the
backup.

As shown in the examples, you can refer to a file by its name or by its file number. You may
also specify copies by their tag names and let RMAN find the specified files from those tags.

7-15. Making Tape Copies of Disk-Based Image Copies
Problem

You've already made an image copy of a datafile on disk and want to move it to a tape drive for
offsite storage.

Solution

You can use either the backup datafilecopy or backup ... copy of command to back up
image copies from disk to tape (you can use either command to back up an image copy from
disk to disk as well). Here’s how you use the backup datafilecopy command:

RMAN> backup device type sbt datafilecopy '/u05/app/oracle/systemoi.dbf’;

The previous command backs up the image copy of the /u05/app/oracle/system01.dbf
datafile to a tape drive. Instead of the actual datafile name as shown in this example, you can
alternatively specify a backup tag to identify the input image copies. This makes it easy for you
to specify the input datafile copy when you happen to have multiple backups of that datafile.
The following command backs up all datafile copies that have the tagwhole db:

RMAN> backup datafilecopy from tag whole tag;

The new image copy made from the original image copy will inherit the tag of the source
image copy.

Here’s an example showing how to use the backup ... copy of database command to
back up image copies from disk to tape:

RMAN> backup as backupset
device type sbt_tape
tag "monthly backup"
copy of database;

The previous backup command will make a backup of the image copies of all datafiles
and the control file of the target database. Since we specified a backup set as the backup type,
RMAN will generate backup sets, even though you're making the copy of the database from an
image copy of the database.
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How It Works
Often, you may first copy a datafile to disk and then want to transfer the backup to a tape
device for storing it offsite. The backup datafilecopy and backup ... copy of commands

come in handy at times like this.

You can use the noduplicates option when backing up datafile copies to ensure that only
a single copy of each datafile copy is backed up by RMAN. The following example comprising
a series of backup commands illustrates this point:

RMAN> run {

backup as copy

datafile 1

format '/u01/app/oracle/backups/dfi.copy’;

backup as copy
datafilecopy '/u01/app/oracle/backups/df1.copy’
format '/u02/app/oracle/backups/dfi.copy’;

backup as copy
datafilecopy '/u01/app/oracle/backups/df1.copy’
format '/u03/app/oracle/backups/dfi.copy’;

backup
device type sbt
datafilecopy all noduplicates;

}

The first backup command creates an image copy of datafile 1. The second and third
backup commands use the datafilecopy clause to back up the image copy of datafile 1 to two
other locations on disk. The last backup command backs up only one of the two copies on disk
to a tape drive (sbt).

7-16. Excluding a Tablespace from a Backup
Problem

You have a tablespace whose contents don’t change over time or a tablespace that contains
temporary data such as test data that you don’t need to back up. You want to exclude such
tablespaces from a whole backup of the database.

Solution

Use the configure exclude for tablespace command to exclude a tablespace from a whole-
database backup. First use the show exclude command to see whether any tablespaces are
already configured to be excluded from backups:

RMAN> show exclude;

RMAN configuration parameters are:

RMAN configuration has no stored or default parameters
RMAN>
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By default, RMAN includes all the tablespaces in the database for a whole backup. To
exclude a particular tablespace from future backups, you'd use the following command (users
is the tablespace you want to exclude):

RMAN> configure exclude for tablespace users;

tablespace USERS will be excluded from future whole database backups
new RMAN configuration parameters are successfully stored

RMAN> ;

Any tablespace exclusion you specify in a RMAN session through the configure command
will last through that RMAN session.

How It Works

You may exclude any tablespace from a whole backup, except the system tablespace. You can
disable tablespace exclusion and include a previously excluded tablespace in future backups
by using the following command:

RMAN> configure exclude for tablespace users clear;

tablespace USERS will be included in future whole database backups
old RMAN configuration parameters are successfully deleted

RMAN>

Even after excluding a specific tablespace as shown in the previous section, you can back
up that tablespace either by using the noexclude option in a backup database orbackup copy
of database command or by issuing a backup tablespace command. If you use the noexclude
option as part of a backup database or backup copy of database command, RMAN will back
up all tablespaces, including those tablespaces that you expressly excluded from the backup
earlier with a configure exclude command. Here’s how you use the noexclude option as part
of a backup database command:

RMAN> backup database noexclude;

Since the exclusion from the RMAN backup is stored as a property of the tablespace and
not of the individual datafiles in the tablespace, the exclusion will apply to any new datafiles
you may add to an excluded tablespace.

7-17. Skipping Read-Only, Offline, or Inaccessible Files

Problem

You want RMAN to skip the backing up of read-only, offline, or inaccessible datafiles and
archived redo log files.

Solution

You can skip the backup of offline, read-only, or inaccessible datafiles and archived redo log
files by using the skip option, as shown in the following example:
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RMAN> backup database
skip inaccessible
skip readonly
skip offline;

The explicit skipping of inaccessible, read-only, and offline datafiles means that RMAN
won't issue an error when it confronts a datafile that falls into one of these three categories.

How It Works

Since read-only tablespaces don’t change over time, you need to back up these tablespaces
only once, after you first make a tablespace read-only. Note that you can persistently skip
read-only, offline, and inaccessible tablespaces by using the configure exclude command, as
explained in recipe 7-16.

You can use the skip inaccessible clause with your backups to specify the exclusion of
any datafiles or archived redo logs that couldn’t be read by RMAN because of I/O errors. For
example, some archived redo logs may have been deleted or moved and thus can’t be read by
RMAN. In such cases, the skip inaccessible clause will avoid errors during a backup.

7-18. Encrypting RMAN Backups
Problem

You want to encrypt the backups made with RMAN in order to meet your organization’s secu-
rity guidelines.

Solution

By default, all RMAN backups are unencrypted (encryption is turned off), but you can encrypt
any RMAN backup in the form of a backup set. You can encrypt the backup sets in two ways—
transparent encryption and password encryption.

Transparent Encryption

The default encryption mode in RMAN is transparent encryption. Transparent encryption
uses the Oracle encryption key management infrastructure to create and restore encrypted
backups. Transparent encryption is the way to go if you want to persistently configure
encrypted backups. Here are the steps to encrypt backups using this method:

1. Configure the Oracle Encryption Wallet (Oracle Wallet) if it hasn't already been config-
ured before. You can do this in several ways, including using the Oracle Wallet Manager.
However, using the SQL command we show you here is probably the easiest way to cre-
ate the wallet. Before you create the Oracle Wallet, first create a directory named wallet
in the directory $ORACLE_BASE/admin/$ORACLE_SID. After that, issue the following
statement from SQL*Plus:

SOL> alter system set encryption key identified by "sammyy11";
System altered.
SoL>
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The alter systemstatement will do the following for you:

e If you already have an Oracle Wallet, it opens that wallet and creates (or re-creates)
the master encryption key.

If you don’t have an Oracle Wallet already, it creates a new wallet, opens the wallet,
and creates a new master encryption key.

2. If you're using the encrypted wallet, open the wallet. If you're using the autologin form
of the Oracle Wallet, you don’t have to do this, since the Oracle Wallet is always open
under this method. The SQL statement in the previous step automatically opens a new
wallet after creating it.

3. Configure encrypted backups using the configure command, as shown in the follow-
ing example:

RMAN> configure encryption for database on;

new RMAN configuration parameters:
CONFIGURE ENCRYPTION FOR DATABASE ON;
new RMAN configuration parameters are successfully stored

RMAN>

The previous command will configure automatic backup encryption for all database
files using the default 128-bit key (AES128) algorithm. You can use an alternative
encryption algorithm by specifying the algorithm parameter with the value for the
alternative encryption algorithm (AES256, for example). You don't have to specify any
encryption-related options or clauses with your backup commands when you config-
ure encryption using the configure command, as shown in the example.

4. Make encrypted backups by using the usual backup or backup ... backupset com-
mand, as shown here:

RMAN> backup database;

Make sure that the Oracle Wallet is open before you issue the previous backup command
because you've configured database encryption in the previous step, which requires the use of
the Oracle wallet as explained earlier.

Password Encryption

If you don’t want to configure an Oracle Wallet, you can still perform encrypted backups by
using the set encryption command. This method is called password encryption of backups
since the DBA must provide a password both for creating an encrypted backup and for restor-
ing an encrypted backup.

Use the set encryption command in order to use password encryption, as shown here:

RMAN> set encryption on identified by <password> only;
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The set encryption on command lets you make password-protected backups. If you've
also configured transparent encryption, then the backups you make after this will be dual pro-
tected—with the password you set here as well as by transparent encryption.

How It Works

You use normal RMAN backup commands to perform backup encryption once you set up
configuration using the Oracle Wallet (and the configure command) or the password encryp-
tion (and the set encryption command). Oracle uses a backup encryption key encrypted with
either the password or the database master key, depending on whether you choose password-
based encryption or the Oracle Wallet-based encryption.

In addition to the Transparent Encryption and Password Encryption modes, you also have
the option of using a dual mode of encryption, wherein you may create the encrypted backups
using a password (using the set encryption on identified by <password> command) but
can decrypt the backups using either a password or Oracle Wallet credentials. This method is
appropriate in cases where you may have to perform off-site restoration of encrypted backups
without access to the Oracle Wallet.

It’s a good idea to configure multiple channels when performing backup encryption using
RMAN because of the additional demands on resources for encrypting backup data.

You can select the level (database, tablespace) of backup encryption as well as the algo-
rithm to use for the encrypted backups through the configure command. By default, RMAN
uses the 128-bit AES encryption algorithm. If you configured persistent encryption settings
through the configure command, you can turn encryption off when necessary by using the
following command:

RMAN> configure encryption for database off;

The following command shows a variation of the configure command, where we use the
tablespace option with the configure command to specify encryption for a specific table-
space named example:

RMAN> configure encryption for tablespace example on;

tablespace EXAMPLE will be encrypted in future backup sets
new RMAN configuration parameters are successfully stored

RMAN>

When you back up the database, only the example tablespace backup will be in an
encrypted form. You can disable encryption for the tablespace example by using the following
command:

RMAN> configure encryption for tablespace example off;

Tablespace EXAMPLE will not be encrypted in future backup sets
new RMAN configuration parameters are successfully stored

RMAN>
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If you back up an already encrypted backupset using the backup ... backupset command,
no further encryption takes place. Oracle simply backs up the previously encrypted backup set.
However, if you use transparent data encryption in some tables to encrypt selected columns, the
encrypted RMAN backups will encrypt the already encrypted columns again when backing up
the data.

You can look up the available encryption algorithms for encryption in the
V$RMAN_ENCRYPTION_ALGORITHMS view.

7-19. Making a Compressed Backup
Problem

You want to compress RMAN backups in order to save storage space.

Solution

Specify the as compressed backupset option with your backup command to direct RMAN to
produce a binary compressed backup set, as shown in the following example:

RMAN> backup
as compressed backupset
database plus archivelog;

Starting backup at 22-APR-07

current log archived

using channel ORA DISK 1

channel ORA DISK 1: starting compressed archive log backupset

The previous command will back up all datafiles and the archived redo log files as a com-
pressed backup set. The backup may be made to disk or tape, depending on which one you
configured as the default backup destination.

How It Works

RMAN'’s compression capabilities are especially useful when you’re backing up to disk and
confront a tight disk space situation. Just make sure you schedule the compressed backups
during a low database usage period, because of the higher CPU overhead for compression.

You don'’t need to explicitly uncompress a compressed backup during recovery. RMAN
recommends that you not use RMAN’s backup set compression feature if you're backing up to
a tape device and the media manager is using its own compression.

7-20. Parallelizing Backups
Problem

You want to make the backups complete faster by parallelizing them.

Solution

You can parallelize a backup by configuring channel parallelism using the channel parameter.
Each allocate channel command you specify will dictate the files each channel should back
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up, along with the locations where RMAN should place those backups. Here’s an example that
shows how to use a parallelism of degree 2 by specifying two separate tape channels for a sin-
gle backup job:

Tun

{

allocate channel ch1 device type sbt
parms 'env=(ob_device_ 1=testtapel)';

allocate channel ch2 device type sbt
parms 'env=(ob_device 2=testtapel2’;

backup

database channel ch1

archivelog all channel ch2;

}

If you're backing up to multiple disk drives, you can allocate a disk channel for each disk
drive. You can use the format clause of the allocate channel command to spread the backups
across multiple disks to enhance backup performance. Here’s an example that shows how to
spread the backup of a database across four disks:

Tun

{
allocate channel d1 device type disk format '/u01/%d _backups/%U";
allocate channel d2 device type disk format '/u02/%d_backups/%U";
allocate channel d3 device type disk format '/u03/%d_backups/%U";
allocate channel d4 device type disk format '/u04/%d_backups/%U";
backup database;

If you want to configure persistent backup parallelism, first specify the degree of paral-
lelism for the device type you want, as shown here:

RMAN> configure device type disk parallelism 4;

new RMAN configuration parameters:
CONFIGURE DEVICE TYPE DISK PARALLELISM 4 BACKUP TYPE TO BACKUPSET;
new RMAN configuration parameters are successfully stored

RMAN>

In the previous example, we specify a degree of parallelism of 4 for the device type disk.
Once you configure the degree of parallelism, configure channels as follows (assuming you
want parallelism of degree 4) using the parallelism clause to specify the degree of parallelism:

configure device type disk parallelism 4;

configure default device type to disk;

configure channel 1 device type disk format '/u01/%d_backups/%U";
configure channel 2 device type disk format '/u02/%d_backups/%U";
configure channel 3 device type disk format '/u03/%d_backups/%U";
configure channel 4 device type disk format '/u04/%d_backups/%U";
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RMAN will henceforward distribute all your backups over the four disks by default. You
can undo the configuration of parallelism for the disk device in the following manner:

RMAN> configure device type disk clear;

old RMAN configuration parameters:
CONFIGURE DEVICE TYPE DISK PARALLELISM 4 BACKUP TYPE TO BACKUPSET;
RMAN configuration parameters are successfully reset to default value

RMAN>

You can also specify the degree of parallelism for tape backups by using the following
command:

RMAN> configure device type sbt parallelism 3;

The previous command uses a degree of parallelism of 3 for all subsequent tape backups.
Once again you can use the clear option to revert to the default parallelism setting, as shown
here:

RMAN> configure device type sbt clear;

This command will set the degree of parallelism to the default value of 1, which means
future tape backups will not be parallelized.

How It Works

You can parallelize an RMAN backup by using either the configure command (as explained in
Chapter 5) or the allocate channel command to manually specify multiple channels for a
backup job.

The parallelism clause configures the number of automatic channels of a specific type,
disk, or tape that RMAN allocates to a job. The default degree of parallelism is 1, and you can
set the degree of parallelism for both disk and tape drives, as shown in the “Solution” section
of this recipe. RMAN determines the degree of parallelism for a job based on which device
type you specify as the device type for the backup.

7-21. Making Faster Backups of Large Files
Problem

You want to make faster backups of a large datafile.

Solution

You can back up a large datafile faster by dividing the backup work among multiple channels
so they can back up the large datafile in parallel. To do this, you can make a multisection
backup, wherein each channel backs up a section of a datafile, thus enhancing performance.
You perform a multisection backup by specifying the section size parameter in the
backup command. Here are the steps you must follow in order to make a multisection backup:
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1. Connect to the target database:
$ rman target sys/<sys_password>@target_db

2. Configure channel parallelism. In this example, we use a parallel setting 3 for the sbt
device, as shown here:

{allocate channel c1 device type sbt

parms 'env=(ob_device 1=testtapel)’;
allocate channel c1 device type sbt

parms 'env=(ob_device 2=testtape2)’;
allocate channel c1 device type sbt

parms 'env=(ob_device 3=testtape3)’;

3. Execute the backup, specifying the section size parameter:

RMAN> backup
section size 150m
tablespace system;

Starting backup at 07-JUN-07

using target database control file instead of recovery catalog
allocated channel: ORA DISK 1

channel ORA DISK 1: SID=181 device type=DISK

channel ORA DISK 1: starting full datafile backup set

channel ORA DISK 1: specifying datafile(s) in backup set

input datafile file number=00001
name=C:\ORCL11\APP\ORACLE\ORADATANORCL11\SYSTEM

01.DBF

backing up blocks 1 through 32768

channel ORA DISK 1: starting piece 1 at 07-JUN-07

channel ORA DISK 1: finished piece 1 at 07-JUN-07

23

channel ORA DISK 1: backup set complete, elapsed time: 00:00:02
Finished backup at 07-JUN-07

RMAN> exit

In this example, the tablespace system has one datafile, size 600m. The section size
parameter (set to 150m) breaks up the datafile backup into four chunks of about 150m each.

How It Works

In a multisection backup, multiple channels back up a single datafile. Each of the channels
you specify will back up a single file section, which is a contiguous set of blocks in a datafile.
Each of the datafile sections is backed up to a different backup piece.

Note You can’t specify the section size parameter along with the maxpiecesize parameter.
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By default, RMAN won'’t let you make multisection backups for any datafile smaller than
1GB, but you can override this by simply specifying a smaller size than 1GB in the section
size parameter of the RMAN backup command. You can have up to 256 sections per datafile.
RMAN makes uniform-sized sections, except the very last one, which may or may not be the
same size as all the other sections.

Use the new (Oracle Database 11g) backup command clause section size to perform
multisection backups. If you don't specify a value for the sections with the section size
parameter, RMAN computes an internal default section size for that backup job. Multisection
backups offer performance benefits, since you can back up a single datafile simultaneously in
multiple sections, thus parallelizing the backup. You also don’t have to back up a large file all
over again, if the backup fails midway—you need to back up only those sections that weren’t
backed up the first time around.

You must set the initialization parameter compatibility to atleast 11.0 when performing
multisection backups, since it’s not possible to restore multisection backups with a release
earlier than 11.0.

You can also use the section size clause with the validate datafile command.

The section_size column in both the VEBACKUP_DATAFILE and RC_BACKUP_DATAFILE
views shows the number of blocks in each section of a multisection backup. If you haven't
performed any multisection backups, the section_size column would have a zero value. The
V$BACKUP_SET and RC_BACKUP_SET views tell you which backups or multisection backups.
The following example shows a query on the V$BACKUP_DATAFILE view:

SQL> select pieces, multi_section from V$BACKUP_SET;

PIECES MUL
1 NO
2 YES
7 YES
4 NO
SoL>

The VSBACKUP_DATAFILE shows information about control files and datafiles in backup
sets. The previous command shows that datafile 7’s backup is a multisection backup.

7-22. Specifying Backup Windows
Problem

The DBA has a limited window for running the RMAN backups. The backups must complete
within this specified backup window every day.

Solution

By using the duration parameter as part of your backup command, you can specify a window
for an RMAN backup. The backup either will complete during the time interval you specify
with the duration parameter or will stop midway through the backup if it doesn’t finish within
the specified time. RMAN may or may not issue an error when an ongoing backup runs past
the backup window, based on your selection of certain options.
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Here’s an example that shows how to limit an RMAN backup to six hours:

RMAN> backup duration 6:00
database;

You can use the duration clause along with other clauses to control what happens when a
backup fails to complete within the specified time interval. By default, RMAN reports an error
when the backup is interrupted because of the end of the backup interval. If your backup com-
mand is part of a run block, that run block will also terminate immediately. By using the
optional clause partial, you can suppress the RMAN error reports and instead have RMAN
merely report which datafiles it couldn’t back up because of a lack of time. Here’s an example:

RMAN> backup duration 6:00 partial
database
filesperset 1 ;

In addition to not issuing any error messages, the partial clause also lets the other com-
mands within a run block continue to execute after the termination of a backup when the
window of time for backups expires. You can also use the duration clause along with one of
two other options to control the speed of the backup. To perform the backup in the shortest
time possible, specify theminimize time option, as shown here:

RMAN> backup
duration 6:00 partial
minimize time
database
filesperset 1;

On the other hand, if you think that the backup may not go over the backup window,
you can reduce the overhead imposed by the backup with the minimize load option with the
duration clause, as shown here:

RMAN> backup
duration 6:00 partial
minimize load
database
filesperset 1;

When you specify the minimize load clause, RMAN extends the backup (slows it down) to
take advantage of all the time that’s available to it.

How It Works

Each of the backup commands shown in the solution section specifies the filesperset param-
eter. When you specify filesperset=1, each file gets its own backup set. Thus, when the
backup is terminated when you bump up against the backup window, only the backup of a
particular datafile is lost, and all the other backups sets already made will be good. When you
resume the backup afterward, you don’t have to back up these datafiles again.

When you specify the minimize load clause, RMAN periodically estimates the completion
time for a currently running backup. If RMAN estimates that a backup will complete within
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the backup window, it slows down the backup to fit the entire backup window so as to reduce
the overhead on the database.

If you're using a tape device to make the backup, you must understand the implications of
using the minimize load clause during backups. When you use the minimize load clause, tape
streaming may be below the optimal level because of the slowing down of the rate of backups
by RMAN. Since RMAN has the exclusive use of the tape device for the entire duration of the
backup, you can’t use that tape device for any other purpose during the backup. For the rea-
sons listed here, Oracle recommends that you not use the minimize load option when using a
tape drive to make your backups.

7-23. Reusing RMAN Backup Files
Problem

You want to reuse some existing RMAN backup files by overwriting existing backups with new
backups.

Solution

You can use the reuse option with your backup commands to enable RMAN to overwrite exist-
ing backups, as shown in the following example:

RMAN> backup reuse database;

How It Works

When you include the reuse option with a backup command, RMAN will overwrite the existing
backups with the newer backups. The existing backup files, both backup sets and image
copies, will be overwritten by a file with an identical name.

7-24. Retaining Backups for a Long Time
Problem

You want to retain certain backups beyond what the retention policy for the database will
allow for archival purposes.

Solution

Use the keep option with the backup command to retain backups beyond what’s mandated by
the retention polices that you've configured. In the following example, the keep until time
clause tells RMAN to retain the backup for a period of six months:

Tun
{

backup database

tag quarterly

keep until time 'sysdate+180'
restore point 200701;

}
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The previous backup command with the keep until time clause ensures that RMAN
exempts this backup from any configured retention polices and retains it for six months after
the backup. The backup command also creates the restore point 2007Q1 to mark the SCN at
which the backup will be consistent.

Note Backups that use the backup ... keep command are also known as archival backups.

You may sometimes need to retain a given backup forever. As long as you're using a recov-
ery catalog, you can simply use the keep forever option during a backup command to exempt
a backup copy from any retention policies:

Tun
{

backup database

tag quarterly

keep forever

restore point Y200701;

}

One of the common uses of archival backups is to use them for creating a test database on
a different server. Since you won’t need the backups after you create the test database from the
backups, you can set the keep parameter to sysdate+1, meaning that the backup will become
obsolete a day after the backup is made, regardless of your backup retention policy. Here’s an
example:

Tun
{

backup database

tag quarterly

keep until time 'sysdate+1';
restore point Y200701

}

You can then use the RMAN duplicate command to create your test database from this
archival backup, as shown in Chapter 15. If you don’t delete the backup after a day, it'll
become obsolete anyway and thus eligible for automatic deletion by RMAN.

Once you exempt a backup from the retention policy using the keep option, you can also
mark the backups as unavailable so RMAN knows that this backup can’t be used for a normal
restore/recovery operation. Here’s an example that shows how to do this using the keyword
unavailable to mark a backup as unavailable in the RMAN repository:

RMAN> backup database keep forever tag 'semi_annual bkp';
RMAN> change backup tag 'semi_annual bkp' unavailable;

The unavailable option of the change command changes the status of the backup to
unavailable in the RMAN repository. You can use this option when a file is missing or you
have moved it offsite. When you find the file or move it back to your site, you can specify the
available option of the change command to make it once again available to RMAN.
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How It Works

You want to exempt backups from your retention polices at times when you want to retain

a backup long term for archival purposes. For example, you may want to store a historical

record of the database by taking a cold backup of the database every six months. Your main

purpose in creating this backup then isn’t to use it in a future recovery/restore effort but rather

to serve as a permanent record of the database as of the time when you made the backup.
When you issue a backup ... keep command, RMAN does the following:

¢ It automatically backs up all datafiles, the control file, and the server parameter file.

¢ To ensure that it can restore the database to a consistent state, RMAN creates an
archived redo log backup automatically as well.

* You can use the optional restore point clause, which is a label or name for the particu-
lar SCN to which RMAN must recover the database to make it consistent.

In all three examples shown in the previous section, the backup ... keep command
will back up both the datafiles and the archived redo log files. RMAN backs up only those
archived redo logs that are necessary to restore the backups to a consistent state. Before the
RMAN backup starts, the database performs an online redo log switch, thus archiving all redo
that’s currently in the online redo logs and that will be necessary later to make the database
consistent.

The control file autobackup that RMAN automatically makes when you use the backup

. keep command has a copy of the restore point. During a restore operation, the control

file is restored first. After the control file is restored, the restore point that’s recorded in the
control file is looked up to see what SCN the database must be restored to in order to make it
consistent.

Archival backups are usually made to tape so they can be stored offsite.

7-25. Backing Up Only Those Files Previously Not Backed Up
Problem

You want to create a backup of only new files that have been recently added or those files that
failed to get backed up during the normal backup schedule.

Solution

You can limit RMAN to backing up only specific files using the not backed up or since time
clause within a backup command. Using the not backed up clause, you can instruct RMAN to
back up only those datafiles or archived log files that were never backed up previously. Here’s
the backup command that shows how to back up only previously backed-up files:

RMAN> backup database not backed up;

Starting backup at 15-NOV-06

using channel ORA DISK 1

skipping datafile 1; already backed up on 14-NOV-06
skipping datafile 2; already backed up on 14-NOV-06
skipping datafile 3; already backed up on 14-NOV-06
skipping datafile 4; already backed up on 14-NOV-06
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skipping datafile 5; already backed up on 14-NOV-06
Finished backup at 15-NOV-06
RMAN>

You can also use the not backed up command with additional specifications such as the
number of backups. The following example shows how to back up only those archived redo
logs that were backed up less than twice on tape:

RMAN> backup device type sbt archivelog all not backed up 2 times;

RMAN considers only backups created on identical device type as the current backup when
counting the number of backups it has already made. Thus, the not backed up clause is ideal for
specifying the number of archived redo logs to be stored on a specific type of media. The previ-
ous example specifies RMAN to keep at least two copies of archived redo logs on tape.

How It Works

The backup ... not backed up command comes in handy when you add one or more new
files and want to ensure that the new file’s contents are backed up soon rather than waiting for
the regular scheduled time for backup.

If you're making backup sets (instead of image copies), RMAN considers the completion
time for any file in the backup set as the completion time for the entire backupset. That is, all
files in a backup set must have the same finishing time. Let’s say you're making a backup that
involves multiple backup sets. If the target database crashes midway through a database
backup, you don'’t have to start the backup from the beginning. You can use the not backed up
since time command to back up only those datafiles that haven't been backed up since the
specified time, as shown in the following example:

RMAN> backup database not backed up since time 'sysdate-31';

If you use the not backed up since time clause when you restart the RMAN backup,
RMAN will skip backing up the files it already backed up prior to the instance failure. Recipe
7-26 explains this in more detail. If you're using the since time clause, you can specify either a
date in the nls_date format or a SQL data expression such as sysdate-7. Note that RMAN con-
siders only backups made on the same device type as the current backup when figuring out
whether a new backup ought to be made.

7-26. Restarting Backups After a Crash

Problem

The RMAN backup process fails midway through a database backup, say, because of a data-
base instance crash or because of the unavailability of some datafiles. You want to resume the
backup but save time by backing up only those parts of the database that failed to be backed
up the first time.

Solution

Use the restartable backup feature to back up only those files that failed to be backed up the
first time around. Use the not backed up since time clause of the backup command to restart
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a backup after it partially completes. If the time you specify for the since time clause is a more
recent time than the backup completion time, RMAN backs up the database file.

Here’s an example that shows how to restart an RMAN backup that failed midway through
a nightly backup. You discover the backup failure in the morning and decide to back up only
those parts of the database that weren't backed up by RMAN before the backup failed. Simply
run the following backup command to achieve your goal.

Note If you use the backup database not backed up command without the since time clause,
RMAN backs up only those files that were never backed up before by RMAN.

RMAN> backup not backed up since time 'sysdate-1'
database plus archivelog;

The previous backup command will back up all the database files and archivelogs that
weren't backed up during the past 24 hours. Any database file or archivelogs that were backed
up during the last 24 hours won't be backed up again. You thus avoid backing up files you
already backed up. When RMAN encounters database files that it had already backed up
before the backup failed, it issues messages such as these:

RMAN-06501: skipping datafile 1; already backed up on APR11 2007 20:12:00
RMAN-06501: skipping datafile 2; already backed up on APR 11 2007 20:13:35
RMAN-06501: skipping datafile 3; already backed up on APR 11 2007 20:14:50

The backup command that produced this output used a SQL expression of type date
(sysdate-1). You may also specify a date string as a literal string that matches the nls_date_
format environment variable setting.

How It Works

The restartable backup feature backs up only those files that weren't backed up since a speci-
fied date and uses the last completed backup set or image copy as the restart point for the new
backup. By using the restartable backup feature after a backup failure, you back up the parts
of the database that the failed backup didn’t back up. If your backup consists of multiple
backup sets and the backup fails midway, you don’t have to back up the backup sets that were
already backed up. However, if your backup consists only of a single backup set, a backup fail-
ure means that the entire backup must be rerun.

All the database files are affected when you place the not backed up since clause right
after the backup command, as shown in our example. By placing the not backed up since
clause after a specific backupset, you can limit the backup to only the objects that are part of
the backup set.

It’s important to understand that when considering the number of backups, RMAN takes
into account only those backups made on an identical device as the device in the current
backup command.
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7-27.Updating Image Copies
Problem

You want to update image copies to keep them current without having to perform lengthy
image copy backups of entire datafiles.

Solution

By using incrementally updated image copies, you can avoid making time-consuming full
image copy backups of datafiles. To use the incrementally updated backups feature, you first
make a full image copy backup of a datafile and, at regular intervals, update the initial image
copy of the datafile with level 1 incremental backups of that datafile.

You use the backup ... for recover of copy form of the backup command to incremen-
tally update an image copy, as shown here:

run {
recover copy of database
with tag 'incr_update';
backup
incremental level 1 for recover of copy with tag 'incr update’
database;

}

By running the previous script daily, you'll never have to apply more than a day’s worth of
redo to recover the database, thus dramatically reducing the time needed to perform a media
recovery of the database.

How It Works

You can use Oracle’s incrementally updated backups feature to update image copy backups.
For example, you can start by making an image copy backup of the database on day one. You
can then take a daily, level 1 incremental backup of that datafile and apply it to the image
copy, thus updating or rolling forward the image copy on a regular basis, in this case daily.
The advantage is that during a recovery situation you can simply restore the incrementally
updated image copy and recover with the help of archived redo logs, just as if you were using
arecent (taken at the same time as the latest incremental level 1 backup) full backup of the
database. The great benefit of using incrementally updated backups is that at any given time
you won't have more than a single day’s worth or redo to apply. This is of course assuming that
you update your image copies daily.

It’s a little hard to see how our solution script implements the incrementally updated
backups strategy, so we'll explain the sequence of events in more detail. We're reproducing the
script here so you can follow the logic clearly:

RMAN> run

2> {

3> recover copy of database
4> with tag 'incr_update’;
5> backup

6> incremental level 1
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7> for recover of copy with tag 'incr update’
8> database;
9> }

Assuming that you run the backup script shown previously on a daily basis, the following
is what happens from here on:

1. The first day the backup script runs, the recover copy of database with tag
"incr_update' clause doesn’t find anything to recover. The backup command that
follows it will create an image copy of the disk with the tag incr_update. The first part
of the backup command’s output shows this:

Starting recover at 21-APR-07

using channel ORA DISK 1

no copy of datafile 1 found to recover
no copy of datafile 2 found to recover
no copy of datafile 3 found to recover
no copy of datafile 4 found to recover
Finished recover at 21-APR-07

Starting backup at 21-APR-07

using channel ORA DISK 1

no parent backup or copy of datafile 1 found

no parent backup or copy of datafile 3 found

no parent backup or copy of datafile 2 found

no parent backup or copy of datafile 4 found

channel ORA DISK 1: starting datafile copy

input datafile fno=00001 name=C:\ORACLE\PRODUCT\
10.2.0\ORADATANTENNER\TENNER\SYS

TEMO1.DBF

The output also shows that the recover command couldn’t find any copies of datafiles
to recover.

2. On the second day of the script’s execution, the script will create a level 1 incremental
backup of the database, as shown in the following chunk from the backup command’s
output:

Starting recover at 21-APR-07

using channel ORA DISK 1

no copy of datafile 1 found to recover
no copy of datafile 2 found to recover
no copy of datafile 3 found to recover
no copy of datafile 4 found to recover
Finished recover at 21-APR-07

Starting backup at 21-APR-07

channel ORA DISK 1: starting incremental level 1 datafile backupset
channel ORA DISK 1: backup set complete, elapsed time: 00:00:03
Finished backup at 21-APR-07

RMAN>
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3. On the third day and on all the subsequent days, the backup script will perform both
the recovery and backup steps. The script first applies the level 1 incremental backup
to the datafile copy and then creates a new level 1 backup. The following output shows
the two parts of the script execution:

Starting recover at 21-APR-07

using channel ORA DISK 1

channel ORA DISK 1: starting incremental datafile backupset restore
channel ORA DISK 1: specifying datafile copies to recover
recovering datafile copy fno=00001

channel ORA DISK 1: restored backup piece 1
channel ORA DISK 1: restore complete, elapsed time: 00:00:03
Finished recover at 21-APR-07

Starting backup at 21-APR-07
channel ORA DISK 1: starting incremental level 1 datafile backupset
channel ORA_DISK 1: specifying datafile(s) in backupset

channel ORA DISK 1: backup set complete, elapsed time: 00:00:03
Finished backup at 21-APR-07

RMAN>

The incrementally updated backups feature is a truly powerful feature, which lets you cut
back on both the daily backup duration and the time for media recovery, should you need one.
RMAN also provides the incremental Roll Forward of Database Copy feature to let you synchro-
nize a standby database with the source database by using incremental backups of the source
database. RMAN applies the incremental backups of the source database to the standby data-
base using the recover command in order to bring the standby database up-to-date with the
source database.
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CHAPTER 8

Maintaining RMAN Backups
and the Repository

-ro get the most out of RMAN as your main backup and recovery tool, you must master the
various RMAN backup and repository maintenance tasks. Managing RMAN backups involves
managing the backups themselves as well as performing the record-keeping chores for those
backups in the RMAN repository. The RMAN stores its metadata in the control file of the target
database, whether you use a recovery catalog or not. If you use a recovery catalog, RMAN will
store its metadata in the recovery catalog as well. You don’t have to have a recovery catalog to
perform any of the backup maintenance tasks.

Oracle recommends that you implement the following policies as the foundation of your
RMAN backup and repository maintenance strategy:

¢ Aflash recovery area
¢ An archived redo log deletion policy
* A backup retention policy

If you adhere to all the recommended backup and repository maintenance tasks, RMAN
will take care of creating and managing maintenance tasks such as deleting unneeded backup
files and archived redo logs. Even if you have configured the recommended policies listed
here, sometimes you may need to manually delete backups, say, from a tape device, or per-
form related tasks such as validating datafiles and backup sets. Some of the backup and
repository maintenance tasks are relatively trivial, such as using the list and report
commands, which help find out which backups exist and the status of those backups. Other
tasks are more significant, such as the actions you must take when you manually delete a
backup with an operating system utility. To avoid a discrepancy between what RMAN records
in the control file and the actual backup files caused by accidental or intentional deletions of
backup files, disk failures, and tape failures, you must use RMAN maintenance commands to
update the repository so it accurately reflects the true state of affairs regarding your backups.
Validating datafiles, backup sets, and backup copies are important tasks that ensure your
RMAN backups are usable during a recovery.

From time to time, you'll have to perform some maintenance tasks to keep the flash
recovery area working well. You may, for example, add more space to the flash recovery area
when it’s getting full or move the flash recovery area to a different location. Chapter 3 covers
the flash recovery area maintenance tasks.
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8-1.Adding User-Made Backups to the Repository
Problem

You've made some datafile copies on disk, which you want to add to the RMAN repository.

Solution

You can add any user-managed copies, such as a datafile copy (that you made with an operat-
ing system utility), to the RMAN repository using the catalog command. Here’s a basic
example:

RMAN> catalog datafilecopy '/u01/app/oracl/examplel.bkp';

The preceding catalog command catalogs the datafile copy you made of the example01.dbf
datafile as an RMAN-recognized backup. You can, if you want, catalog the datafile copy as an
incremental level 0 backup by issuing the following command:

RMAN> catalog datafilecopy '/u01/app/oracle/example0l.bkp’ level 0;

There’s absolutely no difference between a datafile copy you first copy and then record in
the recovery catalog using the catalog command and an RMAN incremental level 0 backup of
that datafile. You can use this cataloged file as part of your RMAN incremental backup strategy.

How It Works

To catalog a copy made by you in the RMAN repository, the copy must be available on disk,
and it must be a complete image copy of a single datafile, control file, archived redo log file, or
backup piece. Use the catalog command in the following situations:

* You use an operating system command to make copies of datafiles, archived redo log
files, or control files and want to record them in the RMAN repository.

e Ifyou change the archiving destination during a recovery, you must use the catalog
command to catalog those archived redo logs in the RMAN repository.

* You want to use a datafile copy as a level 0 backup, in which case you can perform
incremental backups with that level 0 backup as the basis, provided you catalog it in the
RMAN repository. You can also use a cataloged datafile copy for block media recovery
(BMR) even if you didn’t back up the datafile using RMAN.

If you copy or move an RMAN backup piece manually, you can use the catalog command
to make that backup piece usable by RMAN. The following is an example of cataloging an
RMAN backup piece on tape. The 1ist command shows that a certain backup piece is uncata-
loged.

RMAN> list backuppiece 'ilif2lo4 1 1';

RMAN-00571:
RMAN-00569:
RMAN-00571:
RMAN-03002: failure of list command at 04/13/2007 13:39:53
RMAN-06004: ORACLE error from recovery catalog database:
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RMAN-20260: backup piece not found in the recovery catalog
RMAN-06092: error while looking up backup piece
RMAN>

Use the catalog command to make the uncataloged backup piece available to RMAN, as
shown here:

RMAN> catalog device type sbt backuppiece 'ilif2lo4 1 1';

released channel: ORA_SBT_TAPE 1

allocated channel: ORA SBT TAPE 1

channel ORA_SBT_TAPE_1: sid=38 devtype=SBT_TAPE

channel ORA_SBT_TAPE_1: WARNING: Oracle Test Disk API
cataloged backuppiece

backup piece handle=ilif2lo4 1 1 recid=3878 stamp=619796430
RMAN>

You can check that the backup piece has been cataloged successfully by issuing the 1ist
command again, as shown here:

RMAN> list backuppiece 'ilif2lo4 1 1';

List of Backup Pieces

BP Key BS Key Pc# Cp# Status Device Type Piece Name
3473331 3473326 1 1 AVAILABLE  SBT TAPE ilif2lo4 1 1
RMAN>

If you have to catalog multiple files that you had backed up to a directory, use the catalog
start with command, as shown in the following example:

RMAN> catalog start with '/uo01/app/oracle/backup’ noprompt;

The start with clause specifies that RMAN catalog all valid backup sets, datafile copies,
and archived redo logs starting with the string pattern you pass. This string pattern can be part
of a filename, an Oracle managed file (OMF) directory, or an automatic storage management
(ASM) disk group. By default, RMAN prompts you after every name match for a file. In this
example, we used the optional noprompt clause to suppress these automatic prompts.

You can catalog all files in the flash recovery area by using the following command:

RMAN> catalog recovery area;

When you issue the catalog recovery area command, RMAN searches for all files in the
recovery area and issues a message if it doesn’t find any files known to the database.

8-2. Finding Datafiles and Archivelogs That Need a Backup
Problem

You want to find out which of the datafiles and archived redo logs in a database need a
backup.
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Solution

Use the report need backup form of the report command to find out which backups you need
to make in order to conform to the retention policy you put in place. Here’s how you execute
the report need backup command to see which database files are in need of backup:

RMAN> report need backup;

RMAN retention policy will be applied to the command
RMAN retention policy is set to redundancy 1

Report of files with less than 1 redundant backups
File bkps  Name

1 0 C:\ORACLE\PRODUCT\11.1.0\ORADATA\NICK\SYSTEMO1.DBF
2 0 C:\ORACLE\PRODUCT\11.1.0\ORADATA\NICK\UNDOTBS01.DBF
3 0 C:\ORACLE\PRODUCT\11.1.0\ORADATA\NICK\SYSAUX01.DBF
4 0 C:\ORACLE\PRODUCT\11.1.0\ORADATA\NICK\USERSO1.DBF

5 0 C:\ORACLE\PRODUCT\11.1.0\ORADATA\NICK\EXAMPLEO1.DBF

RMAN>

The output of the report need backup command tells you that you must back up several
database files to comply with your retention policy.

How It Works

The report need backup command reports which datafiles and archived redo logs need to be
backed up to conform to the backup retention policy you have put in place. You must have
configured your own retention policy, or at least have enabled the default retention policy, for
the report need backup command to work. If you disable the default retention policy, RMAN
won't be able to figure out which of your datafile or archived redo logs need a backup. Here’s
an example that shows the result of running the report need backup command after disabling
the default retention policy, which is set to 1.

The following command shows the current retention policy:

RMAN> show retention policy;

RMAN configuration parameters are:
CONFIGURE RETENTION POLICY TO REDUNDANCY 1; # default

RMAN>

The command shows that, currently, the retention policy is configured to a redundancy of 1.
Let’s change the configured retention policy from one backup to none, as shown here:

RMAN> configure retention policy to none;

new RMAN configuration parameters:

CONFIGURE RETENTION POLICY TO NONE;

new RMAN configuration parameters are successfully stored
RMAN>
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If you now issue the report need backup command, you'll see the following error:

RMAN> report need backup;

RMAN-00571: ===========================================================
RMAN-03002: failure of report command at 04/29/2007 15:59:14
RMAN-06525: RMAN retention policy is set to none

RMAN>

The error occurs because the RMAN retention policy was set to none, thus making it
impossible for RMAN to figure out whether you need to make any backups.

You can specify different options with the report need backup command. Here are the
most useful options you can use with this command:

This command shows objects that require a backup to conform to a redundancy-based
retention policy:

RMAN> report need backup redundancy n;

This command shows objects that require a backup to conform to a window-based reten-
tion policy:

RMAN> report need backup recovery window of n days

This command shows datafiles that require more than n days worth of archived redo logs
for arecovery:

RMAN> report need backup days=n;

This command shows only the required backups on disk:
RMAN> report need backup device type disk;

This command shows only required backups on tape:

RMAN> report need backup device type sbt;

8-3. Finding Datafiles Affected by Unrecoverable Operations
Problem

You want to identify which datafiles have been affected by unrecoverable operations, since
RMAN needs to back up those files as soon as possible after you perform an unrecoverable
operation.

Solution

Use the report unrecoverable command to find out which datafiles in the database have been
marked unrecoverable because they're part of an unrecoverable operation. Here’s an example
showing how to use the report unrecoverable command:
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RMAN> report unrecoverable;

Report of files that need backup due to unrecoverable operations
File Type of Backup Required Name

RMAN>

The report unrecoverable command reveals that the example01.dbf file is currently
marked unrecoverable and that it needs a full backup to make it recoverable if necessary.

How It Works

If you perform a nonrecoverable operation such as a direct load insert, the changes made
won't be logged in the redo log files. You must, therefore, immediately perform either a full
backup or an incremental backup of the datafiles involved in the nonrecoverable operation.

The report unrecoverable command tells you both the names of the datafiles that were
part of a nonlogged operation (and therefore nonrecoverable by normal media recovery) and
the type of backup (full or incremental) required to recover the datafile from an RMAN
backup.

8-4. Identifying Obsolete Backups
Problem

You want to find out whether any backups are obsolete according to the retention policy you
configured.

Solution

The report obsolete command reports on any obsolete backups. Always run the crosscheck
command first in order to update the status of the backups in the RMAN repository to that on
disk and tape. In the following example, the report obsolete command shows no obsolete
backups:

RMAN> crosscheck backup;
RMAN> report obsolete;

RMAN retention policy will be applied to the command
RMAN retention policy is set to redundancy 1
no obsolete backups found

The following execution of the report obsolete command shows that there are both
obsolete backup sets and obsolete archived redo log backups. Again, run the crosscheck
command before issuing the report obsolete command.

RMAN> crosscheck backup;
RMAN> report obsolete;
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RMAN retention policy will be applied to the command
RMAN retention policy is set to redundancy 1
Report of obsolete backups and copies

Type Key Completion Time Filename/Handle
Backup Set 1 07-APR-07
Backup Piece 1 07-APR-07 C:\ORCL11\APP\ORACLE\FLASH RECOVE

RY_AREA\ORCL11\BACKUPSET\2007 04 07\01 MF_NCSNF_TAG20070407T122609
_31HO1MRO_.BKP

Archive Log 10 09-APR-07 C:\ORCL11\APP\ORACLE\FLASH RECOVE

RY_AREA\ORCL11\ARCHIVELOG\2007 04 09\01 MF 1 116 31N07Q44 .ARC
Archive Log 11 09-APR-07 C:\ORCL11\APP\ORACLE\FLASH RECOVE
Backup Set 7 19-APR-07

Backup Piece 8 19-APR-07 C:\ORCL11\APP\ORACLE\PRODUCT\11.1
.0\DB_1\DATABASE\STIFHU1H 1 1

Backup Set 7 19-APR-07

Backup Piece 9 19-APR-07 C:\ORCL11\APP\ORACLE\PRODUCT\11.1
.0\DB_1\DATABASE\STIFHUIH 1 2

RMAN>

The report obsolete command shows all backups sets, backup pieces, and datafile
copies that RMAN considers obsolete since it doesn’'t need them to meet the specified backup
retention policy.

How It Works

As in the case of the report need backup command, you must configure a retention policy, or
at least not disable the default retention policy that’s preconfigured for you already, for the
report obsolete command to run without an error.

When using the report obsolete command, it’s always a good idea to run the crosscheck
database command beforehand to ensure that RMAN has the latest information about the sta-
tus of different types of backups.

When using the report obsolete command, you can also specify the redundancy and
recover window options, as shown here:

RMAN> report obsolete recovery window of 5 days;
RMAN> report obsolete redundancy 2;
RMAN> report obsolete recovery window of 5 days device type disk;

Note that the last command in the preceding code examples specifies that only disk back-
ups be considered in determining whether there are any obsolete backups. If you don't specify
the device type, RMAN takes into account both disk and sbt backups in determining whether
a backup is obsolete according to the configured policy.
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8-5. Displaying Information About Database Files
Problem

You want to display information about all the datafiles in the target database.

Solution

You can get a report about all the datafiles in a database by using the report schema com-
mand, as shown in the following example. The report schema command in the following
example reports on all datafiles:

RMAN> report schema;

Report of database schema

List of Permanent Datafiles

File Size(MB) Tablespace RB Segs Datafile Name

1 490 SYSTEM ¥k %k /yo1/app/oracle/systemo1.dbf

2 30 UNDOTBS1 ***  ***  /yo1/app/oracle/undotbso1.dbf
3 320 SYSAUX ¥k %k /yo1/app/oracle/sysauxol.dbf

4 5 USERS kkk o kkk o /uol/app/oracle/usersol.dbf

5 100 EXAMPLE *** %k /yo1/app/oracle/exampleoil.dbf

List of Temporary Files

File Size(MB) Tablespace Maxsize(MB) Tempfile Name
1 20 TEMP 32767 ok /u01/app/oracle/oradata/temp
RMAN>

The report schema command is helpful in finding out the names of all the datafiles of the
target database.

How It Works

You can put the report schema command to use to get more than the routine listing of all
datafiles at the current time. You can, for example, get a listing of all database files from a past
point in time by using the at time clause, as shown in the following example:

RMAN> report schema at time 'sysdate-1';

The previous command requires that you use a recovery catalog. You can also specify the
at scnorat sequence clause instead of the at time clause in order to get a report specific to a
certain SCN or log sequence number.
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8-6. Listing RMAN Backups
Problem

You want to see the backups that are recorded in the RMAN repository for a target database.

Solution

Use the 1ist command to review RMAN backups of datafiles, archived redo logs, and control
files. The 1ist command uses the RMAN repository data in order to provide the list of backups
and copies. Here’s an example of the basic 1ist command:

RMAN> list backup;

List of Backup Sets

BS Key Type LV Size Device Type Elapsed Time Completion Time
94 Full 6.83M DISK 00:00:04 07-DEC-06
BP Key: 85  Status: AVAILABLE Compressed: NO Tag: TAG20061207T072539
Piece Name: /home/oracle/product/11.1.0/db_1/flash _recovery area/NINA/
backupset/2006_12 07/01_mf ncsnf_TAG20061206_.bkp
Control File Included: Ckp SCN: 23698257 Ckp time: 07-DEC-06
SPFILE Included: Modification time: 07-DEC-06

BS Key Size Device Type Elapsed Time Completion Time
110 5.45M DISK 00:00:01 08-JAN-07
BP Key: 101  Status: AVAILABLE Compressed: NO Tag: TAG20070108T053028
Piece Name: /home/oracle/product/11.1.0/db_1/flash recovery area/NINA/
backupset/2007_01 08/01_mf_annnn_TAG20070108T053028 2t47b65y .bkp
List of Archived Logs in backup set 110
Thrd Seq Low SCN Low Time Next SCN  Next Time
1 538 27837708  08-JAN-07 27844832  08-JAN-07
List of Datafiles in backup set 111
File LV Type Ckp SCN Ckp Time Name
1 Full 27844836  08-JAN-07
/home/oracle/product/11.1.0/oradata/nina/systemo1.dbf

BS Key Type LV Size Device Type Elapsed Time Completion Time
112 Full 6.83M DISK 00:00:02 08-JAN-07
BP Key: 103  Status: AVAILABLE Compressed: NO Tag: TAG20070108T053031
Piece Name: /home/oracle/product/11.1.0/db_1/flash recovery area/NINA/
backupset/2007_01 08/01_mf ncsnf TAG20070108T053031 2t47dz01_.bkp
Control File Included: Ckp SCN: 27844932 Ckp time: 08-JAN-07

233



234 CHAPTER 8 ©© MAINTAINING RMAN BACKUPS AND THE REPOSITORY

SPFILE Included: Modification time: 08-JAN-07

List of Archived Logs in backup set 113
Thrd Seq Low SCN Low Time Next SCN  Next Time

1 539 27844832  08-JAN-07 27844935  08-JAN-07

RMAN>

The basic 1ist command shown in the previous example lists all backups in the RMAN
repository for the target database by serially listing each backup set (including the backup
pieces information) and proxy copy. It also identifies all the files that are part of the backup. If
youd rather list the backups by just the backup files, you can do so by using the 1ist backup
by file command, as shown in the following example:

RMAN> list backup by file;

List of Datafile Backups

File Key TY LV S Ckp SCN Ckp Time #Pieces #Copies Compressed Tag
1 115 B F A 27854369 08-JAN-07 1 1 NO TAG20070108T070012

List of Archived Log Backups

Thrd Seq Low SCN Low Time BS Key S #Pieces #Copies Compressed Tag
1 540 27844935 08-JAN-07 114 A1 1 NO TAG20070108T070009
1 541 27854242 08-JAN-07 117 A1 1 NO TAG20070108T070141

List of Control File Backups

27854507  08-JAN-07 116 A1 1 NO TAG20070108T070012
23698257 07-DEC-06 94 A1 1 NO TAG20061207T072539
List of SPFILE Backups

08-JAN-07 116 A1 1 NO TAG20070108T070012
07-DEC-06 94 A1l 1 NO TAG20061207T072539
RMAN>
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The list backup by file command groups all backups by file and lists all datafiles, their
backup sets, and any proxy copies.

How It Works

You can use the 1ist command to list the following:

e Backup pieces, image copies, and proxy copies of databases, tablespaces, datafiles,
archived redo logs, and the control file

¢ Expired backups
» Backups classified by time period, recoverability, path name, device type, or tag

Using the 1ist command isn’t the only way to view the status of RMAN backups. You
can also check backup status by querying the recovery catalog views RC_DATAFILE_COPY,
RC_ARCHIVED_LOG, and V$BACKUP_FILES.

You can also get the output of the 1ist command in a summarized form by specifying the
keyword summary when using the 1ist command, as shown here:

RMAN> list backup summary; # lists backup sets, proxy copies, and image copies
RMAN> list expired backup summary; # lists expired backups in summary form

You can use optional clauses with the 1ist command to narrow down your search of
backup information or to list only a specific type of backup. Here are some of the important
optional clauses you can employ with the 1ist command, with examples showing how to use
those clauses.

This command lists only backup sets and proxy copies but not image copies:

RMAN> list backupset;
This command lists only datafile, archived redo log, and control file copies:
RMAN> list copy;
This command lists a particular datafile copy:
RMAN> list datafilecopy '/a01/app/oracle/usersoi.dbf’;
This command lists backups by tag:
RMAN> list backupset tag 'weekly full db backup';
This command lists backups according to when the backup was made:
RMAN> list copy of datafile 1 completed between '01-JAN-2007' AND '15-JAN-2007';
This command lists the backup by the number of times they were backed up to tape:
RMAN> list archivelog all backed up 2 times to device type sbt;
This command lists the backups of all datafiles and archivelogs of the target database:

RMAN> list backup of database;
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The list command is really not limited to merely listing only the metadata about back-
ups and copies, although that is its primary function. You can also use the 1ist command to
mine all kinds of information from the RMAN repository. For example, you can use the follow-
ing versions of the 1ist command to gather information other than that pertaining to just
RMAN backups:

list incarnation: Lists all incarnations of a database (shown in recipe 8-10)

list restore point: Lists all restore points in the target database (shown in recipe 8-9)
list script names: Lists the names of all recovery catalog scripts (shown in Chapter 9)
list failure: Lists failures recorded by the Data Recovery Advisor (shown in Chapter 20)

You can run the crosscheck and delete commands against the backups and copies dis-
played by the 1ist command.

8-7. Listing Expired Backups
Problem

You want to find out which of your backups are marked in the RMAN repository as expired,
meaning they were not found during the execution of an RMAN crosscheck command.

Solution

The list expired backup command shows which of the backups of the target database have
an expired status in the repository. Here’s an example:

RMAN> list expired backup;

Of course, if there aren’t any expired backups, the previous command won’t return any
output. You can also find out which of the archived redo log backups have the expired status
by using the following command:

RMAN> list expired archivelog all;
specification does not match any archived log in the recovery catalog

RMAN>

The output of the 1ist command shows that there are no archived redo logs with the
expired status.

How It Works

The list expired backup command shows all backups not found during an RMAN cross-
check. You can use the list expired copy command to list all copies not found during a
cross-check. Of course, if you haven’t run the crosscheck command for quite some time, the
output of the list expired command isn't going to be very useful to you! To guarantee the
best results from this command, you must make it a habit of executing the crosscheck com-
mand frequently, especially if you've been manually deleting any kind of RMAN-related
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backup files yourself at the OS level. This is yet another reason for you to adhere to Oracle’s
recommendation of configuring both a backup retention policy and an archived redo log dele-
tion policy, in addition to using the flash recovery area. When you follow the recommended
maintenance strategy, RMAN backup and repository maintenance becomes more or less auto-
matic, obviating the need for you to constantly execute commands such as crosscheck to
verify your backups.

8-8. Listing Only Recoverable Backups and Copies
Problem

You want to review all datafile backups and copies that you can actually use for a restore and
recovery.

Solution

Use the 1ist backup command with the recoverable clause to restrict the list of backups to
only those backups and copies whose status is listed as available. Here’s an example:

RMAN> list recoverable backup;
List of Backup Sets

Backup Set Copy #2 of backup set 6

List of Backup Pieces for backup set 6 Copy #2

7 1 AVAILABLE C:\ORCL11\APP\ORACLE\PRODUCT\11.1.0\DB_ 1\DIFHTAF 1 2
Backup Set Copy #1 of backup set 6
List of Archived Logs in backup set 11

1 150 7570287 02-MAY-07 7570487 02-MAY-07
RMAN>

The recoverable clause restricts the list of backups and copies to only those that are listed
as available in the repository and, as such, can be actually used for a restore and recovery
operation.

How It Works

The list backup command shows all backups and copies from the repository, irrespective of
their status. Since you can use the backups and copies only with the available status, it’s a
good idea to run the 1ist recoverable backup command instead when you want to know
what usable backups you really do have.

8-9. Listing Restore Points
Problem

You want to list all restore points or a specified restore point in the target database.
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Solution

Use the 1ist restore point command to view a specific restore point in a database. You can
use the all option to view all the restore points in the database, as shown in the following
example:

RMAN> list restore point all;

SCN RSP Time Type Time Name
6815212 24-APR-07 RESTORE_1
RMAN>

The list restore point all command reports that you have a single restore point
named restore_1 that covers SCN 6815212.

How It Works

You can use the list restore point command to effectively manage any restore points you
created in a database. Any guaranteed restore points will never age out of the control file. You
must manually delete a guaranteed restore point by using the drop restore point command.
Oracle retains 2,048 most recent restore points, no matter how old they are. In addition, Oracle
also saves all restore points more recent than the value of the control file record keep time
initialization parameter. All other normal restore points automatically age out of the control
file eventually.

8-10. Listing Database Incarnations
Problem

You want to find out what incarnations of a database are currently recorded in the RMAN
repository so you can use this information during potential restore and recovery operations.

Solution

When you perform an open resetlogs operation, it results in the creation of a new incarnation
of the database. When performing recovery operations on such a database, you might want to
check the database incarnation. The 1ist incarnation command is handy for this purpose, as
shown in the following example:

RMAN> 1list incarnation;

List of Database Incarnations
DB Key Inc Key DB Name DB ID  STATUS Reset SCN Reset Time

1 ORCL11 3863017760 PARENT 1 22-NOV-06
2 ORCL11 3863017760 CURRENT 909437  03-MAR-07

RMAN>
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The list incarnation command output lists all incarnations of the target database.

How It Works

If the list incarnation command shows three incarnations of a database, for example, it
means you've reset the online redo logs of this database twice. Each time you reset the online
redo logs, you create a new incarnation of that database.

RMAN can use backups both from the current incarnation of a database and from a
previous incarnation as the basis for subsequent incremental backups if incremental backups
are part of your backup strategy. As long as all the necessary archived redo logs are available,
RMAN can also use backups from a previous incarnation for performing restore and recovery
operations.

8-11. Updating the RMAN Repository After Manually
Deleting Backups
Problem

You have deleted some unneeded archived redo logs from disk using an operating system
command instead of using the RMAN delete command. The RMAN repository, however, con-
tinues to indicate that the deleted archived redo logs are available on disk. You want to update
this outdated RMAN repository information about the deleted backups.

Solution

Execute the change ... uncatalog command to update the RMAN repository after you manu-
ally delete a backup. Let’s say you delete the datafile copy /u01/app/oracle/users01.dbf using
the rm command from the Linux operating system. Here’s an example of how you'd then use
the change ... uncatalog command to change the RMAN repository information pertaining
to the removed datafile copy:

RMAN> change datafilecopy '/u01/app/oracle/usersoi.dbf' uncatalog;
Here’s another example showing how to uncatalog a specific backup piece:

RMAN> change backuppiece 'ilif2lo4 1 1' uncatalog;

uncataloged backuppiece

backup piece handle=ilif2lo4 1 1 recid=3876 stamp=619796229
Uncataloged 1 objects

RMAN>

If you're using a recovery catalog, the change ... uncatalog command will also delete the
backup record you are specifying in the change ... uncatalog command from the recovery
catalog.
How It Works
The change ... uncatalog command changes only the RMAN repository information pertain-

ing to the manually deleted backups, but it doesn’t actually delete the physical backups and
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copies of backups. The command removes all references to datafile copies, backup pieces, and
archived redo logs from the recovery catalog. It also updates the status of those records in the
control file to be deleted.

Run the change ... uncatalog command anytime you delete a backup or an archived
redo log with an operating system command. The command removes all RMAN repository
references for the file you manually deleted. Otherwise, RMAN won't know about the files you
deleted unless you run the crosscheck command.

8-12. Synchronizing the Repository with the Actual Backups
Problem

You've manually removed some old archived redo logs from disk and want to make sure you
update the RMAN repository (in the control file and in the recovery catalog) to match the
actual backup situation both on disk and in the media management catalog.

Solution

Use the crosscheck command in order to update the RMAN repository with the correct
information about available backups. If you physically remove an RMAN backup file, the
crosscheck command will update the RMAN repository so its records match the physical sta-
tus of the backups. The crosscheck command synchronizes the backup data in the RMAN
repository (in the control file and the recovery catalog) with the actual backups both on disk
and in the media management catalog.

Note If you use all three of Oracle’s recommended backup maintenance polices—a backup retention
policy, an archived redo log deletion policy, and the flash recovery area—you don’t need to resort to the
crosscheck command often. If you happen to be manually deleting backup files, run the crosscheck
command often to make sure the RMAN repository is current.

In the following example, we issue a delete backup command, which results in a warning
that an object couldn't be deleted because of “mismatched status.” That is one of the typical
errors that results from manually deleting archived redo logs as described in the “Problem”
section. Here’s the example:

RMAN> delete backup;
using channel ORA DISK 1

List of Backup Pieces

BP Key BS Key Pc# Cp# Status Device Type Piece Name
85 94 1 1 AVAILABLE DISK /home/oracle/
product/11.1.0/db_1/flash _recovery area/NINA/backupset/
2006_12 07/01_mf _ncsnf TAG20061207T072539 2qj28306_.bkp
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Do you really want to delete the above objects (enter YES or NO)? yes

RMAN-06207: WARNING: 1 objects could not be deleted for DISK channel(s) due
RMAN-06208: to mismatched status. Use CROSSCHECK command to fix status
RMAN-06210: List of Mismatched objects

RMAN-06211: ==============z=========z===

RMAN-06212:  Object Type Filename/Handle

RMAN-06213: —-------mmmmmmm mm oo oo
RMAN-06214: Backup Piece /home/oracle/product/11.1.0/db_1/flash recovery area/
NINA/backupset/2006 12 07/01 mf ncsnf TAG20061207T072539 2qj28306 .bkp

RMAN>

You attempt to delete a backup with a mismatched status, which leads to a recommenda-
tion from RMAN to run the crosscheck command to fix the status of the backup in the
repository. The crosscheck command will update the RMAN repository records with the cor-
rect status of the backups. If you manually delete a backup file, for example, a subsequent
crosscheck command will result in RMAN marking that file status as expired in the RMAN
repository. In the following example, once you issue the crosscheck command, RMAN marks
the missing file as expired. Once a file is marked as expired, it’s eligible for deletion from the
RMAN repository (with the delete expired command), although the physical file itself may
have been deleted long ago.

Here’s how you run the basic crosscheck command:

RMAN> crosscheck backup;

using channel ORA DISK 1

crosschecked backup piece: found to be 'EXPIRED'

backup piece handle=/home/oracle/product/11.1.0/db_1/flash recovery area/NINA/backu
pset/2006 12 07/01 mf_ncsnf TAG20061207T7072539 2qj28306

.bkp recid=85 stamp=608542131

crosschecked backup piece: found to be 'AVAILABLE'

backup piece handle=/home/oracle/product/11.1.0/db_1/flash recovery area/NINA/backu
pset/2007_01_08/01 mf_annnn_TAG20070108T070009 2t4dlcf5 .bkp recid=105
stamp=611305211

crosschecked backup piece: found to be 'AVAILABLE'

backup piece handle=/home/oracle/product/11.1.0/db_1/flash recovery area/NINA/backu
pset/2007 01 _08/01 mf nnndf TAG20070108T070012 2t4dlftx .bkp recid=106
stamp=611305213

crosschecked backup piece: found to be 'AVAILABLE'

backup piece handle=/home/oracle/product/11.1.0/db_1/flash recovery area/NINA/backu
pset/2007 01 _08/01 mf ncsnf TAG20070108T070012 2t4do371 .bkp recid=107
stamp=611305299

crosschecked backup piece: found to be 'AVAILABLE'

backup piece handle=/home/oracle/product/11.1.0/db_1/flash recovery area/NINA/backu
pset/2007 01 _08/01 mf_annnn_TAG20070108T070141 2t4doébkt .bkp recid=108
stamp=611305302

Crosschecked 5 objects

RMAN>
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The previous crosscheck command will search for all backups on all channels with the
same device type as the channel that was used to make the RMAN backups.

How It Works

The crosscheck command helps you update backup information about corrupted backups on
disk and tape, as well as any manually deleted archived redo logs or other backup files. For
disk backups, the crosscheck command validates the file headers, and for tape backups, it
checks whether the backups are in the media management layer (MML) catalog.

It’s a good strategy to always first use the 1ist command to see what backups you have
and follow it up with the crosscheck command to make sure you really do have those backups.
You can use the delete expired command to remove RMAN repository data for all those back-
ups that fail the checking performed by the crosscheck command.

The crosscheck backup command checks all backups on both disk and tape, provided
you've already configured an automatic channel for your tape backups. As you know, RMAN
already comes with a single preconfigured disk channel.

If you haven't configured an automatic sbt channel, you must allocate a maintenance
channel within a run block before you execute the crosscheck command, as shown here:

RMAN> allocate channel for maintenance device type sbt;
crosscheck backup;

Once you've configured an sbt channel through the configure command or manually
allocate it through the allocate channel command shown previously, you can then check
backups on both disk and tape with a single crosscheck command, as shown here:

RMAN> crosscheck backup;

There are three possible values for the status of a file following the execution of the
crosscheck command—available, unavailable, and expired.

When the crosscheck command fails to locate the backups and copies you're looking for
on disk or tape (files are absent or RMAN can'’t access them), it'll update the RMAN repository
to show the backup record status for those backups and copies as expired. You can then con-
sequently use the delete expired command to delete the expired backup records (metadata)
from the RMAN repository. Thus, you use the following sequence of commands to delete
expired backups:

RMAN> crosscheck backup;
RMAN> delete expired backup;

The crosscheck command checks whether the backups still exist. The command checks
backup sets, proxy copies, and image copies. The delete expired backup command will
delete the expired backups. Here’s another example:

RMAN> crosscheck backupset of tablespace users
device type sbt completed before 'sysdate-14';

RMAN> delete expired backupset of tablespace users
device type sbt completed before 'sysdate-14';

The crosscheck command checks the media manager for expired backups of the table-
space users, and the delete command removes their repository records.
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If you want to search for and check only image copies and not backup sets, you can do so
by using the copy option with the crosscheck command, as shown in the following example:

RMAN> crosscheck copy;

You may want to run the crosscheck copy command when verifying the current status
and the availability of image copies that you made yourself or through RMAN.

You can use various options of the crosscheck command to perform the cross-checking of
a specific tablespace, datafile, archived redo log, control file, and so on. Here are some exam-
ples that show how to restrict the cross-checking to specify types of backups:

# cross-checking just backup sets.

RMAN> crosscheck backupset;

# cross-checking a copy of a database

RMAN> crosscheck copy of database;

# cross-checking specific backupsets;

RMAN> crosscheck backupset 1001, 1002;

# cross-checking using a backup tag

RMAN> crosscheck backuppiece tag = 'weekly backup';

# cross-checking a control file copy;

RMAN> crosscheck controlfilecopy '/tmp/controlol.ctl’;

# cross-checking backups completed after a specific time
RMAN> crosscheck backup of datafile  "/u01/app/oracle/prodi/systemol.dbf" completed
after 'sysdate-14';

# cross-checking of all archivelogs and the spfile;
RMAN> crosscheck backup of archivelog all spfile;

# cross-checking a proxy copy

RMAN> crosscheck proxy 999;

Use the completed after clause to restrict the crosscheck command to check only those
backups that were created after a specific point in time. The following command will check
only for backups of a datafile made in the last week:

RMAN> crosscheck backup of datafile 2
completed after 'sysdate -7';

It’s important to understand that the crosscheck command doesn’t delete the RMAN
repository records of backup files that were manually removed. It simply updates those
records in the repository to reflect that the backup isn’t available any longer by marking the
file status as expired. You must use the delete command to actually remove the records of
these expired backups from the RMAN repository. On the other hand, if a file was expired at
one time and is now made available again on disk or on media management layer, then RMAN
will mark the file’s status as available.

8-13. Deleting Backups
Problem

You want to delete unwanted backups.
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Solution

Use the delete or backup ... delete command to remove both archived redo logs and RMAN
backups. You can remove backup sets, image copies, proxy copies, and archive log backups
through the delete command. The most general form of the delete command is delete
backup. This command deletes all backup pieces for the target database that are recorded in
the RMAN repository. Here’s an example:

RMAN> delete backup;
using channel ORA DISK 1

List of Backup Pieces

BP Key BS Key Pc# Cp# Status Device Type Piece Name

110 119 1 1 AVAILABLE DISK

/home/oracle/oracle/product/11.1.0/db_1/flash recovery area/
NINA/backupset/2007 01 09/

o1_mf_annnn_TAG20070109T073214_2t72ths1_.bkp

111 120 1 1 AVAILABLE DISK

/home/oracle/product/11.1.0/db_1/flash recovery area/

NINA/backupset/2007 01 09/01 mf nnndf TAG20070109T073231 2t72v081 .bkp

Do you really want to delete the above objects (enter YES or NO)? yes

deleted backup piece

backup piece handle=/home/oracle/oracle/product/11.1.0/db_1/flash recovery area/

NINA/backupset/

2007_01 09/01 mf annnn_TAG20070109T073214 2t72ths1 .bkp recid=110
stamp=611393535

deleted backup piece

backup piece handle=/home/oracle/oracle/product/11.1.0/db_1/flash recovery area/

NINA/backupset/2007 01 09/01 mf nnndf TAG20070109T073231 2t72v081 .bkp

recid=111 stamp=611393552

deleted backup piece

Deleted 2 objects

RMAN>

RMAN always prompts you for confirmation before going ahead and deleting the backup
files. You can issue the delete noprompt command to suppress the RMAN confirmation
prompt. You can use the delete command with various options, as shown in the following
examples:

RMAN> delete backuppiece 999;

RMAN> delete copy of controlfile like '/u01/%';

RMAN> delete backup tag='old production';

RMAN> delete backup of tablespace sysaux device type sbt;
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In some special situations, you may want to delete all backups—including backup sets,
proxy copies, and image copies—belonging to a database. This can happen when you decide
to drop a database and get rid of all of its backups as well. Use a pair of crosscheck commands
first, one for backups and the other for the image copies, to make sure the repository and the
physical media are synchronized. Then issue two delete commands, one for the backups and
the other for the copies. Here are the commands:

RMAN> crosscheck backup;
RMAN> crosscheck copy;
RMAN> delete backup;
RMAN> delete copy;

If you configure a tape channel, RMAN will use both the (preconfigured) disk and the tape

channels to delete the backups and copies.

How It Works
When you issue the delete backup command, RMAN does the following:

1. Removes the physical file from the backup media
2. Marks the status of the deleted backup in the control file as deleted

3. Deletes the rows pertaining to the deleted backup from the recovery catalog repository,
which is actually stored in database tables, if you are using a recovery catalog and are
actually connected to it while deleting the backup

If you issue the delete backup command, you may sometimes get the RMAN prompt
back right away without any messages about deleted backups. However, that doesn't mean
RMAN has deleted all backups. This actually means RMAN didn’t find any backups to delete.
Here’s an example:

RMAN> delete backup;
using channel ORA DISK 1

RMAN>

If you issue the simple delete command, without specifying the force option, the dele-
tion mechanism works in the following manner under different circumstances:

e If the status of the object is listed as available in the repository but the physical copy
isn’'t found on the media, RMAN doesn't delete the object and doesn't alter the reposi-
tory status.

e If the status is listed as unavailable in the repository, RMAN deletes the object if it exists
and removes the repository record for the object.

e If the object has the expired status and RMAN can't find the object on the media, RMAN
doesn’t delete the object or update its repository status.
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Here are some options you can use with the delete command when deleting backups:

delete force: Deletes the specified files whether they actually exist on media or not and
removes their records from the RMAN repository as well

delete expired: Deletes only those files marked expired pursuant to the issuance of the
crosscheck command.

delete obsolete: Deletes datafile backups and copies and the archived redo logs and log
backups that are recorded as obsolete in the RMAN repository

Instead of using the basic delete backup command, you can also use the alternative dele-
tion command, backup ... delete [all] input, to first make a backup of and then delete the
input files (source files) of backup sets, datafile copies, and archived redo logs. Typically, you
use the backup ... delete command to back up the source files to tape and then delete them
after a successful backup. We show you how to use the backup ... delete command in the
next recipe, where we focus on deleting archived redo logs.

8-14. Deleting Archived Redo Logs
Problem

You want to manually delete some unneeded archived redo logs.

Solution

You can delete any eligible archived redo log by using the delete archivelog orbackup ...
delete input command. Here’s an example showing how to delete all archived redo logs with
the delete archivelogall command:

RMAN> delete archivelog all;

The delete archivelog all command deletes all archived redo logs on disk that aren’t
necessary to meet the configured archived redo log deletion policy. It’s more likely that you'd
want to use the following delete command, which deletes archived redo logs from disk based
on whether they have been first backed up to tape a certain number of times:

RMAN> delete archivelog all
backed up 3 times to sbt;

You can delete specific archived redo logs by using the delete command, as shown in the
following example.

RMAN> delete archivelog until sequence = 999;

The backup ... delete command lets you first back up an archived redo log and then
delete the source archived redo log file. In order to delete the source file, you use the addi-
tional clause delete input, as shown in the following example:

RMAN> backup device type sbt
archivelog all
delete all input;



CHAPTER 8 " MAINTAINING RMAN BACKUPS AND THE REPOSITORY

The previous backup ... delete command backs up all the archived redo logs and then
deletes all those archived redo logs (input files). The delete all input clause results in the
deletion of all backed-up archived redo logs from all archived redo log destinations. If you
want to delete only the specified archived redo log that you've just backed up to a backup set,
use the delete input clause instead, as shown in the following example:

RMAN> backup archivelog like '/arch%'
delete input;

Note that it's common to use the backup ... delete command to back up archived redo
logs to tape and then delete the source files.

How It Works

RMAN uses the configured archived redo log deletion policy to determine which of the
archived redo logs are eligible for deletion, including those archived redo logs that are stored
in the flash recovery area. RMAN automatically deletes the eligible archived redo logs from the
flash recovery area. An archived redo log is considered eligible for deletion when the flash
recovery area becomes full.

Suppose you have configured the following archived redo log deletion policy:

RMAN> configure archivelog deletion policy
to backed up 2 times to device type sbt;

The previous command specifies that all archived redo log files will be eligible for dele-
tion from all locations when those files have been backed up twice or more to tape. Once you
set the archived redo log deletion policy shown here, a delete archivelog all or backup ...
delete input command will delete all archived redo logs that satisfy the requirements of your
configured deletion policy, which requires that RMAN back up all archived redo logs to tape
twice.

If you haven’t configured an archived redo log deletion policy (by default there is no policy
set), RMAN will deem any archived redo log file in the flash recovery area eligible for deletion,
if both of the following are true:

e The archived redo logs have been successfully sent to all the destinations specified by
the log archive dest nparameter.

* You have copied the archived redo logs to disk or to tape at least once, or the archived
redo logs are obsolete per your configured backup retention policy.

Use the configure archivelog deletion policy command to specify your own archive
redo log deletion criteria instead of leaving the deletion timing to RMAN. Once you configure
an archived redo log deletion policy this way, it applies to all archived redo log locations,
including the flash recovery area, if you've configured one.

RMAN stores the archived redo logs as long as possible in the flash recovery area. When
the flash recovery area is under space pressure, RMAN tries to ensure that any flashback reten-
tion time you've set is being satisfied before automatically deleting the archived redo logs.
RMAN deletes eligible archived redo logs stored in all areas other than the flash recovery area
when you execute one of the two deletion commands shown in the “Solution” section of this
recipe, backup ... delete input or delete archivelog.
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If you execute the delete command with the force option, RMAN will ignore any config-
ured archived redo log retention polices and delete all the specified archived redo logs.

8-15. Deleting Obsolete RMAN Backups

Problem

You want to delete just those RMAN backups that are obsolete according to the defined reten-
tion policy.

Solution

Use the obsolete option of the delete command to remove just the obsolete backups. The
following command shows how to remove all backups that are obsolete according to the
retention policy that’s currently configured:

RMAN> delete obsolete;

RMAN retention policy will be applied to the command
RMAN retention policy is set to redundancy 1

using channel ORA DISK 1

Deleting the following obsolete backups and copies:

Type Key Completion Time Filename/Handle
Backup Set 1 07-APR-07
Backup Piece 1 07-APR-07 C:\ORCL11\APP\ORACLE\FLASH RECOVE

RY_AREA\ORCL11\BACKUPSET\2007  TAG20070407T122609 31HO1MRO_.BKP

Do you really want to delete the above objects (enter YES or NO)? YES
RMAN>

The delete obsolete command shown here will delete all backups deemed obsolete per
your configured backup retention policy.

Note The delete obsolete command relies only on the backup retention policy in force. It doesn’t con-
sider the configured archived redo log deletion policy in effect to determine which archived redo logs are
obsolete. The delete archivelog all command, on the other hand, relies entirely on the configured
archived redo log deletion policy.

The following examples show how to use either the redundancy or recovery window clause
to delete backups that are deemed obsolete according to a retention policy that you have con-
figured:

RMAN> delete obsolete redundancy = 2;
The command shown here deletes backups that exceed the redundancy requirement of 2:

RMAN> delete obsolete recovery window of 14 days;
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The previous command deletes backups and the archived redo logs that aren’t necessary
to recover the database to an arbitrary SCN within the last two weeks.

How It Works

Obsolete backups are any backups that you don't need to satisfy a configured retention policy.
You may also delete obsolete backups according to any retention policy you may specify as an
option to the delete obsolete command. The delete obsolete command will remove the
deleted files from the backup media and mark those backups as deleted in both the control
file and the recovery catalog.

When deleting obsolete backups, it’s important to understand how the keep until clause
impacts how RMAN deems a backup obsolete. No matter what keep until time you specify,
RMAN will never consider a backup obsolete if that backup is needed to satisfy any retention
policy you might have configured. This applies to both a recovery window-based and a redun-
dancy-based retention policy. If you set the keep until time for some backups longer than a
configured retention policy interval, however, RMAN will retain those backups. Regardless of
any configured backup retention policy, a backup will be considered obsolete as soon as its
keep until period expires, and the delete obsolete command will delete all such obsolete
backups.

8-16. Changing the Status of an RMAN Backup Record
Problem

You have migrated some backups off-site and want to let RMAN know that those files aren’t
available to it.

Solution

Use the change ... unavailable command when you move backups off-site or can’t find a
backup for some reason. Here’s an example showing how you can change the status of a
backup set to unavailable because you've temporarily moved the backup set to a different
location because of a lack of space on a disk:

RMAN> change backupset 10 unavailable;

changed backup piece unavailable

backup piece handle=C:\ORCL11\APP\ORACLE\PRODUCT\11.1.0\DB_1\
DATABASE\7QICN5L1 1 1 RECID=32 STAMP=621516450

Changed 1 objects to UNAVAILABLE status

RMAN>

Use the change ... unavailable option when you know you don’t want a particular
backup or copy to be restored yet but don’'t want to delete that backup or copy either. If you
uncatalog the backup set, it'll have a status of deleted in the repository. However, if you just
use the change command to make the backup set unavailable, you can always make that avail-
able again when you have more space on this disk and are able to move the backup set to its
original location.
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How It Works

Once you mark a backup file unavailable, RMAN won't use that file in a restore or recover
operation. Note that you can’t mark files in the flash recovery area as unavailable. Once you
find copies of the unavailable, misplaced, or lost backups and restore them, you can mark all
the backups you had marked unavailable previously as available again by using the keyword
available as part of the change command, as shown here:

RMAN> change backupset 10 available;

using chan